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ONPEAEJIEHUSA
B HacrosimeM JOKYMEHTE WCHOJB3YIOTCS CICAYIOIAEe TEPMHHBI M WX
OTIpEIeIICHUSI.
ABTOMATHU3HMPOBAaHHASI CHCTEMa — CHCTEMa, COCTOsINas W3 TEepCcoHala |

KOMIUIEKCA CpEACTB aBTOMATH3allMM €ro JAEATEIbHOCTH, peanusyromas uHpopMa-
[IMOHHYIO TEXHOJIOTHIO BBIIIOJHEHUS YCTAHOBJIEHHBIX (DYHKIIHUIL.

AyTeHTH(pUKALUSA OTHPABUTENS JAHHBIX — IOJATBEPXKICHUE TOTO, YTO OT-
MIPaBUTENb MOJYYEHHBIX JTAHHBIX COOTBETCTBYET 3asBJIEHHOMY.

Be3onacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSHHE 3aIUMIICHHOCTH IIE€PCO-
HAJIBHBIX JIAHHBIX, XapaKTEPHU3yeMO€ CIOCOOHOCTHIO IOJb30BaTENCH, TEXHUYECKUX
CPEICTB M HH(POPMAIIMOHHBIX TEXHOJOTMH 00ecneunTh KOH(PUACHIIMAIBHOCTD, Le-
JIOCTHOCTh M JOCTYITHOCTh IMEPCOHAJBHBIX JAHHBIX HpU HUX 00paboTke B MHPOpMa-
[IMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX.

Buomerpuyeckne  mepcoOHaJbHbIC  JaHHbIE —  CBEACHUSA, KOTOpPBIE
XapaKTEpU3yIOT (PU3NOJIIOTHUECKUE OCOOEHHOCTH YEJIOBEKAa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUTbH €r0 JIMYHOCTh, BKIIOYas (poTorpaduu, OTHEYaTKH MajblEB, 00pa3
CETUYaTKH IJ1a3a, 0COOEHHOCTH CTPOCHHUS Tela U APYTYIO NOJ00HYI0 HHPOPMAIHIO.

biokupoBaHue TMNepPCOHANBHBIX [JAHHBIX — BPEMEHHOE MPEKpalleHue
00pabOTKM TEPCOHATBHBIX JAHHBIX (32 MCKIIOYEHUEM CiIy4yaeB, eciau oO0paboTka
HeoO0XouMa JIJIsl YTOUHEHUS IePCOHANIbHBIX JaHHBIX).

Bupyc (koMnblOTepHBIi, IPOrpaMMHBIN) — UCIOJHAEMBIN IPOTrPaMMHBINA KOJI
WM HMHTEPIPETHUPYEMBId HA0Op HWHCTPYKIMH, oOO0Jaialmuid CBOWCTBAMU  HE-
CaHKLMOHUPOBAHHOIO  PAacOpoCTpaHEeHHss M camoBocnpousBeneHus. Co3naHHbIE
OyOIMKaThl KOMITBIOTEPHOIO BUpPYCa HE BCErJa COBHAJAIOT C OPUTMHAJIOM, HO CO-
XPaHSIOT CIOCOOHOCTD K JaJIbHEHIIEMY pacIpOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHasi nporpamMmma — nporpamma, IpeiHa3HaueHHasi JAJis1 OCYIECTBICHUS
HECAaHKIIMOHUPOBAHHOIO JOCTyNa U (WJIM) BO3JEKUCTBHS HA MEPCOHAJIBHBIE JAHHBIE WU
pecypchl HHPOPMAIIMOHHON CUCTEMBbI EPCOHATBHBIX JaHHBIX.

BcnomoraresibHbIe TEXHUYECKHE CPEACTBA U CHCTEMbI — TEXHUYECKHUE CPEJ-
CTBA M CHUCTEMbl, HE TMpeJHAa3HAUCHHBbIC JUIsI Nepenadd, OOpaObOTKM U XpaHEHHs

MNCPCOHATIBHBIX AAHHBIX, YCTAHABJIWBACMbBIC COBMCCTHO C TCXHUYCCKUMU CPCACTBAMHU H
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CHUCTEMaMH, TPEIHA3HAYCHHBIMUA JUII OOpaOOTKM TEPCOHATBHBIX JaHHBIX WJIA B
MOMEIEHNUSAX, B KOTOPHIX YCTAHOBJICHBI HMH(OPMAIIMOHHBIE CHCTEMbI TEPCOHATBHBIX
JTaHHBIX.

JlocTynn B onepamuoHHYI0 cpeay KOMIbIOTepa (MH(OPMANMOHHOM CHCTEMBI
NMEePCOHAIBbHBIX JaAHHBIX) — MOJTy4YE€HHE BO3MOKHOCTH 3aITyCKa Ha BBITOJHEHUE IITATHBIX
KOMaH, (YHKIUH, TMPOIEAYp OICPAIMOHHONW CHCTeMbI (YHHUTOXKEHUS, KOIMPOBAHUS,
MIEPEMEIICHNS | T.11.), UCTIONHIEMBIX (DaiIOB TIPUKIIATHBIX TIPOTPAMM.

Joctyn k uH(OpMAUMU — BO3MOXHOCTH IOMY4YEHHsS WH(POpMAIMU U €€ HC-
MOJIb30BaHUSI.

3ak/a/10uHOe YCTPOMCTBO — DJIEMEHT CPENICTBa CheMa HH(MOPMALUH, CKPHITHO
BHEJPSIEMbIH (3aKJIa/IbIBAEMBIN WM BHOCHUMBI) B MECTa BOZMOXKHOTO CheMa MH(popMaIyu (B
TOM 4YHCI€ B OIPaKICHUE, KOHCTPYKIHMIO, OOOpyJOBaHUE, MPEIMETHl HHTEphepa,
TPaHCIIOPTHBIE CPE/ICTBA, a TAKKE B TEXHUYECKUE CPEACTBA M CHUCTEMBI 00pabOTKU
uH(pOpMaIun).

3ammmaemass uHdopManusa — wuHbOpPMALUS, SBISIONIASACS MPEAMETOM CO0-
CTBEHHOCTH U TIOJIC)KAIIIAs 3aIIIUTE B COOTBETCTBHUU C TPEOOBAHUSIMHU MPABOBBIX JIOKYMEHTOB
WM TpeOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OPMALIUH.

NnenTundukanus — npucBoeHne CyObeKTaM 1 00BEKTaM JIOCTYTIA WACHTU(DHUKATOPA U
(WM) cpaBHEHME TPEIBSBISIEMOTO HWACHTU(HUKATOPAa C TIEPEYHEM TPUCBOCHHBIX
UJICHTU(PUKATOPOB.

NudopmMaTuBHBI CHUITHAJ — DJEKTPUYECKUE CUTHANBI, AKyCTUUYECKHE, OJIEK-
TPOMAarHUTHBIE U JIpyrue PU3NIECKUe ToJsl, MO MapaMeTpaM KOTOPBIX MOXKET ObITh PACKPHITA
KoH(ueHIMabHAsT ~ uWH@OpManmsi  (TEpCOHATbHBIE  JaHHbIE)  oOpabaTbiBaeMas B
MH(OPMAITMOHHON CUCTEME TTEPCOHATBHBIX JTAHHBIX.

NudpopmanuoHHbie TEXHOJOTMH — TPOIIECCHI, METO/IbI MOMCKA, COOpa, XpaHEHWS,
00paboTKH, MPEIOCTABICHHS, PACIIPOCTPaHEHUST MH(OPMAIIUK U CIIOCOOBI OCYIICCTBIICHHUS
TaKUX MPOIIECCOB U METOJIOB.

Nudopmanuonnas cucreMa nepcoHadbHbIX jgaHHbix (UCIIIH) —
COBOKYMMHOCTh ~ COJIEp)KAIIUXCSA B 0a3ax JaHHBIX TMEPCOHAIBHBIX JaHHBIX W
o0OecrneynBalMX HX 00pabOTKy HH(DPOPMAIMOHHBIX TEXHOJIOTUH M TEXHUYECKUX

CPEICTB.
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HNcnonb30BaHue TMEPCOHAJBHBIX JAHHBIX — JIeiicTBUA (omepanuu) ¢

MEPCOHAILHBIMU JTAHHBIMH, COBEPIIAEMbIC OMEPATOPOM B IIENISIX MPUHSATHS PEIICHUN
WIM COBEPIICHHUS HHBIX JEHCTBUN, MOPOXKIAIOIIUX HOPUIUYECKHE IOCIEACTBUS B
OTHOIIECHUHU CYOBEKTa MEPCOHATBHBIX JAHHBIX WM JAPYTUX JIMIl MO0 WHBIM 00pa3om
3aTparuBaroIIUX MpaBa U CBOOOAbl CYOBEKTa MEPCOHATBHBIX JAHHBIX WU APYTUX JIUIL.

HcTouyHuK yrpossl 0e30macHOCTH HH(OpPMAUMU — CYOBEKT JOCTyIa, Marte-
PHAITBHBIN 00BEKT W (PH3UYECKOE SBIICHNUE, SBISTIOIINECS IPUUMHON BOSHUKHOBEHHS YTPO3BI
0e3ormacHoCcTH HHGOPMAITUH.

KonTposmmpyemasi 30Ha — TpPOCTPaHCTBO (TEpPUTOpHS, 3/aHWE, YacTh 37aHMUS,
MOMEIIEHHE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIMpPYEMOE MpeObIBaHKE TTOCTOPOHHUX JIMII, a
TaKOKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUATLHBIX CPE/ICTB.

KonduaeHunaabHOCTh NMEPCOHATBHBIX JAHHBIX — 00s3aTeNbHOE ISl COOIMIO-
JICHUsI OTEepPaTOpOM WJIM WHBIM TOMYYMBIIAM JIOCTYI K TIEPCOHAIBHBIM JIAHHBIM JIUIIOM
TpeOOBaHHE HE JOMYyCKaTb HMX pacHpocTpaHeHue Oe3 cornacHsi CyOBheKTa IMEePCOHATBLHBIX
JaHHBIX WJIA HAJIMYWS MTHOTO 3aKOHHOTO OCHOBAHHUSI.

Me:xceTeBoil IKpaH — JIOKaIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIHLHO-
pacrpefieiecHHOe ~ NporpamMmHOe  (MporpaMMHO-amlmapaTtHOe)  CPEACTBO  (KOMIUIEKC),
peam3yroliee KOHTpOib 3a MH(pOpMAIMel, mocTymnaroiieli B UHPOPMAMOHHYIO CHCTEMY
MIEPCOHATIBHBIX JJAHHBIX U (MJTH) BBIXOJSIIEH 13 MHPOPMAITMOHHON CUCTEMBI.

Hapymurens 0e30macHOCTH NEPCOHAJBHBIX JaHHBIX — (DU3MUEcKoe JHIIO,
CIYYailHO WJIM TIPpeJHAMEPEHHO COBEPINAIOIIEE JCHCTBHS, CJIEACTBUEM KOTOPBIX SIBIISIETCS
HapyIlieHrue Oe30MacHOCTH TMEPCOHABHBIX JIAHHBIX TpU HUX O0pabOTKE TEXHUYECKUMU
cpencTBamMu B MH(OPMAITMOHHBIX CUCTEMAaX MEPCOHATLHBIX TAHHBIX.

HeaBromaTu3npoBaHHasi 00padoTKa MEPCOHAJBHBIX JaHHBIX — 00paboTka
MEPCOHANILHBIX JTAHHBIX, COACPKAIIMXCS B WHPOPMAITMOHHOW CHUCTEME MEPCOHATBHBIX
JAHHBIX JMOO W3BJICUEHHBIX M3 TAKOW CHUCTEMBI, CUMTAETCS OCYIIECTBIEHHON 0e3
WCITOJIb30BAaHUS CPEJACTB aBTOMAaTH3aluu (HEAaBTOMATU3MPOBAHHOM), €CIIM TaKue
JNEHUCTBUS C  TEPCOHAIBHBIMHA  JIAaHHBIMH, KaK HCIOJb30BaHUE, yTOYHEHHUE,
pacnpocTpaHEHUE, YHUYTOKEHUE TMEPCOHAIBHBIX JAaHHBIX B OTHOIIEHWUU KaXIOTO W3
CyOBEKTOB MIEPCOHATBHBIX JAHHBIX, OCYIIESCTBIISIOTCS TIPH HEMOCPEICTBEHHOM YYaCTHH

YCJIOBCKA.



S
HenexnapupoBanHble BO3MOKHOCTH — (YHKIIMOHAIBHBIE BO3MOKHOCTU CpPEJICTB

BBIYMCIIUTENIHHON TEXHUKH, HE OIMMCAHHbIE WM HE COOTBETCTBYIOIIME OINMCAHHBIM B
JIOKyMEHTAalHH, npu UCIOJIL30BaHUU KOTOPBIX BO3MOKHO HapylIeHHe
KOH(UJICHITNATBHOCTH, IOCTYITHOCTHU WM LIETIOCTHOCTH 00pabaThiBaeMoil HH(pOpMaIny.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKIUOHUPOBAHHBIE JeMCTBUS) — JIOC-
Tyn K MHGOPMALIMK WK JIEHCTBUS ¢ MH(OpMAIMeH, HapyIIarole MpaBiiia pa3rpaHnIeHHs
J0CTyIa C HCMOJIb30BAHUEM INTATHBIX CPEACTB, MPEAOCTABIIEMBIX HH(POPMAIMOHHBIMU
CUCTEMaMU MEPCOHANIbHBIX JTAHHBIX.

Hocuteabp nagopmanun — Gu3HUEcKoOe JUIO WIM MAaTePUATLHBIA OOBEKT, B TOM
quclie (PU3MYECKoe 1oJie, B KOTOPOM MH(POpMAITUSE HAXOUT CBOE OTPKEHKE B BUJIE CUIMBOJIOB,
00pa30B, CUTHAJIOB, TEXHMYECKUX PELICHHUI U MPOLIECCOB, KOTMYECTBEHHBIX XaPaKTEPUCTUK
(U3UYECKUX BEJIHYMH.

O0e31MYUBaHUe MEPCOHAIBHBIX TAHHBIX — JICUCTBUS, B PE3yJbTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BaHUS JOMOJHUTEIBHON HH(pOpMamu
OTIPENEIUTh TPHUHAIC)KHOCTh TEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAJIbHBIX JTAHHBIX.

O0padoTka mNepPCOHAJNBHBIX JaHHBIX — JII00O€ JeiicTBUE (omepariusi) WiIu
COBOKYIIHOCTb JEHCTBUI (omepauuii), COBEPIIAEMBIX C HCIOJb30BAHUEM CPEJICTB
aBTOMATHU3AIMK WK 0€3 MCIOJb30BaHUS TAaKUX CPEACTB C MEPCOHAIBLHBIMU JAHHBIMH,
BKJIIOYas cOOp, 3amuch, CUCTEMATU3allMI0, HAKOIUIEHHWE, XpAaHEHUE, YTOYHEHUE
(oOHOBNIEHUE, U3MEHEHUE), U3BJICUCHUE, CIIOJIBb30BaHuE, Niepeady (pacnpocTpaHeHHe,
MpeoCTaBlIEeHUE, JTOCTYI), 00€3TUYMBAHUE, OJOKUPOBaHUE, yAaJICHUE, YHUUTOKEHUE
MEPCOHANIbHBIX JTAHHBIX.

OOmenocTynHble MEPCOHAJbHbIE JaHHbIE — TIEPCOHAIBHBIC JaHHBIC, JOCTYM
HEOTPAHWYEHHOTO Kpyra IJIMIl K KOTOPBIM TMPEJOCTAaBIEH C COTJachs CyObeKTa
MIEPCOHANILHBIX JIAaHHBIX WJIM Ha KOTOPBIE B COOTBETCTBHUH C (eJepaIbHBIMU 3aKOHAMU
HE pacrpocTpaHseTcs TpeOoBaHue COOI0ICHUS KOHPUACHIINATLHOCTH.

Oneparop (MEepPCOHANBHBIX TAHHBIX) —  TOCYIApCTBEHHBI  Opras,
MYHUITUTIAJIBHBIA OpPTaH, IOPUINYECKOe WIH (PU3NUECKOE JUI0, CAMOCTOSTEIHHO WITU
COBMECTHO C JIPYTUMH JIMLIaMHU OPTaHU3YIOMIME U (MJIM) OCYLIECTBISIONINE 00pabOTKy

IICPCOHAJIBHBIX OAHHBIX, da TaAKXXC OIPCACILAIOININC LICIIN O6p360TKI/I IMCPCOHAJIBHBIX
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JaHHBIX, COCTaB MEPCOHANBHBIX JAHHBIX, NOJJEKaIMX 00paboTKe, AeHCTBUS
(omepaiu), COBEpIIIAEMbIE C IEPCOHAIBHBIMU TAHHBIMHU.

TexHuyeckue cpeacTsa UHGOPMANUOHHON CUCTEMbI NEPCOHAJBLHBIX JAHHBIX
— CpeICTBA BBIUYUCIUTEIBHOM TEXHHWKH, HMH(GOPMAIMOHHO-BHIUNCIUTEIBHBIE KOMIUICKCHI H
CeTH, CPEICTBa M CHUCTEMBI Iepenadu, npuema u obdpabotku II/IH (cpemctBa M cHCTEMBI
3BYKO3AIHCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOM3BEICHHUS, TEPErOBOPHBIC M TEIECBH3UOHHBIC
YCTPOMCTBA, CPE/ICTBA M3TOTOBIICHUSI, TUPAKUPOBAHUS TOKYMEHTOB M APYTHe TEXHUUECKHUE
cpencTBa 0OpabOTKH pedeBoi, rpaguyeckoid, BUIeo- U OyKBeHHO-1IM(POBOM MH(pOpMAaIK),
MPOrpaMMHBIE CPEJICTBA (OTIEPAITIOHHBIC CHCTEMBI, CHCTEMBI YITPaBIIeHHUsT 0a3aMy TaHHBIX U
T.I1.), CPEJICTBA 3aAIUTHI HH(DOPMAITUH, IPIMEHSIEMbIE B MH()OPMAITMOHHBIX CHCTEMAX.

IlepexBar (MHpopManmum) — HENPaBOMEPHOE MOJydYeHHE HWH(OpPMAIUUA C HC-
MOJIb30BAaHNEM TEXHHYECKOTO CPEACTBA, OCYIIECTBISIONIETO OOHApYXXEHUE, PUEM H
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIEe — Jt00as MH(OpMaNUs, OTHOCAUIASCA K IPSIMO WIIU
KOCBEHHO OIIPEICJICHHOMY WM OTmpeaenseMoMy (QuandeckoMy JHiy (CyOBEeKTy
MIEPCOHANILHBIX JIAHHBIX );

Io6ouHbIe 3JIEKTPOMATHUTHBIE U3JIyYeHUSI 1 HABOJAKHM — DJICKTPOMArHUTHBIC
U3IIyYCHUS TEXHUYECKUX CPEICTB O00paboTKM 3amuiiaeMod HH(POpMAIUU, BO3HU-
Karoliue Kak MOOOYHOE SIBJICHHE W BBI3BAHHBIC DJICKTPUYECKUMHU CHUTHAJIaMH, Jei-
CTBYIOIITUMHU B WX JJICKTPUUYCCKUX M MATHUTHBIX IEISAX, a TaKKE AJICKTPOMArHUTHBIE
HABOJKHU ATHX CUTHAJIOB Ha TOKOMIPOBOIAIIINE IMHUU, KOHCTPYKIIMU U TN MTUTaHUS.

IMosmTHKA «YUCTOr0 CTOJA» — KOMIUIEKC OPraHM3AIlMOHHBIX MEPOIPHITHA,
KOHTPOJIMPYIOIIMX OTCYTCTBUE 3allUChIBaHUS Ha OyMa)KHbIE HOCUTEIM KIIOUeH U
aTpuOyTOB HOCTyMa (MapoJiel) U XpaHEeHUs UX BOJM3U OOBEKTOB JOCTYIIA.

IMosib30BaTe/ib HHPOPMANMOHHON CHCTEMbI MEPCOHAIBHBIX JAHHBIX — JIUIIO,
y4acTByloIee B (PYHKIIMOHMPOBAHUU WH(OOPMAIIMOHHON CHCTEMBbI TEPCOHAIBHBIX
JAHHBIX WJIM MCTIONB3YIOIIee Pe3yIbTaThl €€ (PYyHKIIMOHUPOBAHUSI.

IIpaBuia pa3rpaHu4veHusi AOCTYNa — COBOKYITHOCTh MPaBWJI, PETJIaMEHTH-
PYIOIIMX MpaBa A0CTyIa CyOBbEKTOB AOCTyIa K 00bEKTaM AOCTYTIA.

IIporpammHasi 3akjajaka — KOJI TMPOTPaMMBbI, MpPEJHAMEPEHHO BHECEHHBIN B

nporpamMmMy ¢€ »OCJIbIO OCYIICCTBUTL YTCUKY, HW3MCHUTD, 6J'IOKI/IpOBaTB, YHUYTOXUTD
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UHPOPMALIMI0O WU YHUYTOXKUTh U MOJU(ULIMPOBATH MPOrpaMMHOE oOecredeHue

WH()OPMAITMOHHONW CHCTEMBI MIEPCOHATBHBIX JAHHBIX U (MJIM) OJIOKHPOBATH anmapaTHbIC
CpEeACTBa.

IIporpammHoe (IPOrpaMMHO-MaTeMaTHYeCKOE) BO3JAEHCTBHE — HECAHKIIMO-
HUPOBAHHOE BO3JICMCTBME HA PECYpChl ABTOMATH3UPOBAHHOW HHGPOPMAIIMOHHOMN
CUCTEMBI, OCYLIECTBIISIEMOE C UCIIOJIB30BAHUEM BPEJOHOCHBIX IPOIPAMM.

PackpbiTHe MNEpPCOHANBHBIX [JAHHBIX — YMBIIUIEHHOE WM Clly4ailHOe
HapyluieHue KOH(MUIECHIIMATbHOCTH MEPCOHAIBHBIX TaHHBIX.

PacnpocTpaHeHne nepPCOHAJBHBIX JAHHBIX — JICHCTBUS, HalpaBJCHHbIC Ha
PACKpBITHE MEPCOHAIIbHBIX JAHHBIX HEOMIPEAEIEHHOMY KPYTY JIHULI.

Pecypc uH(pOpMAUMOHHON CHCTeMbl — WUMEHOBAaHHBIM 3JIEMEHT CHUCTEMHOTO,
MPUKIAAHOTO WM allapaTHOro odecredeHus (yHKIMOHUPOBAHUS HH(POPMALIMOHHOM
CHCTEMBI.

CneumnajibHble KATETOPUH MEPCOHATBLHBIX JAHHBIX — IIEPCOHAIBHBIC JaHHBIC,
KacarolIecsi pacoBOM, HAIIMOHAIBLHON MPUHAMJIEKHOCTH, MOJUTUYECKUX B3IJISAIOB,
PEUTUO3HBIX WK (PUITOCOPCKUX YOCKICHUM, COCTOSHUS 3I0POBbSI 1 MHTUMHOM JKU3HU
CcyObeKTa MepCOHATbHBIX TAHHBIX.

CpencrBa BBIMHCIHUTENbHON TEXHMKHM — COBOKYITHOCTh IPOTPAMMHBIX U TEX-
HUYECKUX DJJIEMEHTOB CHCTEM OOpaOOTKM JIaHHBIX, CHOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOSTENIbHO WJIA B COCTAaBE JPYTUX CUCTEM.

Cy0bekT nocrynma (cy0beKT) — JMIO WIM MPOLECC, ACUCTBUS KOTOPOIO per-
JAMEHTUPYIOTCS PABUIIAMH pa3rpaHUYeHHMs TOCTYMA.

TexHnyeckuil KaHajd yTe4Kd HHGOPMAIMU — COBOKYNHOCTb HOCUTEINS WH-
dopmaru (cpeacrBa 00pabOTKH), (PU3UIECKON Cpeibl pactpocTpaHeHHs HH(OPMATHUBHOTO
CUTHAaJIa ¥ CPECTB, KOTOPHIMHU JTOOBIBAETCS 3allMIIaeMast HH(OopMaLusl.

TpancrpannyHass mepeaadya MNEpPCOHAJBbHBIX JAHHBIX —  Ilepejava
MEPCOHANIBHBIX JaHHBIX omnepaTopoMm depe3 ['ocymapcTBeHHyro rpanuily Poccuiickoit
@denepauid OpraHy BJIACTM HMHOCTPAHHOTO TOCYJapcTBa, (U3UYECKOMY WM
IOPUINYECKOMY JIUIY MHOCTPAHHOI'O TOCY1apCTBa.

Yrpo3bl 0€30MaCHOCTH MEPCOHAJbHBIX JAAHHBIX — COBOKYIHOCTb YCJIOBUH H

(aKToOpOB, CO3/MAIONIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJE CITy4allHOTO,
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JOCTYIIA K TEPCOHAIBHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOrO MOXKET CTaTh YHUYTOKECHUE,
W3MEHEHHE, OJIOKUPOBAHWE, KOIMPOBAHUE, PACIPOCTPAHEHHE TMEPCOHAIBHBIX JaHHBIX, a
TaKK€ MHBIX HECAHKIIMOHUPOBAHHBIX JCHUCTBUM TpU MX 00paboTke B HMH(OPMAIMOHHON
CUCTEME MEPCOHATBHBIX JTAHHBIX.

YHHMYTOKEeHHE NMEePCOHANBbHBIX JTAHHBIX — JCHCTBHUSA, B PE3yJIbTATe KOTOPHIX
CTaHOBUTCSI HEBO3MOXXHBIM BOCCTAHOBUTH COJEPKAHHE IEPCOHANBHBIX JAaHHBIX B
WH()OPMAITMOHHOW CUCTEME MEPCOHAIBHBIX NAHHBIX W (WJIM) B PE3yIbTaTe KOTOPBIX
YHUUTOXKAKTCS MaTepUaIbHbIe HOCUTEIN NIEPCOHAIBHBIX TAHHBIX.

Yreuka (3amumaeMoi) uHGOpMAIUMU MO0 TEXHMYECKUM KAHAJIAM — HEKOH-
TPOJIMPYEMOE pacpocTpaHeHne UH(POpMAITUK OT HOCHUTEIS 3aIlMIIaeMON MH(GOPMALIIU Yepes3
(U3MUeCKyr0 Cpely JI0 TEXHMYECKOTO  CPEACTBA, OCYIICCTBISIONIIETO  IepexBat
uH(popmanuu.

YA3BUMOCTBb — CJ1a00CTh B CPEJICTBAX 3aIUTHI, KOTOPYIO MOXKHO HCITOJIb30BATh IS
HapYIICHUSI CUCTEMBI WU COJIEpKAIlIecsl B HeW MH(DOpMAaITHH.

IesocTHOCTL MH(MOPMALIUM — CIIOCOOHOCTH CPEACTBA BBIUMCIUTEIBHON TEXHUKU
WM aBTOMAaTU3UPOBAHHON CHCTEMBI 00ECIIeUnBaTh HEM3MEHHOCTh HH(OPMAITUH B YCIOBHSIX

CITy4aifHOTO W/WJIU MPETHAMEPEHHOTO UCKAXKEHUSI (pa3pyIeHUS ).



OBO3HAYEHUSA N COKPALLIEHUA

ABC — anTHBUpYCHBIE CpEICTBA

APM — aBTOMaTH3HPOBAHHOE paboyee MECTO

BTCC — BcnoMorarebHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCI1Iz — uadopmaIpioHHast CHCTEMA MePCOHATBHBIX TAHHBIX
K3 — koHTpOnupyemast 30Ha

JIBC — nokanbHasi BBIMUCIUTEIbHAS CETh

MD — MexceTeBor 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBINA JOCTYII

OC — onepaioHHas cucTemMa

[1/TH — nepcoHaIbHBIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ICUCTBUE

I1O — nporpamMmmHOE obecrieueHne

[IOMUH — no6ouHble 371eKTPOMArHUTHbIC U3TyYEeHUs M HABOJIKH
CA3 — cucrema aHanm3a 3alIUIICHHOCTH

C3U — cpencrsa 3aiuThl HHPOPMALIUH

C3I1dn — cucrema (moicuCcTEMa) 3alUThI TEPCOHATBHBIX JAHHBIX

COB — cucrema oOHapyXeHUsI BTOP>KEHUN
TKY U — texandeckrie KaHaJbl yTeUKH HH(DOpMaImn

VYBIIIH — yrpo3s! 6€30MacHOCTH TIEPCOHATBHBIX JAHHBIX
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BBEJAEHUE

Hacrosimas [Mommtrka napopMannonHoit 6e3omacHoctu (manee — I[lomutuka) B
MYHULIMIATBHOM OIOJKETHOM 00111e00pa3oBaTeibHOM yupexkaeHun KymnemoBckoii
cpenHeir  obOmeoOpazoBaTenbHO  mikone Nel7  AsoBckoro paiiona (MBOY
Kynemosckoit COIIINel7 A3zoBckoro paiioHa) (nanee — IIKoJIa) U pa3paboTaHa B
COOTBETCTBUM C TpeboBaHusiMu DenepaibHoro 3akoHa ot 27 uronst 2006 1. Ne 152-D3
«O mepconanbhbIX gaHHBIXY», [Ipukazom GCTIK Poccuu ot 18 despans 2013 roga Ne
21 «O6 ytBepxkaenun CocTaBa U COJEp>KaHUSI OPTAHU3ALMOHHBIX U TEXHHUYECKUX MEp
no oOecneyeHuto Oe30MacCHOCTH TMEePCOHAIBHBIX JaHHBIX MNP HX 00paboTKe B
WH(POPMALIMOHHBIX CHUCTEMaX MEPCOHANBbHBIX TaHHBIX», «THUMOBBIX TpeOOBAHUU MO
OpraHHU3aLHN 151 o0ecreyeHunto (yHKIMOHUPOBAHUS MU (PPOBATBHBIX
(xpunrorpaduyecknx) CpeAcTB, NMPEAHA3HAUYEHHBIX ISl 3allUThl UH(pOpMaLMU, HE
COZEpIKAIIEW CBEIECHHM, COCTABISAIOIMIMX TOCYAApPCTBEHHYIO TaWHy B Ciydae U3
UCIIOJIb30BaHusl NIl obOecrieueHus] 0e30lacHOCTH MMEPCOHANbHBIX JaHHBIX HPH UX
00paboTKe B MH(OPMAIIMOHHBIX CHUCTEMAaX IMEPCOHAIBHBIX JTaHHBIX», YTBEPKICHHBIX
pykoBozactBoM 8§ Ilentpa ®Ch Poccun 21.02.2008 1. Ne 149/6/6-662.

B Tlomutuke omnpeneneHsl TpeboBanusi k nepconany WCII[H, cTeneHb
OTBETCTBEHHOCTH IEpCOHaNa, CTPYKTypa M HEOOXOIHWMBIA YPOBEHb 3AIUIIEHHOCTH,
CTaTyC U JOJKHOCTHBIE OOS3aHHOCTH COTPYAHMKOB, OTBETCTBEHHBIX 3a OOecIledeHue

0e30macHOCTH IIEPCOHAJIBHBIX JTAHHBIX B NCIIIn B LIKOJIE.
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1.0011e noJ1oKeHus
Henpro Hactosmieit [loauTuku, siasercsa odecrneueHrue 0€30MacCHOCTH OOBEKTOB

3aIIMTHl IIKOJBI OT BCEX BUIAOB YIPO3, BHEIIHUX W BHYTPEHHUX, YMBIIUICHHBIX H
HENpeJHAMEPEHHBIX, MHUHHUMH3alIMs yuepda OT BO3MOKHOM peanu3aluuu yrpos
6e3onacHoctu [1/{x (YBII/IH).

be3onmacHOCTh MEPCOHANBHBIX JAaHHBIX JIOCTUIAaeTCsl IYTEM HCKIIOYCHMS
HECAaHKIIMOHUPOBAHHOI'O, B TOM YHUCJIE CIIy4allHOIO, JOCTyIA K IEPCOHAIIBHBIM JaHHBIM,
pe3yIbTaTOM KOTOPOTO MOKET CTaTh YHUYTOXKEHHE, H3MEHEHHE, OJOKHUpOBaHUE,
KOIIMPOBAHUE, PACHPOCTPAaHEHUE IEPCOHANBHBIX  JAaHHBIX, a TAKXKE HHBIX
HECAHKLIMOHUPOBAHHBIX JCHCTBUM.

Nudopmanus U CcBS3aHHbIE C HEW pecypchl JODKHBI OBITh JOCTYIHBI ISt
aBTOPU30BAHHBIX  IOJb30BaTeiaed.  JIOJDKHO — OCYIUECTBIIATBCA ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BII/IH.

JIOJDKHO OCYLIECTBIIATHCS IPEAOTBPALLECHUE NPEIHAMEPEHHBIX WIH CIy4YalHbIX,
YACTUYHBIX WJIM MOJIHBIX HECAaHKIMOHMPOBAHHBIX MOAU(PUKAUUN WIA YHUYTOXKEHUS
JAHHBIX.

CocTtaB 00bEKTOB 3amUThI IpenacTaBiceH B «llepedyHe mepcOHANBHBIX JTaHHBIX,
MTOUIEKAIINX 3AIUTE.

Cocras UCII/Ix noanexamux 3amure, npeacrasieH B «llepeune UCIIIn».
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2.00JacTh AelicTBUA
TpebGoBanus Hactosimeir [loMMTHKM pacmpoCTpaHSAIOTCS Ha BCEX PaOOTHHKOB

IIKOJIbI, & TAK)KE BCEX MPOUYUX JIHIL (MOAPSATINKU, ayTUTOPHI U T.11.).
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3.Cucrema 3alIUTHI EPCOHAIBbHBIX TaHHBIX
Cucrema 3ammThl iepcoHanbHbIX qaHHbIX (C3I1/IH), cTponTcss HA OCHOBaHUHU:

— wuTtoroBoro ordeta 06 oodcnemopanun MCIIIx

— OTYeTa O pe3yJIbTaTaxX MNPOBEJACHHUS BHYTPEHHEW MPOBEPKU 3aLIUTHI
[T/11 Ha 6yMaXXHBIX HOCHUTEISIX

— TEpEeYHs MEPCOHAIBHBIX JaHHBIX, MOJICKAINX 3AIIUTE

— akTa Kiaccupukanuu HHQYOPMAIMOHHOW CHUCTEMBbl MEPCOHABHBIX
JTAaHHBIX

— MOJIENH Yrpo3 0€30MMaCHOCTH NEPCOHATBHBIX JaHHBIX

— MaTpulbl JOCTyIa MOJIb30BaTEICH K 3alUIIaeMbIM UHPOPMAIIMOHHBIM
pecypcam UCITJH

— pykoBomsammx 1okyMeHTOB PCTIOK u ®Cb Poccun.

Ha ocHOBaHMUM »3THX JIOKYMEHTOB ONpPEACISIETCS HEOOXOAUMBIN ypOBEHB
samumeHHocTy [1/In kaxno MCII[H mkonsl. Ha ocHOBaHMM aHann3a akTyalbHBIX
yrpo3 Oe3zomnacHoctu [1/[H omucanHoro B Mogenu yrpos, jAenaercs 3akiIOUYE€HUE O
HEOOXOJMMOCTH  HCIOJB30BAHUS TEXHUYECKHX CPEACTB W  OpraHu3alMOHHBIX
MeponpuaTuii ansi obecnieuenus: 6e3onmacHoctu [1/lH. BriOpannbie HeoOxoaumble
MeponpusiTus oTpaxarorcs B «I[lnane Mmepornpusatuii mo odecneueHuro 3amutbl [1/]0».

Jna VUCIIJIH momkeH OBITh COCTAaBJICH CIHHCOK HCITOIB3YEMBIX TEXHHYECKUX
cpenctB 3amuThl (manee - CHOMCOK), a TakXe MNPOrpaMMHOr0 OOecreYeHUs
ydacTBytoiiero B 00padotke 111, Ha Bcex anementax MCIIH:

— APM nonb3oBarenei
— cepBepa NpUI0KEHUN
— CVYB/;
— rpanuna JIBC
— KaHajJoB Tepelmadyd B CETH OOmero ToJb30BaHUS U (WJIN)
MEXIyHapOJAHOro oOMeHa, e 1o HUM nepeaarotcs [1/1H.
B 3aBucumoctu ot ypoBHs 3amumieHHoctd HMCIIJIH u akTyaldbHBIX YTrpo3,

C3I1/IH MOKeT BKIIIOYATh CJIEAYIOIINE TEXHUYECKUE CPECTBRA:
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— QaHTHBUPYCHBIE CpPEICTBA [JIsi paOOYMX CTaHIUWA TMOJH30BATENCH W

CEpBEPOB;
— CpEICTBa MEXKCETEBOTO HKPAHUPOBAHMUS;
— cpeacTBa Kpunrorpaduueckoil 3ammTbel MHGOpMaAUMU, TpHU Tepenadye
3alUIaeMoil HHPOpPMAIIMH 110 KaHAJIaM CBS3H.

Tax e B CIHUCOK TOJKHBI ObITh BKIIOUEHBI (PYHKIIMU 3aAIIUTHI, 00ECIICUNBAEMBbIC
MTaTHBIMU ~ cpeacTtBaMu  obpabotku IIJ[n  omepauuonnsiMu  cuctemamu (OC),
npukiagaeiM [10 1 cnenuanbHBIME KOMIUIEKCAMH, PEATU3YIOIIMMH CPEICTBA 3AIIUTHI.
Cnucok QyHKIUN 3aIUTH MOXKET BKIIIOYATh:

— yIpaBJeHHUE U pa3TpaHUUYCHUE JOCTYMa MOJIb30BaTEINCH;
— PETrUCTpALMIO U YUYET AEUCTBUI ¢ HHPpOpMaLUEH;

— o0ecneynBaTh ETOCTHOCTh IaHHBIX;

— MPOU3BOJIUTH OOHAPYKEHHUE BTOPKEHUII.

Crnucok UCHOJB3YEMBIX TEXHMYECKHUX CpEICTB oTpaxaerca B «llmane
MEPONPHUATHA TIO0 OOECHEYEHHI0 3allUThl TMEPCOHAJIBHBIX JaHHBIX». CHUCOK
UCIOJIb3YEMBIX CPEACTB JOJDKEH MOAJEPKUBATHCA B aKTyaJbHOM cocTossHUM. [lpu
M3MEHEHUU COCTaBa TEXHUYECKUX CpeAcTB 3amuTbhl win sneMmentoB MCII/H,
COOTBETCTBYIOIIME HW3MEHEHUS JOJDKHBI ObITh BHECEHBI B CIUCOK M YTBEP)KJCHBI

JTUPEKTOPOM WIIH JIUIIOM, OTBETCTBEHHBIM 3a oOecrieueHue 3auuThl [1/1H.
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4. Tpe6oBanus k nogcucremam C3I11n
C3I1dn BritOYaeT B ce0s CAEAYIOMINE MOACUCTEMBI:

— yIpaBJeHUSA AOCTYIIOM, PETUCTPALUN U yUETa;
— o0ecreyeHus IeTOCTHOCTH U JOCTYITHOCTH;
— AHTUBHUPYCHOW 3aIlIUTHI;
— MEXCETEBOr0 3KPaHUPOBAHNS;
— aHaJIN3a 3alIUIICHHOCTH;
— O0OHapy’KeHUsl BTOPKEHUI;
— KpUITOrpapuuecKoi 3aIluThl.

[Moncucremsr C3I1/IH uMeroT pa3nuyuHblil GyHKIIMOHAT B 3aBUCHMOCTH OT Kjlacca
UCTI/[JH, ompeneneHHOro B «AKTe KilacCU(pUKAUUU HH(POPMAIMOHHON CHCTEMBI
MEPCOHANIBHBIX JTaHHBIX». Cnucok cooTBeTcTBUS (hyHKuMil noacucteM C3IIJIH kmaccy
3AIIMIIEHHOCTH MPEACTABICH B TEXHUYECKOM 3aJaHUH 10 CO3/IaHUI0 CHUCTEMBbI 3alUThI
uH(popMaluu HHPOPMAITMOHHON CUCTEMBI IEPCOHATIBHBIX TaHHBIX.

HOI[CI/ICTGMBI YIIPAaBJICHUA JOCTYIIOM, PCTUCTPAIIUHN U YUCTA

IToncuctemMa ynpaBiaeHHsl TOCTYIIOM, PETUCTpAllMd M ydyeTa MpeJHa3HauyeHa s
peanu3aiuy CIeayronux GyHKIIHH:

— uAeHTU(UKAIMK U TPOBEPKA MOJJIUHHOCTA CYOBEKTOB JOCTyIa MpHU
Bxojie B UCII/H;

— uACHTU(DHUKAIMK TEPMHUHAIIOB, y3JIOB CETH, KaHAJIOB CBS3W, BHEIIHUX
YCTPOMCTB IO JIOTHYECKUM UMEHAM;

— uACHTU(HKAMK TMpOrpaMM, TOMOB, KaTajloroB, (aiiaoB, 3aIucei,
MOJIeH 3alucel 1o UMEHaM;

— perucTpauuu BxoAa (BbIXOAa) CYOBEKTOB JOCTyma B cucteMy (U3
CUCTEMBbl), JIMOO  perucTpanus 3arpy3kd W  UHUIUAIW3AIUU
OTIEpallMOHHOMN CUCTEMBI U €€ OCTaHOBA.

— PpETUCTpallMM TOMBITOK JOCTYIa MPOTPAaMMHBIX CPeACTB (IIporpamm,

MIPOIIECCOB, 3a/1a4, 3a/IaHUI) K 3allUIIacMbIM (aiisiam;
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— PpCrucTpanuu MmonbITOK JOCTYIIA IIPOrpaMMHLBIX CPCIACTB K TCpMHUHAJIAM,

KaHajiaM CBSI3M, IIporpaMMaM, Tomam, Karajoram, ¢aiigam, 3amucsm,
IIOJISIM 3aIIUCEH.

[loncuctema ympaBieHUs JOCTYIIOM MOXKET OBITh peau30BaHa C IMOMOIIBIO
MITaTHBIX cpeAcTB 0OpaboTku I1/[H (omepammonubix cucteM, npuioxkeHuid u CYB]I).
Tak e MokeT ObIThb BHEJPEHO CIIELUATbHOE TEXHUUYECKOE CPEACTBO MM UX KOMILIEKC
OCYLIECTBISIOIINAE JOMOJTHUTENbHBIE MEPBl MO ayTEHTU(UKAIMU M KOHTPOJIIO.
Hanmpumep, npuMEHEHUE €IUHBIX XPAHUJIUIL YYETHBIX 3alUCEd IOJIb30BaTENIed M
pPErUCTpallMOHHON MH(pOpMAIMK, UCHOIb30BAHUE OMOMETPUUYECKUX U TEXHUYECKHUX (C

MTOMOILBIO 3JIEKTPOHHBIX MPOMYCKOB) MEP ayTEHTHU(PUKALIUHA U JPYTHX.

HOI[CI/ICTCMa oOecrieycHus OEJIOCTHOCTHU M JOCTYITHOCTH

[Toncuctema oOecrneueHus: LETOCTHOCTH M JOCTYNHOCTU IpeIHa3HaYeHa s
o0ecrieyeHus: LEJOCTHOCTH W JocTynHocTd [IJIH, mporpaMMHBIX M ammapaTHbIX
cpeactB UCII/IH mIKOIBI, @ TAKXKE CPENCTB 3aIIUTHL, IPU CIy4aHON WM HAMEPEHHOU
MoaU(pUKAITUH.

ITogcucrema peannsyercs ¢ MOMOIIBIO OPTAHU3ALMHN PE3EPBHOTO KOIMPOBAHUS
00pabaTbIBa€MbIX JJAHHBIX, & TaK K€ Pe3€pPBUPOBAHUEM KIHOUEBBIX dN1eMeHTOB UCII/IH.

Iloncucrema aHTUBUPYCHOU 3AITUTHI

[TogcucreMa aHTUBUPYCHOM 3alllUThl MpeAHA3HauYeHa JUIsi  OOeCTeUeHUs
AHTUBUPYCHOM 3a1uThl cepBepoB U APM nonb3oBareneit UCIIIH mKobI.
CpencrTa aHTUBHPYCHOM 3aIMThI NPEAHA3ZHAYECHBI JJIS1 peaju3aluy CIEAYIOIINX
(byHKIMHI:
— PE3UIACHTHBIN AHTUBUPYCHBIM MOHUTOPUHT;
— AHTUBHUPYCHOE CKAHUPOBAHUE;
— CKpUNT-OJIOKMPOBAHUE;
— IEHTPaJIN30BaHHYIO/yIaJICHHYIO YCTAHOBKY/ ICUHCTAIIISIIUIO
AHTHUBUPYCHOIO MTPOAYKTA, HACTPOUKY, aAMUHUCTPUPOBAHUE, IPOCMOT]
OTUYETOB M CTATUCTHYECKOW MH(OPMAIIUU TIO pabOTe MPOIYKTA;

— aBTOMAaTU3WPOBAHHOE OOHOBJICHUE AHTUBUPYCHBIX 0a3;
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— OIrpaHHYEHHUE NPAB MOJIb30BATENS HA OCTAHOBKY MCIOJIHSAEMBIX 33]1a4 U
M3MEHEHUS1 HAaCTPOEK aHTUBHPYCHOT'O IPOrPaMMHOTO 0OeCTIeueHUS;
— AaBTOMATMYECKMH 3allyCK Cpa3dy Ioclie 3arpy3kd ONEpalMOHHOMN
CUCTEMBI.
[loncucrema peanusyeTcss NMyTEM BHEAPEHHUS CHEUUAIBbHOTO AHTHUBUPYCHOIO

nporpaMmmHoro obecrneuenus Ha Bce anemeHTsl MCIIH.

HOI[CI/ICTeMa MCKCETCBOI'O SKPAHUPOBAHUA

[ToncucremMa MEXKCETEBOTO JKpPaHUPOBAHUS TMpEAHA3HAUYCHA IS pealiu3aliu
CIEIYIONTUX (PYHKITHI:

— (uibTpanuu OTKPHITOTO U 3ammrdpoBanHoro (3akpbiToro) IP-rpaduxa;

— (Qukcanuu BO BHYTPEHHHX XKypHajaxX HH(OpMAIMU O MPOXOJSIIEeM
OTKPBITOM U 3aKpbIToM [P-Tpaduke;

— uAeHTU(DUKAIMU U ayTECHTU(DUKALMIO aJMUHUCTPATOpPa MEXKCETEBOIO
HKpaHa MPHU €ro JIOKAIbHBIX 3aIIPOCaX Ha JOCTYII;

— perucTpanuu Bxoja (BbIX0Ja) aIMUHUCTPATOpPa MEKCETEBOTO PKpaHa B
cucteMmy (U3 CUCTEMBI) JIMOO 3arpy3KU U MHUITUATU3AINN CUCTEMBI U €€
MPOrPaMMHOI0 OCTaHOBA;

— KOHTPOJISI IEJIOCTHOCTH CBOEM TPOrpaMMHOM M HH(POPMAIMOHHOM
YacTHu;

— (QuubTpalMd TMAaKETOB CIYKEOHBIX MPOTOKOJIOB, CIYXAaIIUX JJIs
JUArHOCTUKH M YIIpaBJIeHUS paOOTOM CETEBBIX YCTPOMCTB;

— (QuubTpaluuu ¢ y4eTOM BXOJHOTO M BBIXOJHOIO CETEBOro MHTepdeiica
KaK CPEJICTBO IPOBEPKH MOJIMHHOCTH CETEBBIX aJIPECOB;

— PpEerucTpanvy 1 yueTa 3anpalimBaeMblX CEPBUCOB MPUKIATHOTO YPOBHS;

— OJOKMpOBaHUS JOCTyNa HEWJACHTHU(PUIIMPOBAHHOTO OOBEKTa WIIH
CyOBbeKTa, TMOMJIMHHOCTh KOTOPOrO TpH  ayTeHTU(HUKAIUU  HE
MoATBEPAUIACh, METOJaMH, YCTOMUYUBBIMU K IEPEXBATY;

— KOHTPOJISI 32 CETEBOM AKTHUBHOCTHIO TPUIIOKEHUA W OOHAPYKEHUS

CCTCBBIX aTak.
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[Toncucrema peanusyeTcsi BHEAPEHUEM IPOTPAMMHO-ANNAPATHBIX KOMILJIEKCOB

MEXKCETEBOT0 3KpaHupoBanus Ha rpanuue JIBC, knaccom He Huxe 4.

[loacucremMa aHaim3a 3alIUIIEHHOCTHU

[Toncucrema ananu3a 3alllMIIEHHOCTH, JIOJDKHA OOECIEYMBATHh BBISIBICHUS
ySI3BUMOCTEH, CBA3aHHBIX ¢ omubOkamu B koHurypanuu [10 UCIIIH, koTOpble MOTYT
OBITH MCITOJIH30BAHbBI HAPYIIUTEIIEM ISl peaTU3aliy aTakKu Ha CHCTEMY.

OYHKITMOHAT TOACUCTEMBI MOXET OBITh peaju30BaH MPOTPAMMHBIMH |
IPOrpaMMHO-aINIMAPATHBIMU CPEICTBAMHU.

[MoncucreMa 0OHAPYKEHUS BTOPKEHUN

[Toncucrema oOHapy>KeHHsI BTOP)KEHHH, JODKHa 0OecreyuBaTh BBISBICHHE
cereBbIX aTak Ha 3neMeHThl VCII/IH nonkioueHHbIe K CeTsIM OOIIEro MoJib30BaHus U
(W) MEXAYHAPOJHOTO OOMEHA.

OyHKIMOHANT TMOJCUCTEMBI MOXET OBbITh pealii30BaH MPOTPaMMHBIMU U
IPOrPaMMHO-AMNIaPaTHBIMU CPEJCTBAMH.

[loacucrema KDHHTOTDad)H‘{eCKOﬁ 3allINTbI

[Toncuctema kpunrorpauyeckond 3allUThl NpeJHa3Hau€Ha Uil HCKIIOUEHUS
HCJ k 3ammmaemoit napopmanuu B MCII/IH mKomnsl, npu ee mepenayd no KaHajlam
CBSI3U ceTel 00IIEro Noab30BaHus U (W) MEXyHAPOJHOTO OOMEHa.

[loncucrema peanuszyeTcss BHEAPEHHUEM KpUNTOrpadUyeCKUX MHpPOrpaMMHO-

afrapaTHbIX KOMIIJICKCOB.
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S.1oas3oBaTesan UCIIIn
B Tlonoxennn wuHPOpMAIIMOHHOW ©O€30MACHOCTH OIpEEICHbl OCHOBHBIC

KaTeropuu noJip3oBaresieid. Ha OCHOBaHMM 3THX KaTEropuu JOJKHA ObITh IPOU3BEACHA
tunuzanus nonb3oBareneid UCII/IH, onpeaeneH ux ypoBeHb TOCTyNa U BO3MOKHOCTH.
B HUCII[IH mKonbl MOXHO BBIIEIHUTH CIEAYIOIIME TIPYIIbl [OJIb30BATENEH,
y4acTBYIOIINX B 00paboTke u xpanenuu [1/1x:
— aamunuctparop UCII/x
— aIMHHHCTPATOp OE30MaCHOCTH
— omneparopa APM.
JlanHbIe O IpyIIax MOJb30BATENSAX, YPOBHE UX JOCTYNA U UHPOPMHUPOBAHHOCTH
JIOJDKeH OBbITh OTpa)keH B Martpuie — gocTyna IOJb30BaTeled K 3alluliaeMbIM
MH(POPMAITMOHHBIM PECYPCOB.

Anmunuctparop UCI I

Anmunuctpatop MCIIJIH, paOOTHUK IIKOJIbI, OTBETCTBEHHBIN 3a HACTPOMKY,
BHeApenne u  compoBoxiaenue HMCIIJln, oOecneunBaer (PyHKIIMOHUPOBAHUE
noacucteMmbl  yrmpabiieHuss goctynoM MCIIJIH U ymnogHOMOYEH OCYHIECTBIATH
MPEJOCTABICHUE W pa3rpaHUYEHUE J0CTyla KOHEYHOro mnoib3oBarens (Oneparopa
APM) k anemeHTaM, XpaHAIIUM EPCOHATIbHBIE TaHHBIE.

Anmvuauctpatop UCII/IH o6mamaeT ciienyomuM YpOBHEM JI0CTYIIA U 3HAHUMN:

— oOnagaer mnOJHOM wuHMOpMalMel O CUCTEMHOM U TPUKIATHOM
nporpammHom odecnieueHuu UCIIx;

— obOmamaer monHOW wWHGOPMAIME O TEXHUYECKUX CPEICTBAX W
koHpurypauuu UCII/H;

— HMMEeT JOCTyH KO BCEM TEXHHYECKHMM CpelcTBaM o0paboTKH
nHpopmanuu u ganasiM UCITH;

— obOmamaer mpaBamMu  KOH(DUTYpUPOBaHUS ©  AJMUHUCTPATHUBHOU
HacTpoiiku Texunueckux cpeacts UCII/IH.

AJMAHUCTPATODP OE30IMACHOCTH




20

Anmunuctpatop  Oe3omacHOCTH, paOOTHUK  IIKJIBI, OTBETCTBEHHBIM  3a

(GyHKIIMOHUPOBAHHE C3I11dH, BKJItO4as oOciTyKHUBaHHUE u HaCTPOMKY

aIMUHHUCTPATUBHOM, CEPBEPHOU U KIMEHTCKOM KOMIIOHEHT.

AamuHHECTpaTOp OE€30MacHOCTH O00JIaaeT CIEAYIOIMUM YpPOBHEM JOCTyma u

3HAHUIM;

oOnanaet npaBamu aamuauctparopa UCII/IH;

obnanaet noiaHoi uHpopmarmeit 06 MCIIIH;

UMEeT  JIOCTYym K  CpeAcTBaM  3aluThl  WHGOpMaluu U
IIPOTOKOJIMPOBAHUS U K YaCTH KIIFOUEBBbIX 351eMeHTOB VICII/1H;

HE MMEET IpaB J0CTyNa K KOH()UIYpUPOBAHUIO TEXHUYECKUX CPENICTB

CETH 3a UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AnMuHHCTpaTOp 6€30MaCHOCTH YIIOJIHOMOYEH:

peaM30BbIBaTh IMOJIMTUKH Oe30macHOCTH B 4dacTH HacTpoiriku CK3U,
MEKCETEBBIX IKPAaHOB U CUCTEM OOHApPYXKEHHUS aTakK, B COOTBETCTBUHU C
KOTOpPBIMH TOJb30BaTeb (Onepatop APM) mosiydaer BO3MOXKHOCTB
pabotats ¢ anementamu UCIIH;

OCYILIECTBIISATh ayAUT CPEJICTB 3AIUTHI;

Oneparop APM

Oneparop APM, pabGoTHUK IIKOJBI,  OCYyIIECTBIsAIOMMN 00padotky I1/IH.

Oo6paboTka I/l BKItOYaeT: BO3MOKHOCTH mpocmotpa II/IH, pyunoit BBox II/IH B

cuctemy UCII/IH, dbopmupoBaHue CpaBoOK U OTYETOB MO MHGOPMAIINH, MTOTYyUYEHHON

n3 HCIIIA. Omnepatrop He HWMEET IOJHOMOYMH U1 YIPABICHHUS TOJICHUCTEMaMHU

00paboTku nanubix U C3I1JH.

Omneparop UCIIJIa o6nagaeT caeayronmuM ypOBHEM JOCTYIIA M 3HAHHM:

o0nazaeT BCceMH HEOOXOAMMBIMU aTpuOyTaMu (HampuMmep, Mapoiiem),
00€eCIeynBaOIIMMU JIOCTYI K HEKOTOpOMY noAMHoOkecTBY [1/1H;
pacnonaraeT KOHGUACHIMAIbHBIMA JAHHBIMHU, K KOTOPBIM HMEET

JOCTYIL.
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6.TpedoBanust kK mepcoHasy no odecrnedenuro 3amuthbl I1/In

Bce paGoTHuku mikosibl, sBistonmecs noyib3zoBarensmu UCITJIH, 10KHBL YE€TKO
3HaTh U CTPOTO BBIMOJHATH YCTAHOBJIEHHBIE MpaBWIa U OOS3aHHOCTU MO JIOCTYIY K
3aIUIIAEMbIM 00BEKTaM U COOIIOICHUIO PUHATOTO pexuma 6ezonacHoctu [1/]H.

[Ipu BcTymieHHMM B JODKHOCTH HOBOTO COTPYJHUKA HEMOCPEICTBEHHBIM
HAYaJIbHUK TOJpa3/eieHHs, B KOTOPOE OH IOCTYIaeT, 00s3aH OpPraHu30BaTh €ro
O3HAKOMJIEHUE C JIOJDKHOCTHOM MHCTPYKIMEH W HEOOXOAUMBIMH JOKYMEHTAMH,
periiaMeHTUpYIOIMMHU TpeboBaHusi mo 3amute [IJIH, a Takwke 0oOydeHUE HaBBIKAM
BBIIIOJIHEHHS TIPOLIEAYP, HEOOXOAUMBIX I CAHKIMOHMPOBAHHOTO MCIOJb30BaHUS
NCTIH.

CoTpynHUK JTOJDKEH OBITh O3HAKOMJIEH CO CBeJIEHUsIMU Hacrosimen [lomutuky,
HNPUHATHIX Tpouenyp padotsl ¢ anementamu UCITIn u C3I1/1H.

PaGOTHUKM MIKOJIBI, UCHOJB3YIOIIME TEXHUYECKUE CPEACTBA ayTEHTU(UKALINH,
JOJIKHBI 00ECIIEYMBaTh COXPAHHOCTh UIECHTU(UKATOPOB (AJIEKTPOHHBIX KIHOYEH) U HE
nomyckare HCJ/[ k HHMM, a Tak K€ BO3MOXXHOCTb WX YTEpU WM HCIOJb30BaHUS
TpeTbuMu Juiamu. llomp3oBaTenn HECyT MEPCOHANIBHYKO OTBETCTBEHHOCTH 34
COXPaHHOCTb UJIEHTU(PHKATOPOB.

PaGoTHMKM TIKOJNBI  JOJDKHBI  CJIEIOBAaTh  YCTAHOBJIEHHBIM  MPOIEAypam
nojAepxkanusi pexxuma Oe3zomacHoctd [IJIH mpu BeIOOpE M UCIHOIL30BaHUU MapOJICH
(ecyii HE UCTIONB3YIOTCS TEXHUUECKUE CPENICTBA ayTEHTU(UKAIIN).

PaGoTHMKM  [IKONBI  JODKHBI  O0ecrneuuMBaTh  HAAJIEXKAIIyl0  3alIUTy
000pyIOBaHUs, OCTABISIEMOro 0O€3 MPUCMOTpa, OCOOEHHO B TEX CcCllydasx, Korja B
MIOMEIICHUE HMMEIT JOCTyIl NOCTOPOHHME JMua. Bce monbp3oBarenu AOJDKHBI 3HATh
TpeboBanuss 1o Oe3omacHoctu I[I/IlH w mpomenypsl 3amuThl  000PYTIOBaHUA,
OCTaBJIEHHOTO 0€3 MPUCMOTpa, a TAaKKE€ CBOU OOSI3aHHOCTH MO OOECIICUCHUIO TaKOu
3AINTHI.

PaboTHMKaM MIKOJIBI 3ampeliaeTcs yCTaHABIMBATh MOCTOPOHHEE MPOTPAMMHOE
oOecrieueHune, NOAKII0YATh JIMYHbIE MOOWIIbHBIE YCTPOMUCTBA U HOCUTENTU MH(DOpMAIH,

da TaK JKC 3alIMChIBATh Ha HUX 3alUI[ACMYTO HH(bOpMaHHIO.



22
PaGoTHMKaM IIKOJIBI 3ampeniaeTcsl pasriiamarh 3aluiaeMyro HWHOOPMAIHUIO,

KOTOpasi CTaja UM H3BECTHA Mpu padoTe ¢ MHPOPMAIMOHHBIMH CHCTEMaMH IIKOJbI,
TPETHUM JIMLIAM.

[Ipu pabore c IIJJlu B HCII[In paOoTHMKM IMIKOJBI 00sA3aHBI 00ECHEYHUTH
OTCYTCTBHE BO3MOXHOCTH IIpocMoTpa II/IH TperbuMu simamu ¢ MOHUTOPOB APM nnn
TEPMUHAJIOB.

[Tpu 3aBepmiennn pabotel ¢ UCII/IH paboTHUKM MIKONBI 00s3aHBI 3alIUTUTH
APM wunu TepMUHAJIBI C MOMOIIBIO OJOKHMPOBKHM KIIIOUOM WIH SKBUBAJIECHTHOTO
CpEICTBa KOHTPOJISI, HAIPUMEDP, JOCTYIIOM IO MapOJI0, €CIM HE HCIONb3YIOTCsS Oonee
CUJIBHBIE CPEACTBA 3ALUTHI.

PaGoTHUKM LIKOJIBI TOJKHBI OBITH TPOMH(GOPMHUPOBAHBI 00 Yrpo3ax HApYyLIECHUS
pexuma Oe3omacHoctd IIJIH ¥ OTBETCTBEHHOCTH 3a ero HapyuieHue. OHM JIOJKHBI
ObITh O3HAKOMJIEHBI C YTBEPXKACHHON (opmalibHOM mpoueaypol HaJloKEHUs
JUCUUIUIMHAPHBIX B3BICKAHUM Ha COTPYJIHUKOB, KOTOpPbIE HAPYIIWIW TPUHATHIE
MOJIUTUKY U Npolenypsl 6ezonacHoctu 11/]H.

PaGoTHukr 1mKOJIBI 00si3aHBl  0€3 MpPOMEUICHHs coo0marh 000 Bcex
HaOII0AaeMbIX WM NOJ03pUTENbHBIX ciydasx padotel MUCII/H, Morymumx nosjiedsb 3a
coboil yrpo3el Oe3omacHoctd I[I/lH, a Takke O BBISBICHHBIX HMU COOBITHSX,
3aTparuBamomux Oe3omacHocth [IJH, aAupekropy u JMily, OTBEYalOLIEMy 3a

HEMEJICHHOE pearupoBaHue Ha yrpo3sl 0e3onacHocTu [1/]H.

JoxHoCTHBIE 00s13aHHOCTH ToJib3oBaTeneil UCIIIn
JlomkHOCTHBIE 00s13aHHOCTH moJib3oBateneid MCII/H omucaHbl B CIEayHONIUX

JOKYMEHTaXx:
— wuHcTpykuus anmuHuctparopa MCII/IH;
— MHCTpyKUMs anMuHuctparopa 6ezonacuoctu MCIT/IH;
— wuHcTpykuus nosp3oarens UCI/Ix;
— HHCTPYKLUHS  IOJIb30BaTENsl INPU  BO3HUKHOBEHUM  BHEIITATHBIX

CUTYyaLNi;
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OtBercrBeHHOCTH padoTHUKOB UCII/IH

B cootBerctBuu co cr. 24 @enepanbHoro 3akoHa Poccutickoit denepanun ot 27
utoiia 2006 1. Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX» JUIA, BAHOBHBIE B HAPYILIEHUH
TpeboBanuii manHoro denepalibHOIO 3aKOHA, HECYT TPaXIAHCKYI0, YTOJIOBHYIO,
aAMUHUCTPATHBHYIO, JUCHUITMHAPHYO U UHYIO IPETYCMOTPEHHYIO
3aKoHoAaTenbCcTBOM Poccuiickon denepanny OTBETCTBEHHOCTb.

JleiicTBytO1IEe 3aKOHOJATENLCTBO P® MO3BOMSET NMPEIbABIATh TPEOOBAHUS 1O
o0ecrniedueHn0 6e30macHoi paboThI ¢ 3alinaeMoi nadopmanrenn U npeaycMaTpruBaeT
OTBETCTBEHHOCTh 3a HAapYLICHHWE YCTAHOBJICHHBIX MpaBWJI JKcIulyaraiuu OBM wu
CUCTEM, HEMpPaBOMEPHBIM OCTyN K WHGOpPMAIMU, €CIU 3TU ACHCTBUS TPHUBEIH K
YHUUTOXKEHUIO, OJIOKMUPOBAHUIO, MOAU(UKAIIMN HH(POPMALIMU WM HAPYIIEHUIO paOOThI
OBM wunu cereii (cratbu 272,273 n 274 YK PO).

Anvmunuctpatop  UCIIIn  w  agmMuHuctpatrop  0€30IaCHOCTH  HECYT
OTBETCTBEHHOCTbH 34 BCE JICWCTBUS, COBEPUICHHBIE OT UMEHM HX YUYETHBIX 3allUCEH WM
CUCTEMHBIX YUYETHBIX 3allUCeil, eciM He J0Ka3aH (aKT HECaHKUHOHHUPOBAHHOIO
MCIIOJIb30BaHUS YUYETHBIX 3aIIUCEN.

[Ipu Hapymenusx pabOTHHKaMu IIKOJbI — moJb3oBarensmu WCII[AH mpaBwui,
CBA3aHHBIX ¢ Oe3omacHOCThiO IIJ[H, OHM HECyT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO

JNENCTBYIOIIUM 3aKOHOAATENBCTBOM Poccuiickon denepannn.
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7.CricOK MCNOJb30BAHHBIX MCTOYHMKOB
OCHOBHBIMH HOPMATHBHO-NIPABOBLIMU 1 METOANYECKHUMH TOKYMEHTAMM, HA
KOTOPbIX 0a3upyercs HacTosimas [lonuTuka, siBasiloTes:
®enepanbHbiii 3akoH oT 27.07.2006 1. Ne 152-03 «O nepcoHaIbHBIX JTaHHBIX»
(manee — @3 «O nepcoHANBHBIX TaHHBIX)), YCTAHABIMBAIOIIUNA OCHOBHBIE TPUHITUIIBI U
ycinoBust o0pabotku I1/lH, mpaBa, 0OS3aHHOCTH W OTBETCTBEHHOCTh YYAaCTHHKOB

OTHOIIICHUH, CBSI3aHHBIX ¢ 00pabdoTkoi [1/1H.

«TpeboBanusi K 3alUTe TMEPCOHANBHBIX JJAHHBIX MpPH HX  00pabOTKe B
MH(POPMALMOHHBIX cucremax IIEPCOHAIBHBIX JAHHBIX», YTBEPKIACHHOE

[Tocranosnenunem I[lpaBurensctBa PO or 01.11.2012 1. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX  OOpabOTKM  MEPCOHAIBHBIX  JIAHHBIX,
OCYIIECTBISIEMO 0€3 WCMHOJIb30BaHUS CPEACTB aBTOMATHU3AIMK», YTBEPKICHHOE

[Tocranosnennem IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

«TpeboBaHusl K MaTepUATbHBIM HOCHUTENIIM OMOMETPUYECKUX MEPCOHATBHBIX
JaHHBIX W TEXHOJOTUSM XpaHEHHs] TaKUX JaHHBIX BHE HH(OPMALMOHHBIX CHUCTEM
IIEPCOHAIBHBIX JaHHBIX», yTBepxkaeHHble llocTtaHoBnennem IlpaBurensctBa PO ot

06.07.2008 r. Ne 512.

HopmatuBHO-MeTOqMUEeCKHE  JAOKYMEHThl — DeaepanbHOMl  cioykObl 1O
TEXHUYECKOMY U 3KCIEpPTHOMY KOHTposto Poccuiickoit @enepaunn (nanee - @CTIOK

Poccun) mo obecneuenuro 6e3onacuoctu [1/{n nmpu nx obpadorke B UCII/IH:

bazoBast Mosienb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKe
B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAAHHBIX, YTB. 3aMm. nupekropa GCTIOK

Poccun 15.02.08 .
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MeTonuka omnpeneneHus akTyaldbHBIX yIpo3 O€30MacHOCTH MMEPCOHATbHBIX

JaHHBIX IIPpU HUX 06pa60TKe B I/IHCbOpMaL[I/IOHHBIX CUCTCMAX IICPCOHAJIBHBIX JIaHHBIX,

yTB. 3aM. nupekropa ®CTIK Poccun 15.02.08 r.

[Tpukaz ®CTIK Poccuu Ne 17 ot 11 despans 2013 roga «OO0 yTBepKACHUH
TpeboBanuii o 3ammuTe HHPOPMAIMH, HE COCTABISIONIMX TOCYJapCTBEHHYIO TaiiHY,

COACPIKAUXCA B rOCYyAapCTBCHHBIX I/IH(I)OpMaI_II/IOHHBIX CHUCTEMAX)».

[Tpuxaz ®CTIOK Poccun Ne 21 ot 18 deBpans 2013 roga «O06 yTBepx)aeHUU
CoctraBa M coiep:KaHWs OPraHU3AIMOHHBIX M TEXHUYECKUX MeEp MO 00ecredeHuto
0€30MacHOCTH MEPCOHANbHBIX JaHHBIX IPH HUX 00paboTke B HH(GOPMALUOHHBIX

CUCTCMaAX IMCPCOHAIbHBIX TAHHBIX)).

[Ipuka3z denepanbHoil cityxObl Oe3omacHOocTH Poccuiickoit denepaunu ot 10
utoiig 2014 r. N 378 "OO0 yrBepxkaennn CoctaBa U COAEpKaHUSA OPraHU3ALUOHHBIX U
TEXHUUYECKUX Mep MO 0OecleyeHU0 Oe30MacHOCTH MEPCOHAIbHBIX JAHHBIX HPHU HUX
00paboTKe B MH(POPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX C MCIOJIb30BAHUEM
CpelcTB Kpunrorpadguueckon 3anuThl HHGOPMAIMN, HEOOXOAUMBIX JUIsl BBHITTOJHEHUS
yctaHoBieHHbIX [IpaBuTenscTtBOM Poccuiickoit deneparnuu TpeOOBaHUN K 3alUTe

IIEPCOHAJIBHBIX TAHHBIX JUIS KaKJI0T0 U3 YPOBHEMN 3aIIUILIEHHOCTH .



