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OITPEJAEJIEHUA

B HacrosimieM JOKYMEHTE HCIONBb3YIOTCA CIEAYIOIIUE TEPMUHBI U HUX
OIIPEIECIICHMUS.

ABTOMATH3MPOBAaHHAsI CHCTEMAa — CHCTEMa, COCTOsIIAas U3 MEepCcoHala U
KOMIUIEKCA CPEACTB aBTOMATU3ALMU €T0 AEITEIbHOCTH, peajau3yromas uHpopma-
IUOHHYIO TEXHOJIOTHUIO BBIITOJIHEHUS! YCTAHOBJIEHHBIX (QYHKIUI.

AyTeHTH(UKALUA OTIPABUTENS JAHHBIX — OATBEPKIAEHUE TOrO, 4TO OT-
IIPaBUTENb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh NEPCOHAJNBHBIX [JAHHBIX — COCTOSHHE 3allUIIEHHOCTH
NEPCOHAIBHBIX  JIaHHBIX, XapaKTEpU3yeMOe CHOCOOHOCTBIO  IOJIb30BATENCH,
TEXHUYECKMX CpPEACTB M  HMH(OPMALMOHHBIX  TEXHOJOTMHA  00eCreduTh
KOH()UIEHIMATBHOCTh, LEIOCTHOCTh U JOCTYIHOCTh NEPCOHANBHBIX JAaHHBIX NpU
ux 00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX.

buomerpuyeckne mnepcOHAJbHbIE JdaHHbIE — CBEJICHUSA, KOTOpbIE
XapaKTepHU3yIOT (PU3UOJIOTHUECKHE OCOOEHHOCTH YE€JI0BEKa U HA OCHOBE KOTOPBIX
MOKHO YCTaHOBUTH €r0 JIMYHOCTb, BKJIIOYass (oTorpaduu, OTHEYaTKU MAaJbIEB,
o0pa3 ceTyaTKM TJla3a, OCOOEHHOCTHM CTPOCHHUS Telaa M APYryl0 MOJ00HYIO
uHdOpMaITHIO.

biokupoBaHne NEpPCOHAIBHBIX MJAHHBIX — BPEMEHHOE IIPEKpalICHUE
00pabOTKH MEpPCOHANBHBIX JaHHBIX (32 MCKIIOYEHHEM CIIy4aeB, €ciii 00paboTka
HeoO0XouMa JIJIsl yTOUHEHUS IEPCOHANIbHBIX IaHHBIX).

Bupyc (kOMIbOTEpHbINA, IPOrPAMMHBIN) — HUCIOJHIEMBIN POrPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMBbI HA0Op MHCTPYKIIMN, 00JIalalomuid CBOMCTBAMU He-
CaHKLIMOHUPOBAHHOI'O PACIpOCTpaHEHUs] U camoBocrpous3BeneHus. Co31aHHbIE
TyONMUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/la COBMNAAAIOT C OPUTHMHAIIOM, HO CO-
XPaHAT CIIOCOOHOCTh K JajbHEHUIEMY pacHpOCTPAHEHHIO U CaMOBOCIPOU3BEIE-

HUIO.



BpenonocHasi nporpamMmma — nporpamMma, npeHa3HaueHHas JIJIsl OCYIIECTB-
JICHUS] HECAHKIIMOHHPOBAHHOTO JIOCTYIa U (WUJIM) BO3JECUCTBUSI Ha NEPCOHAIbHBIC
JTAaHHBIE WJTU peCypChl UHPOPMAITMOHHOM CUCTEMBI IEPCOHATIBHBIX TAHHBIX.

BcnomorartesibHble TeXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHE
CPEIICTBA M CHUCTEMBI, HE MTPEIHA3HAYCHHBIE JUIS Mepenad, 0OpabOTKU U XpaHEHUs
NEPCOHAJBHBIX JAaHHBIX, YCTAHABIIMBAEMbBIE COBMECTHO C TEXHWYECKHMH CPEACT-
BaMM U CHUCTEMaMH, MPETHA3HAUYECHHBIMU JJIsi 00paOOTKU MEPCOHANBHBIX JaHHBIX
WIM B TMOMEIIEHHUSAX, B KOTOPBHIX YCTAHOBJIEHBI MH(OPMALMIOHHBIE CHCTEMBI IEPCO-
HaJIbHBIX JIAHHBIX.

JocTtyn B onepanyMoHHYI0 cpeay KommbioTepa (MHGOPMALMOHHOM
CHCTeMbl MEPCOHAJBHBIX [JAaHHBIX) — TOJIy4YeHHE BO3MO)XHOCTH 3allycKa Ha
BBINOJIHCHUE INTATHBIX KOMaHA, (YHKUWH, TMPOLETYp OIEpPAMOHHON CHCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TMEPEMEIEHNUsT M T.1.), UCIOMHIEMbIX (aiiioB
MIPUKJIAJHBIX IPOrPaMM.

Joctyn k mHGOpMAIMM — BO3MOXKHOCTH MOJy4eHHS MH(DOPMAIMA U €€ HC-
M0JIb30BAHUSI.

3ak/1a04HOe YCTPOICTBO — 3JIEMEHT CPE/ICTBA CheMa MHPOPMALIMH, CKPHITHO
BHENIPSIEMbIN  (3aKyIabIBACMbId WM BHOCHMBIM) B MeECTa BO3MOXKHOTO CheMa
uHpopmalmu (B TOM YHCIIE B OTPaXxaeHUE, KOHCTPYKIIMIO, 000PYJI0BaHUE, MIPEIMETHI
WHTEPhEPA, TPAHCHOPTHBIE CPEACTBA, A TAKKE B TEXHUYECKHE CPEICTBA U CHCTEMBI
00paboTku uHGoOpMaIUN).

3amumaemasi nagopmanusa — uHPOpMAIUS, SBISFOIIASCS TPEAMETOM COO-
CTBEHHOCTM M TIO/JIeXKalllasi 3alldTe B COOTBETCTBUM C TPeOOBAaHMSMH MPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMAIUH.

Unentudukanuss — NpUCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyNa HJICHTH-
¢ukaropa M (WIM) CpaBHEHUE TPEIBABIAEMOr0 HICHTUPUKATOpA C MEpeUHEM

MIPUCBOCHHBIX UIACHTH(PUKATOPOB.



NudopMaTUBHBII CHUTHAJ — DJIEKTPUUECKUAE CUTHAJIBI, aKyCTHUECKHUE, HIICK-
TPOMarHuTHBIE W Jpyrue (QU3HMYECKHe TOJs, MO TapaMeTpaM KOTOPBIX MOXKET OBITh
packpbITa KoH(pUaeHIMaTRHAS HHpOpMAaIys (TIepCOHATFHBIC TaHHBIS) 0OpadaThiBacMas
B MH(OPMAITMOHHOH CHCTEME MEPCOHATIBHBIX JJAHHBIX.

HNudopmanuoHHble TEXHOJOTHM — TIPOLIECCHI, METOBI TOMCKA, cOopa, Xpa-
HEHUsI, 0OpaOOTKH, TPEIOCTABICHHS, PACIpPOCTpaHeHNsT WH(POPMAIMA U CIIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOIECCOB U METOJIOB.

Nudpopmanuonnas cucreMa mnepcoHaabHbIX HaHHbIXx (MCII[IH) -
COBOKYIHOCTb COJIEpKaluXcsi B 0a3zax JaHHBIX I[EPCOHANBHBIX JIaHHBIX H
o0ecreynBaIMX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnosb3oBaHue TNEPCOHANBHBIX JaHHBIX — JelcTBUs (omepanuu) ¢
NEPCOHANBHBIMU JIaHHBIMH, COBEpIIa€MbI€ OIMEpPaTopoM B MENAX MPUHATHSA
peleHUl WM COBEPIICHUS] HHBIX JIEUCTBUM, MOPONKAAIOUIMX IOPUTUUECKUE
MOCJICJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHATBHBIX NAHHBIX WA JPYTUX JIUI
1100 WHBIM 00pa30M 3aTparuBarOIMX MpaBa U CBOOOABI CYObEKTa epCOHATBHBIX
JAHHBIX WU JIPYTUX JIHIL.

HcTouHuK yrpo3nl 0e3onacHocTH MH(popManum — cyObeKT I0CTyIa, MaTe-
PUATHHBIN O0BEKT WM (DU3MUECKOE SIBJICHUE, SIBIISIONIMECS TMPUUMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH HH(MOPMAITUH.

KonTposupyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHS, 31aHUE, YacTh 3/IaHUs],
MOMEIIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHUE MOCTOPOHHUX
JIUIT, & TAKXKE TPAHCTIOPTHBIX, TEXHMUECKUX W HHBIX MAaTEPUATIBHBIX CPEJICTB.

KoH(puaeHunaJIbHOCTh NEPCOHATBHBIX JAAHHBIX — 00s3aTeNbHOEC JIIs
COOJIOZIEHUST ONEPAaTOPOM MM MHBIM TOJIYYMBILIUM JOCTYI K MEPCOHAIBHBIM JaHHBIM
JMIIOM TpeOOBaHWE HE JOMYyCKaTb WX pachpocTpaHeHue Oe3 coryacusi CyObekTa

NSPCOHAIBHBIX NAHHBIX WM HAJIMYKA NMHOI'O 3aKOHHOI'O OCHOBAHMS.



MexceTeBOM IKpPaH — JIOKAJIbHOE (OTHOKOMITOHEHTHOE) W (PYHKITMOHATIHHO-
pacrpenielieHHOe TPOrpaMMHOE  (IIPOrPaMMHO-AIIApPaTHOE) CPEACTBO  (KOMILIEKC),
peam3yroIiee KOHTPOITb 32 MH(DOPMAIHEH, TOCTYTAIOMICH B HH)OPMAIMOHHYIO CHCTEMY
TICPCOHAITBHBIX JAHHBIX U (MJIN) BBIXOJAIICH U3 HHYOPMAIIMOHHON CUCTEMBI.

Hapymuresib 6€30MacHOCTH NMEPCOHATBHBIX JAHHBIX — (DU3HUYECKOE JIUTIO,
CITy4YaifHO WJTH TIPEIHAMEPEHHO COBEPITIAIOIIEE JCHCTBHS, CIICICTBIEM KOTOPBIX SIBIISICTCS
HapyIeHne Oe30IaCHOCTH TIEPCOHAIBHBIX JaHHBIX TMPU MX 00pabOTKE TEXHHMICCKUMHU
CpencTBamMu B MH(OPMAITMOHHBIX CUCTEMaX MEePCOHATBHBIX JTAHHBIX.

HeaBToMaTu3npoBanHass o00pa0doTka MNePCOHAJIBHBIX JAHHBIX —
00paboTKa MEepCOHANBHBIX JTAHHBIX, COACPKAMUXCSI B MHHOPMAIIMOHHON CUCTEME
MIEPCOHANILHBIX JaHHBIX JUOO W3BJIICUEHHBIX M3 TAKOW CHCTEMBI, CUYUTACTCS
OCYIIECTBJICHHOM 0e3 UCIIOJIb30BAHUS CpEJICTB aBTOMATHU3AIUH
(HEaBTOMATH3UPOBAHHOM ), €CITM TaKWe JEHCTBUS C MIEPCOHATBHBIMU JTAHHBIMH, KaK
UCIIOJIb30BAaHUE, YTOYHEHHUE, PACIPOCTPAHEHUE, YHUUYTOXKEHHE TNEPCOHAIBHBIX
JAHHBIX B OTHOIIEHWH KaXKIOTO M3 CYOBEKTOB TMEPCOHANBHBIX JAHHBIX,
OCYIIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEIOBEKA.

HenekiapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEICTB BBIYMCIHMTCIIGHON TEXHWKH, HE OIMCAHHBIC WIA HE COOTBETCTBYIOIINEC
OITMCAHHBIM B JIOKYMEHTAITUH, TIPH HCIOJB30BAHUHM KOTOPHIX BO3MOYKHO HApYIIICHHE
KOH(HIICHIIMATBHOCTH, JOCTYIIHOCTH WM IIEJIOCTHOCTH oOpabaThIBacMON  HH-
dbopmanuu.

HecaHKUMOHUPOBAHHBIN AOCTYNl (HECAHKIMOHUPOBAHHBIC ACHCTBUSA) —
JOCTYI K MHMOPMAITMKA WK JICHCTBUS C WH(pOpMAIUEH, HapyIIarole MpaBuia pas-
TPaHUYCHHS JIOCTYIa C HWCIHOJB30BAaHUEM INTATHBIX CPEICTB, IPEIOCTABISIEMBIX
WH(OPMAITMOHHBIMUA CHCTEMaMH TTEPCOHABHBIX TAHHBIX.

Hocurenb undopmanmum — GU3NUECKOE JIUMIO WM MaTepHalIbHbI 00BEKT, B

TOM 4mcie (pu3mueckoe mosie, B KOTOpoM MH(GOPMAIWS HAXOIUT CBOE OTPAKECHHE B BUJIE



CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PELICHUI 1 MPOIECCOB, KOIMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUECKUX BEIIMYHUH.

OO0e31MYUBaHUE TEPCOHAJIBHBIX JaHHBIX — JICHCTBHS, B pe3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOKHBIM 0€3 HCIOJIb30BAaHUSl JOMOJHUTEIBHON
nH(OpPMAITUHU OTIPEICITUTh MPUHAIJIC)KHOCTh MTEPCOHABHBIX TAHHBIX KOHKPETHOMY
CYOBEKTY MEPCOHATBHBIX JTaHHBIX.

OO0paboTka NmepcoOHAJBHBIX JAHHBIX — JII000€ AeiicTBUE (omeparus) Uiu
COBOKYIHOCTb JIEUCTBUI (Omepalnii), COBEpIIAEMBIX C MCIOJb30BaHUEM CPEACTB
aBTOMAaTU3alluid WKW 0€3 HCIOJb30BAHMS TaKUX CPEICTB C TMEPCOHATBHBIMU
JAHHBIMH, BKJIIOYas cOOp, 3alucCh, CHUCTEMATHU3AIMIO, HAKOIUICHWE, XPaHECHHE,
yTOuHEHUE (OOHOBIIEHHME, U3MEHEHHE), M3BICUCHHUE, HCIIOJIb30BAaHUE, Ieperady
(pacnpocTpaHeHue, NpeaoCTaBlIE€HUE, JOCTYI), 00e3IMYMBaHUE, OJIOKMPOBAHUE,
yAaJIeHUE, YHUYTOKEHHUE MEPCOHAIBHBIX JaHHBIX.

OOumenocTynHble MNEePCOHAJNbHbIE JaHHbIE — TEPCOHAIbHBIC JAHHBIEC,
JIOCTYTl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTABJICH C COTrJIacus
CyOBbeKTa TMEepCOHAIBbHBIX JAHHBIX WJIA Ha KOTOpblE B COOTBETCTBUU C
dbeneparbHBIMU  3aKOHAMU HE PAaCHpOCTpaHsETCs TpeOOBaHUE COOJIIOICHHUS
KOH(HIEHIIMATbHOCTH.

Omneparop (NMEpPCOHAJBLHBIX [TAHHBIX) — TOCYHAapCTBEHHBIM OpraH,
MYHHUITUTIATBHBIA OPraH, IOPUINYECKOEe WK (PU3NYECKOE JIMIIO, CAaMOCTOATEIHHO
WU COBMECTHO C JIPYTUMH JIMIaMH OpPTraHU3yrouue W (WIM) OCYLIECTBIISIIOLINE
00paboOTKy TMEepPCOHAIBHBIX JAHHBIX, a TAKXKE OMPEICISAIONIUe eI 00paboTKH
MEPCOHANILHBIX JIAaHHBIX, COCTAB MEPCOHATBHBIX JAaHHBIX, MOJICKAIINX 00padoTKe,
nercTBus (omepalum), CoOBepIaeMble C IEPCOHATBHBIMU JTAHHBIMHU.

Texnunueckue cpeacrsa MHPOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIUMCIIUTEIBHON TEXHHWKH, WH(POPMAIMOHHO-BBIYHMCIIUTEIEHBIC
KOMILJIEKCBI U CETH, CPEJICTBA M CUCTEMBI Iiepeiadu, npuema u oopadotku [1/1H (cpencrsa

M CUCTEMBI 3BYKO3AIIMCH, 3BYKOYCWJICHHS, 3BYKOBOCHPOW3BEICHUS, INEPErOBOPHBIE U



TEJIEBU3HOHHBIE YCTPOICTBA, CPEICTBA M3TOTOBIICHUS, TUPAKUPOBAHUS JOKYMEHTOB U
JpyTre TEXHUYECKHUE CPEeICTBa 0OpabOTKU peyeBoM, rpaduyueckoid, BuIeo- U OyKBEHHO-
poBoi MH(pOPMAIH), IPOrPaMMHBIE CPEICTBA (OTEPAIOHHBIE CHCTEMBI, CUCTEMBI
yIpaBjieHus 0a3amMH JaHHBIX U T.I1.), CPEACTBA 3aIUTHI MHPOPMAIH, IPUMEHSIEMbIC B
UH(DOPMALMOHHBIX CHCTEMAX.

IlepexBaT (MH(pOpMaNUK) — HEMPABOMEPHOE MONy4YeHHE HH(DOpManMu C
UCIIOJIb30BAaHUEM TEXHMUYECKOTO0 CpEACTBA, OCYIIECTBIAIONIETO OOHApYXEHUE,
npueM 1 00paboTKy MHPOPMATHUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBbIE — JII00ass MHPOpPMALIUS, OTHOCAIIAACA K TPSIMO
WIM KOCBEHHO OINPEJCICHHOMY WU OINpeAesieMoMy (PU3NUECKOMY JIMILY
(CyOBeKTYy MepCOHAIBHBIX JAHHBIX);

Ilo0ouHbIe  3JIeKTPOMATHMUTHbIC  W3JIYYeHH M  HABOAKH  —
AIIEKTPOMArHUTHBIE W3JIYyYEHHs] TEXHHUYECKHX CPEACTB OOpabOTKH 3alIuIaeMOon
uH(pOpMaIMK, BO3HHUKAIOIIUE Kak I[OOOYHOE  SBJICHWE W  BbI3BaHHbBIC
ANEKTPUYECKUMHU CUTHAJIaMU, ACHUCTBYIOIIMMHU B UX JIEKTPUUECKUX U MarHUTHBIX
LEIAX, a TAK)KE AIEKTPOMArHUTHBIE HABOJKU 3THX CUTHAJIOB HA TOKOMPOBOSIINE
JIMHUW, KOHCTPYKUIUH U LT MUTaHUS.

IMonuTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OpraHU3alMOHHBIX
MEpOINPUATUNA, KOHTPOJIMPYIOIMIMX OTCYTCTBHE 3alMChIBAHMS Ha OyMaKHbIE
HOCHUTENIM KItouel W aTpuOyToB nocTyma (mapojied) M XpaHEHUs UX BOJIM3H
00BEKTOB JOCTYIIA.

IHonb3oBare b MHPOPMALMOHHON CHCTEMbI NEPCOHANBHBIX AAHHBIX —
JUIO, YydacTByiomlee B (YHKIMOHUPOBAHMU HMH(POPMALMOHHON  CHUCTEMBI
NEPCOHAIBHBIX JAHHBIX WJIA UCTIONB3YIOUIEE PE3yIbTaThl €€ PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuveHus J10CTyNa — COBOKYITHOCTh MPaBUJI, PErJIaMEHTH -
PYIOIIMX MpaBa JOCTyIa CyObEKTOB JIOCTYIA K 00bEKTaM JOCTyIa.

IIporpammHuas 3akJjiajika — KOJ MPOIPAMMBI, ITIPEIHAMEPEHHO BHECEHHBIN B

nporpaMmy C OCJIbIO OCYHICCTBUTL YTCUKY, USMCHHUTD, 6JIOKI/IpOBaTB, YHHUYTOXUTH



UHGOPMAIUIO WIM YHUYTOXUTh U MOJIU(DUIIMPOBATH MPOrpaMMHOE OOeclieueHue
MH(OPMAIMOHHOW CUCTEMbI MEPCOHAIBHBIX JIAaHHBIX U (WiIM) OJOKMpOBaTh amma-
paTHBIE CPE/ICTBA.

IIporpammHoe  (mporpaMMHO-MaTeMaTH4ecKoe)  BO3JaelicTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBHE HAa  pPECypCchl  aBTOMATU3UPOBAHHOMU
WH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBIISIEMOE C HCIIOJIh30BAaHUEM BPEIOHOCHBIX
IPOrpaMM.

PackpbiTHe mNepCcOHAJBLHBIX JAHHBIX — YMBIIUICHHOE WU Clly4aiiHOe
HapylieHne KOH(OUICHIIUATLHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nepCcoOHAJbHBIX JAHHBIX — JCHCTBUS, HAPABICHHBIE
Ha PacKphITHE MEPCOHATBHBIX TAHHBIX HEOMPEACICHHOMY KPYTY JIMII.

Pecypc nH(popMaMOHHON CUCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO WU anIapaTHOro oOecrieueHus (yHKIMOHUPOBAHUS
UH(OPMAIMOHHON CHCTEMBI.

CneunnajbHble KAaTerOpMH MNEPCOHAJIBHBIX [AHHBIX — TIEPCOHAJBHBIC
JTaHHBIE, KACAIOIIMECS PACOBOW, HAIMOHAIIBHOM MPUHAMJIC)KHOCTH, MOJIATHYECKUX
B3TJISIJIOB, PEITUTHO3HBIX WM (PHIOCOPCKUX yOEKIEHUM, COCTOSHUS 370POBbS U
WHTUMHOM JKM3HU CYOBEKTa MEPCOHAIBHBIX JAHHBIX.

CpeacrBa BbIYNCIUTEIbHOH TEXHUKHU — COBOKYITHOCTD MPOrPAMMHBIX U TE€X-
HUYECKUX D3JIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOSITEJILHO UJIM B COCTaBE IPYTHX CUCTEM.

Cyo0bekT aocryna (cy0ObeKT) — JIMIO WM NPOLIECC, ACHCTBUSI KOTOPOIO Per-
JTAMEHTHPYIOTCS TPaBWJIaMH pPa3rpaHUYEHUS JOCTYTIA.

TexHuveckuii kKaHaa yredku MHGOPMALMH — COBOKYITHOCTh HOCUTEJS WH-
dbopmaru  (cpeacTtBa 00pabOTKH), (DU3MISCKONM Cpeabl pacnpocTpaHeHus HHMOp-
MaTHBHOT'O CUTHAJIA U CPEJICTB, KOTOPHIMH JOOBIBACTCS 3allUiiacMas HHGopMaIius.

TpancrpanuyHas mnepegadya MePCOHAJNBHBLIX JAaHHBIX — Iepedada

MEPCOHAIBHBIX  JTAHHBIX  OIEeparopoM 4epe3 ['oCymapCTBEHHYIO T'paHUILY
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Poccuiickonn ~ ®exepaumu  OpraHy  BJIAaCTM  MHOCTPAHHOTO  TOCYHapcCTBa,
bu3MYeCKOMY WJIN IOPUANYECKOMY JIMIY MHOCTPAHHOTO FOCyIapCTBa.

¥Yrpo3sbl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBUM U
(bakTopoB, CO3MAIOIIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CIIy4allHOTO,
JIOCTYTIA K TIEPCOHATTBHBIM JAHHBIM, PE3YJIBTaTOM KOTOPOrO MOYKET CTaTh YHUUTOKECHUE,
W3MEHEHNE, OJIOKMPOBAHUE, KOTIMPOBAHKE, PACTIPOCTPAHEHUE TTEPCOHATBHBIX JaHHBIX, &
TaKKe MHBIX HECAHKIIMOHUPOBAHHBIX JISHCTBUIM MpU UX 00paboTKe B MHPOPMAIIMOHHOM
CUCTEME MTEPCOHATIBHBIX JAHHBIX.

YHHUYTOKEHHE MNEePCOHAJBbHBIX [aHHBIX — JCHUCTBUS, B pPE3yJbTare
KOTOPBIX CTaHOBUTCS HEBO3MOXXHBIM BOCCTAHOBUTBH COJEpPKAHUE INEPCOHAIBHBIX
JAaHHBIX B WH(OPMAIIUOHHOW CHCTEME IMEPCOHANBHBIX JaHHBIX W (WiIu) B
pe3ysibTaTe KOTOPBIX YHHUYTOXKAKOTCSA MATEPUAJIbHBIE HOCUTEIN IEPCOHAIBHBIX
JTAaHHBIX.

Yreuka (Bammmaemoi) WHGOPMALMH MO TEXHHYECKHM KAaHAJIaAM —
HEKOHTPOJIMPYEMOE pacipoCTpaHeHne MHGOPMAITUK OT HOCUTENIS 3allluInaeMon nHQop-
Maluu 4epe3 (PU3MYEcKyro cpeay A0 TEXHHUYECKOTO CpENICTBA, OCYHIECTBIISIFOLLETO
nepexBaT UHPOPMAIIUH.

YA3BUMOCTB — C1a00CTh B CPEJICTBAX 3aIIUThI, KOTOPYHO MOYKHO UCIIOJIb30BaTh
JUTs1 HApYILIEHUSI CUCTEMBI WU COZIep Kallieiics B Hell mH(popMaIum.

esocTHOCTH MH(pOPMAIIUM — CITOCOOHOCTH CPECTBA BHIYMCITUTEIILHON TEX-
HUKHU WM aBTOMATU3UPOBAHHON CHCTEMBbI 00eCTieunBaTh HEM3MEHHOCTh MH(OpMAaIiU B

YCIIOBHSX CITy4aitHOTO W/WJTM MIPEAHAMEPEHHOTO HCKKEHUS (Pa3pyICHHS ).



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTHBUpYCHBIE CPEJCTBA

APM — aBTOMaTu31poBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHHYECKHUE CPENICTBA U CUCTEMBI
NCI1JIH — undopMaIioHHasi CUCTEMa MEPCOHATBHBIX TAHHBIX
Wb — uadopmarmonHast 6€301macHOCTb

K3 — koHTpompyemast 30Ha

JIBC — nokanbHast BBIYUCIUTENbHAS CETh

MD — MexceTeBoi IKpaH

HCJI — HeCcaHKIIMOHUPOBAHHBIN TOCTYIT

OC — onepanioHHas cucTemMa

[1/TH — nepcoHaNTbHBIE JAHHBIE

[IMB — nnporpaMMHO-MaTeMaTHYECKOE BO3ICUCTBUE

I1O — nporpammHoe obecrieueHue

[IOMHH — no6ouHble 37EKTPOMarHUTHbIE U3Ty4EHUS U HABOJIKU
CA3 — cucrema aHanu3a 3alllUIIEHHOCTH

C3U — cpeactBa 3auThl HHQOpMaLIUU

C3I1du — cuctema (mMoacucTemMa) 3aiiuThl TEPCOHATBHBIX TAHHBIX

COB — cucrema 0OHapy>KEeHHsI BTOPKEHUIN
TKYU — TexHnueckre KaHaibl yTeUKd HHPOpMAaLU

VYBIIIH — yrpo3sl 6e301acHOCTH MTEPCOHATBHBIX JTAHHBIX

11
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BBEJIEHUE
Hacrosmee [Tomoxenune nH(OPMAITMOHHON 0e301acHOCTH B
MyHuIIMTIaTBHOM O10KETHOM o011e00pazoBaTeIbHOM YUpEKICHUU

HoBoTpowuiikass ocHoBHas 00meoOpa3oBarenbHas IIMKoJia A30BCKOTO palioHa
(manee - MBOY Hosotpounkas OOIII), sBisercs opHUIIHATIbHBIM TOKYMEHTOM, B
KOTOpPOM OIpeJieieHa CHUCTeMa B3IUISIOB Ha oOecrieueHue HHGOPMAIIMOHHON
oe3zonacnoctu MBOY HoBotpounkas OOILL.

Heobxoaumocts pazpabotku [lonoxxenuss oOycCloOBlieHa CTPEMUTEIbHBIM
pacuiupeHueM cepbl TPUMEHEHUST HOBEHITNX MHGOPMAIMOHHBIX TEXHOJIOTUM U
npoueccoB B MBOY Hoorpourikast OOIL, npu 06padoTke nunpopmManuu BoooIe,
Y TIEPCOHAJIBHBIX JIAHHBIX B YACTHOCTH.

Hacrosmee Ilonoxkenue omnpenensieT OCHOBHBIC L€ M 3a7adyd, a TakKe
OOIIyI0 CTpPATErui0 IOCTPOCHUS CHUCTEMBI 3alllUThl TEPCOHAJBHBIX JTAHHBIX
(C3I1n) MBOY Hosotpounkas OOI. IlonoxeHnue omnpenensieT OCHOBHbBIC
TpeOoBaHUs U 0A30BbIC MOAXObI K UX pEAIM3alUU, JJIs TOCTUXKEHUST TPeOyeMoro
ypoBHsI 0€30MacHOCTH HH(DOpMAIUH.

[Tonoxxenue pa3zpabOTaHO B COOTBETCTBUU C CHUCTEMHBIM MOJIXOJOM K
obecrnicueHuto  mHOpMaMOHHOW  Oe3omacHocTH.  CHCTEMHBIN  TOJXOJ
NpeanoyaraeT  NPOBEACHUE  KOMILIEKCAa  MEpPONPUSATHM,  BKIIOYAIOIINX
UcclieIoBaHUE yrpo3 MHGOPMAIMOHHONW O€30MacHOCTH M pa3pabOTKy CHUCTEMBbI
3amuThl  [I/IH, ¢ 0O3MUMM KOMIUIEKCHOIO TIPUMEHEHHMS TEXHUYECKUX U
OpraHU3aIMOHHBIX MEP U CPEJICTB 3aIUTHI.

[Ton mabOpManmoHHol Oe3ormacHocThiO I1/[H MOHMMaeTCs 3alUIeHHOCTh
MEPCOHANIBHBIX JTAaHHBIX M 00pabaThIBarOIe WX HHPPACTPYKTYpE OT JHOOBIX
CIIy4YalHbIX WM 3JIOHAMEPEHHBIX BO3JACHUCTBUN, PE3YyJIbTATOM KOTOPBIX MOXKET
SBUTHCSI HaHeCeHHE yiiepOa camoil mHboOpMalmu, ee BiaaeiblaM (CyObeKTaM

[111) nnn undpactpykrype. 3agauu HHGOPMALIMOHHON 0€30MaCHOCTU CBOJATCS K
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MUHUMH3aLUU yiIepoa oT BO3MOXKHOM peanu3auuu yrpo3 OezonacHoctu I1/IH, a
TaK)K€ K IPOrHO3UPOBAHUIO U NPEJOTBPALLEHUIO TAKUX BO3ACUCTBUM.

[lonoxenue  CIy>)KUT ~ OCHOBOM  Juisi  pa3padOTKM  KOMIUIEKCa
OpPraHM3allMOHHBIX M TEXHUYECKHX MEp IO O00ECNeYeHUI0 HHPOPMAIMOHHOM
oezonacHoctu  MBOY Hosotpounkas OOILI, a Takke HOPMATHBHBIX U
METOJMYECKMX JOKYMEHTOM, OOECHEUYMBAIOIIUX €€ pealu3aluio, U He
IpeIoJiaraeT MoAMEHbI PYHKIMI rocyJapCTBEHHBIX OpraHoB BiacTu Poccuiickoi
®denepanuy, OTBEYAIOUIMX 32 oOecrneueHrne Oe30MacHOCTH HWH(OPMAIMOHHBIX
TEXHOJIOTHH U 3a1UTy UH(POpMaLIUK.

[Tosoxkenue ABIsSETCS METOAOIOTNYECKONH OCHOBOM JJIA:

— (opmMupoBaHHs M TPOBEACHHS €IWHOM TMOJUTUKA B 0OJacTU
obecnieueHus 6ezomacHocty MBOY HoBotpourikas OOILI,

— NPUHATUS YNPABICHUYECKUX pPELIEHUH U pa3pabOTKU MPaKTHUYECKUX
Mep MO BOIUIONICHUIO MOJUTUKH Oe3omacHocTH [IJ[H u BbIpabOTKH
KOMILJIEKCA COIJIaCOBAHHBIX Mep HOPMAaTHBHO-IIPABOBOIO,
TEXHOJIOTHYECKOT0 M OpraHU3allMOHHO-TEXHUYECKOIO XapakrTepa,
HalpaBJEHHBIX HA BBISIBJICHUE, OTPAKEHHE W  JIMKBHUJALHUIO
MIOCJICACTBUN peAIU3allui Pa3IMYHbIX BUIOB yrpo3 [1/1H;

— KOOpIAWHALIMM JEATEIIBHOCTH CTPYKTYPHBIX noxapasaencHuii MbOY
HoBotpounkas OOILl mnpu mnpoBeaeHun pabOT MO Pa3BUTHIO H
skcrutyatarun UCIIJIH ¢ coOmogennemM TpeOoBaHUU OOecTieueHUs
oe3omacuoctH 11/1H;

— pa3paboTKM TNPENJIOKEHUM MO COBEPIICHCTBOBAHUIO IMPAaBOBOIO,
HOPMAaTHBHOI'0, METOJUYECKOT0, TEXHUYECKOTO ¥ OPraHU3alMOHHOIO
obecneuenus Oe3omacHoctu [1/In B UCIT[In MBOY HoBoTtpowuikas

OOLLL.
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[IpaBoBoi1 06a3oil st pa3pabOTKU HACTOAIIETO TOJOXKEHUS —CIIyXkKaT
TpeOboBaHMs JeHCTBYIOIUMX B Poccum 3aKkOHONATENBHBIX M HOPMAaTHUBHBIX

JIOKyMEHTOB TI0 00€CTIeueHNI0 0€30MMacHOCTH NIepCOHANBHBIX qaHHbIX (I1/1H).
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1 OOumme moJI0KeHUsA

Hacrosmee IlonoxxeHue omnpenensieT OCHOBHBIE LIEM M 3aJadyd, a TakkKe
OOIIyI0 CTpPATErni0 IOCTPOCHUSI CHUCTEMBI 3alllUThl TMEPCOHAJBHBIX JJTAHHBIX
(C3I1Jn) MBOY Hosotpounkass OOI. TlomoxeHue omnpenensieT OCHOBHBIE
TpeOoBaHMs U 6A30BbIC MOAXObI K UX peau3aluu, s JTOCTHXKEHHS TpeOyeMoro
ypOBHsI 0€30MacHOCTH UH(GOpMAaIUH.

C3I1In mpexncraBiser coOOW COBOKYMHOCTh OPraHU3alMOHHBIX U TeX-
HUYECKUX MeponpusITUi 1uis 3amuThl [[J[H OT HEMpaBOMEPHOTO WIIM CIy4ailHOTO
JIOCTyNa K HUM, YHUUTOXXEHUS, U3BMEHEHHUs, OJIOKUPOBaHUS, KOMUPOBAHUS, pac-
npoctpaneHus [1/1H, a Takke UHBIX HEPABOMEPHBIX JIEUCTBUM C HUMU.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAaeTCsl MYyTEM HCKIHOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4alHOro, JOCTyna K MEepPCOHAIbHBIM
JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET CTaTh YHUUYTOXKEHUE, W3MEHEHHE,
0JIOKMpOBaHUE, KOMTUPOBAHUE, PACTIPOCTPAHEHUE TTEPCOHATBHBIX JAaHHBIX, a TAKXKe
VMHBIX HECAaHKIIMOHUPOBAHHBIX JECHCTBUI.

CtpykTypa, CcOCTaB ¥  OCHOBHbIE  (DYHKIIMM  TEXHUYECKUX U
oprann3aunoHHblx Meponpustuid C3II/IH omnpenenstorcs wucxoas W3 ypOBHSA
samuinennoctr  (kiaacca) MCIIdH, yCTaHOBJIEHHOIO B COOTBETCTBHH  C
TpeboBanusimu [loctanoBnenust [IpasutensctBa Ne 1119 ot 1 nHos6ps 2012 1.,
npukaza OCTOK Poccunm Ne 17 ot 11 ¢epans 2013 r., npukaza OCTIOK
Poccun Ne 21 ot 18 deBpans 2013 r., a TakKe B COOTBETCTBUU C TPEOOBaAHUSIMU
[TocranoBnenust IlpaBurensctBa Poccuiickoit @enpeparuu Ne 687  «O06
yrBepkaeHun [lonoxxenust 00 0COOEHHOCTSX 00pabOTKH MEPCOHATBHBIX JAHHBIX,
OCyIIECTBIsIEMO 0e3 HCmonab30BaHusl cpeAcTB aBromatusammm». C3I11n
BKJIIOYAET OpraHU3allMOHHBIE MEpPhl M TEXHUYECKUE CPEICTBA  3alllUThI
uHdopmaruu (B ToM 4ucie mudpoBagbHbie (KpUNTOrpauuecKkue) CpencTsa,
CpeACTBa  NPEAOTBPAICHUS  HECAHKIMOHUPOBAHHOTO  JIOCTyIa,  yTEUKH

uH(pOpMaIUU 10 TEXHUYECKUM KaHaiam, MPOrpaMMHO-TEXHUUYECKUX BO3JEHCTBUN
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Ha TEeXHHUUYECKHue cpenacTtBa oOpabotku IIJ[H), a Takke HCHOJB3yeMble B
nH(pOpMaIIMOHHOM cucTeMe HHGOPMAIIMOHHBIE TEXHOJIOTHH.
OTH Mepbl IPU3BAHBI 00€CTICUUTH:

— KOH(UJICHIIMATHHOCTh uHopMaru (3amuTa oT
HECaHKIIMOHUPOBAHHOT'O O3HAKOMIJICHHS );

— IIEJIOCTHOCTh WH(pOpMaIuu (aKTyaIbHOCTh W HEMPOTHBOPECYUBOCTH
nH(popmaIuu, ee 3aIHAIIEHHOCTD OT pa3pyIieHus U
HECaHKIIMOHUPOBAHHOTO U3MCHEHU);

— JOCTYITHOCTh HWH(pOpMaIuyu (BO3MOKHOCTh 3a IPHUEMIIEMOE BpEMs

MOJIYYUTh TPEOyeMYI0 HH(POPMAIIMOHHYIO YCIIYTY).

Craauu co3ganus C3I1/IH BKIIOYAIOT:

— TpEeANpPOEKTHAS CTaJusl, BKIIIOYAIONIAs MIPEANPOEKTHOE 00CIeIOBaHUE
NUCTIIH, pa3paboTKy TEXHHUYECKOTr0 (4aCTHOTO TEXHUYECKOTO)
3aJIaHus Ha €€ CO3/IaHuE;

— CTajusl MPOEKTUPOBAHUs (pa3pabOTKU MPOEKTOB) M pealiu3alliu Mep
samuTel C3I1/IH;

— cragua BBojga B gedcrBue C3II/[IH, BkIrOUaromass OMNBITHYIO
AKCIUTyaTallMi0 U TMPUEMO-CIATOYHBIC HCIIBITAHUS CPEACTB 3allUTHI
uHpopmalmm, a takke orneHky coorBerctBusi C3II/In TpeboBanusaM

0e30macHOCTH HHPOPMALIUH.

OpraHu3alMoOHHbIE MEpbl MPEAYCMATPUBAOT CO3JAHUE M NOJAJEPKAHHE
npaBoBoil 0a3el Oe3omacHoctd [I/IlH m pa3paborky (BBeaeHUE B JEHCTBUE)
npexycMoTpeHablx  [lomutukoit uHpOpManmuonHoit OezomacHoctu  MWCIIJIH
CIIEAYIOIIUX OPraHU3ALMOHHO-PACIIOPAAUTEIBHBIX JOKYMEHTOB:

— Ilman wmeponpustuii 1mo oOecnedyeHuto 3amuthl [IJIH npu wux

obpabotke B UCII/IH,
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— [Ilnan meponpusTHii 0 KOHTPOJIIO obOecreueHus 3amuTthbl [1/]H;

— Ilopsimok pes3epBUpOBaHUS UM BOCCTAHOBJICHHUS PabOTOCIIOCOOHOCTH
TC u I10, 6a3 nanaweix u C3U;

— JomxHocTHas wuHCTpyKuus aamunuctparopa WCII[H B wactu
obecnieuenus 6ezonacHoctu [1Jn nmpu nx o6padotke B UCII/H;

— JomxHocTHas MHCTPYKIMS aaMuHUCTpaTtopa 6ezonacHocty UCIT/IH;

— JlomxHocTHass wuwHCTpykuus nonb3oBarenss UWCIIJJn B yactu
oOecnieuenus 6ezonacHoctH I1J[H npu nx o6padotke B UCII/H;

— HMHcTpykuus Ha ciiyyail BOSHUKHOBEHHUS BHEIITATHON CUTYyalluu;

— MucTpykius 1o pazMenieHuio, 000py1I0BaHUIO U OXpaHe MOMEIIECHUH,
I7Ie XpaHsTCs MEePCOHAIbHBIE JaHHBIE, IO XPAHEHUIO MEPCOHATBHBIX
JAHHBIX Ha OYMa)KHbIX HOCHUTEIISIX U MOPSIAKY paOOThl UCTIOJIHUTEIICH

C ICPCOHAJIBHBIMU JAaHHBIMU Ha 6YMa)KHI)IX HOCHTCIIAX I/IH(i)OpMaIIHH.

TexHn4eckre MephI 3alIUThl PEAUTU3YIOTCA TPU MOMOIIM COOTBETCTBYIOIINX
MIPOrPaAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3aILUTHI.

[lepeuernr HEOOXOAMMBIX MEpP 3alUTHl HWH(OPMAIUK OMpPEACNSIeTCs 0
pesyapTaraM  BHyTpeHHed  mpoBepku  Oe3omacHoctu  UCIIn  MBOY

HooTtpowurikass OOII.
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2 3anpauu C3I1/In

OcnoBuo#t 1enpio C3I1JIH sBsieTcss MUHUMH3AIUS yiiepOa OT BO3MOXKXHON

peanuzanuu yrpo3 6ezonacHoctu [1/1H.

Jlns mocTryKeHHMsT OCHOBHOM Ielm cucrteMa OesomacHoct IIJIH moimkHa

oOecrieunBath 3QPEKTUBHOE PEIICHHUE CICAYIOMIMX 3a/1ay:

— 3alUTy OT BMemaTenbcTBa B mponecc ¢pyHkiuonuposanus MCIIIn

MMOCTOPOHHMX JIHI] (BO3MOXKHOCTH Ucnoiab3oBanus WCII[H u noctyn
K €€ pecypcaM JOJDKHBI HMMETh TOJIBKO 3aperMCTPUPOBAHHBIC
YCTaHOBJICHHBIM IOPSIKOM ITOJIb30BATEIIN);
pa3rpaHUyYCHHUE JOCTyNa 3aperuCTPUPOBAHHBIX TOJIH30BATENICH K
arrmapaTHBIM, MPOrPaMMHBIM U HHGOpManoHHbIM pecypcam UCIIJIH
(BO3MOHOCTh JIOCTyNa TOJILKO K TEM pecypcaM M BBINOJHEHUS
TOJBKO TEX OMepaluil ¢ HUMH, KOTOpble HEOOXOIUMBI KOHKPETHBIM
nonp3oBarensiMm  WMICII[IH 11 BBITIOJHEHUS CBOMX —CITY)KEOHBIX
00s13aHHOCTEM ), TO €CTh 3alUTy OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA:

a) k uHpopmanuu, mupkyaupyromeit B UCIT/1H;

0) cpencrBam BeraucuTenbHOM TexHUKH MCII/IH;

B) ammapaTHbIM, IPOrPAMMHBIM U KpUOTOTpadhUuIeCKuM

CpeacTBaM 3alluThl, Kcnoib3yeMbiM B MCITIH;

— PErucTpauuro JCHWCTBHM  IOJIb30BAaTE€JEH MPU  HCIIOJb30BAHUU

3anmmaemMeix  pecypcoB MCIIIH B CHCTEMHBIX JKypHalax u
MIEPUOIMYECKUN KOHTPOJIb KOPPEKTHOCTH AEHUCTBUN I0JIb30BATEIEH
CUCTEMBI IIyTEM aHAJIN3a COAECPKUMOTO ITUX KYPHAJIOB;

KOHTPOJIb  LEJOCTHOCTU  (oOecriedyeHue HEU3MEHHOCTH) Cpebl
VICIIOJIHEHHSI IPOTPAaMM U €€ BOCCTAHOBJIEHHUE B CIIy4ae HAPYILICHHUS;
3alIUTY OT HECAHKUHOHUPOBAHHOW MOAU(UKAIIMM U KOHTPOJIb

uenoctHocTy ucnoias3dyembix B MCIIJIH mporpaMMHBIX CpeACTB, a
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TAK)X€ 3alIUTy CHUCTEMBI OT BHEAPEHUs HECAHKUHMOHUPOBAHHBIX
IIPOrpamM;

3anuTy [1/IH OT yTeuku mo TeXHWYECKUM KaHajaM Mpu ee o0paboTke,
XPAHEHUN U IIepeaye N0 KaHAJIAM CBSI3H;

samuty [1JIH, xpanumoi, oOpabarpiBacMOll M TiepegaBaeMoOM I10
KaHajgaM CBSI3M, OT HECAHKIMOHUPOBAHHOIO pAa3IJIAIICHUS WU
HCKaXKCHUS,

o0ecrieueHrne >KUBYYECTH KPUITOrpapUUECKUX CpPEACTB 3alIUTHI
MH(pOpMaUU IPH KOMIIPOMETALIUH YAaCTH KIIOUYEBON CUCTEMBI;
CBOEBPEMEHHOE BBISIBJIEHUE HMCTOYHHMKOB yrpo3 Oe3omacHoctu I1/1H,
OpUYUH U YCIOBHUH, CIOCOOCTBYIOIIMX HAHECEHUIO yiepOa
cyowsekram I1/IH, co3nanne MexaHu3Ma ONEpPaTUBHOIO PearupOBaHUS
Ha yrpo3bl 6e3omacHocTH [1/lH 1 HeraTuBHbBIC TEH ICHIINH;

CO3/IaHUE YCJIOBUHM JUIsI MUHUMM3ALUU U JIOKAIU3ALUA HAHOCUMOIO
yiepOa HelpaBOMEPHBIMU IEUCTBUSMU (PU3UUECKUX U IOPUINUECCKUX
U, OcaabJieHne HETaTUBHOTO BIMSHUS W JIMKBUJALMS MOCJIEACTBUI
HapyuieHus: 6ezonacHoctu [1/1H;

000OpyZOBaHUE M OXpaHa MOMELICHUMW, TJI€ XPAHITCS MEPCOHAIbHBIC
JIAHHBIC;

COOJIIOJICHNE TIOpPSAJKA XPAaHEHUsS] TEPCOHANBHBIX JaHHBIX Ha
OyMa)KHBIX HOCHUTEJISX;

coOJIIoIcHUE TOpsJKa XpaHCHUs KJIOUed OT TOMEIIEHUN Tre
xpanstes [1JIH Ha OyMaKHBIX HOCUTENISX;

coOmoieHne MopsAaka paboThl HCHOJHUTENEH C€ NEpCOHAIBHBIMU

JAHHBIMHU Ha OyMa)KHBIX HOCUTEISIX MH(POPMALIHH.
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3 OO0BEKTHI 3aIUTLI

Ilepeyenb uHGOPMAITUOHHBIX CUCTEM
B MBOY Hosotpounkas OOlllnpousBoaurcs od6paboTka mepcoHaTbHBIX

JaHHBIX B HWHGMOPMALMOHHOW cHCTeMe OOpabOTKU MEPCOHAIBHBIX JaHHBIX
(UCITAn).
[lepeuens WCII[IH ompenenserca B mpouecce padOTbl KOMHUCCHH, I10

uTOTaM paboT KOTOPOH cocTaBsieTcs akT kiaccudukarmu UCTT/IH.

IlepeyeHb 00bEKTOB 3aIIUTHI
OObeKTaMu 3allUThI ABJSIOTCS — nHpopManus, oopadateiBaemas B MCIT/IH,

U TEXHUYECKHUE cpelncTtBa ee o0paboTku u 3ammuTbl. CHUCOK NEpCOHATBHBIX
JIAaHHBIX, TMOJyIeXKallre 3anmTe, onpeaeneH B [lepeuHe mepcoHaIbHBIX JaHHBIX,
nojexanux 3amurte B UCII/.
OOBEKTHI 3aIUTHI BKIIOYAIOT:
Oo6pabateiBaeMas uH(pOpMaIH.
TexHonornyeckast tHpoOpMarIus.
[IporpaMMHO-TEXHHUYECKHE CPEICTBA OOPaOOTKHU.
Cpenctsa 3amutsl [1/1H.

Kanaibl nHpOpMaLIMOHHOTO 0OMEHA U TEEKOMMYHUKALIMH.

o 0k~ w b -

OOBEKTHI M NMOMCHICHUA, B KOTOPBIX PpPasMCIICHbBI KOMIIOHCHTBI

WUCTIIn.
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4 Knaccudpukanus nogan3oareneid UCITIn

[Tonb3oBatenem  WCIIJJH  sBaseTrcs  AMIO,  y4acTBYIOIIEE B
(GYHKITMOHUPOBAHUN HHGOPMAIIMOHHONW CHCTEMBI IEPCOHATIBHBIX JaHHBIX WM
UCIIOJIB3YIOIIee pe3ynbTarthl ee (yHkruonupoBanus. [lomszoBarenem MCII/IH
sBisieTcs 000l corpyaauk MBOY Hosotpourkas OOILLl, umeronuii 1oCTyI K
HNCIIJIn u ee pecypcaM B COOTBETCTBUM C YCTAaHOBJICHHBIM MOPSAKOM, B
COOTBETCTBHH C €T0 (PYHKITMOHATBHBIMU 00sI3aHHOCTSIMU.

[Tonb3oBarenu UCII/IH nensTcs Ha TP OCHOBHBIE KaTETOPUH:

AnMuHHCTPATOp HHOOPMAITMOHHOU 0E30ITaCHOCTH.

Corpynuuku MBOY Hosotpouiikas OOIL, koTopble 3aHUMAOTCS HAaCTPOMKOM,
BHEJPCHHEM U COIPOBOXKJICHHEM cHCTeM Oe3omacHoctd. Aamunuctparop Ub

o0JafaeT caeAyolM YPOBHEM I0CTyNA!

oOnajaeT mMOJHOM WHGPOPMAIMEH O CHUCTEMHOM U MPUKIATHOM

nporpaMmmaoM obecrieueHuu UCIIx;

— o0Onamaer mojHOW wuHGOpPMALUEN O TEXHUYECKUX CPEACTBAX H
koHpurypauuu UCII/H;

— WMeEeT JOCTyll KO BCEM TEXHHUYECKHUM CpPEICTBaM 00pabOTKH
uHpopmanuu u nanabiM UCIH;

— He o0JjagaeT mnpaBaMU KOH(PUTYPUPOBAHUS W aJIMUHUCTPATUBHOU

HacTpoilku Texuuueckux cpeacts UCII/H.

Anpmunuctparop UCIH.

CotpynHuku MBOY Hosotpounikass OOIIl, koTopele 3aHHUMAIOTCA
COMPOBOXKICHUEM MPOTPAMMHOT0 00ECTICUCHHUS.
Anmvunuctpatop UCII/IH o61agaeT cieayronuM ypoBHEM JOCTYIIA:
— obnamaet mH(popMalmel 00 anropuTMax U MporpaMmax 00pabOTKH
undopmaruu Ha UCI1/IH;
— o0nagaeT BO3MOXXHOCTSIMU BHECEHHSI OLIMOOK, HEACKJIapUPOBAHHBIX

BOBMO)KHOCTCI\/’I, IMPOTrpaMMHBIX 3aKJIaA0K, BPCAOHOCHBIX ITPpOTpaMM B
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nporpammHoe obecrieuenne WCII[IlH Ha cragum ee pa3paboOTKH,
BHEJPEHUS U COIIPOBOXKICHUS;

— MOXET pacrmoyiaraTb JOOBIMH (QparMeHTamMu HH(OpMaLUUd O
tonojoruu UCIIJIH u TeXxHHUUecKux cpeacTBax 0OpaOOTKH U 3aIUThHI
I1/11, o6padareiBaembix B UCIT/IH;

— oOnamaer mpaBaMH KOH(PUTYpUPOBAaHHA M  aJIMUHUCTPATUBHOM

HacTpouku Texunueckux cpeacts MCII/In.

Omneparop UCIT/H.

Corpynnauku noapasaenenud MbOY Hosotponukas OOILL, ygacTByromux
B mporecce akcruryatauun MCIIIH. Omneparop UCII[IH oOmamaeT cieayrommm
YPOBHEM JOCTyIA:
— 00ylagaeT BceMU HEOOXOAUMBIMH aTpuOyTaMu (HarpuMmep, MapoieMm),
o0ecreunBaroIUMHU JOCTYII K HEKOTOpOMY IoJAMHOXecTBY [1/1H;
— pacnosnaraeT KOH(QUICHIMAIbHBIMU JaHHBIMH, K KOTOPBIM HMEET

JOCTYII.
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3) OCHOBHBIE NIPUHIMIIBI TIOCTPOCHUSI CHCTEMbl KOMILJIEKCHOM 31U ThI
uHpopManuu

[Toctpoenune cuctemnl obecrieuenus 6e3omacuoctu [1/ln UCIT[IlH MBOY
HoBotpourikas OOIl u ee (QyHKIMOHUpPOBAHHWE JOJDKHBI OCYIIECTBISITRCA B
COOTBETCTBHHU CO CIEAYIOUIMMHA OCHOBHBIMHU PUHIUTIAMMU:

— 3aKOHHOCTB;

— CHCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HENPEpPHIBHOCTD;

— CBOEBPEMEHHOCTH;

— MOPEEMCTBEHHOCTb U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
— TMepcoHaJIbHAasi OTBETCTBEHHOCTH;

— MUHHMMH3ALMS TTOJTHOMOYHT;

— B3aUMOJICHCTBUE U COTPYAHUYECTBO;

— THOKOCTh CUCTEMBI 3aIlIUTHI,

— OTKPBITOCTh aJITOPUTMOB U MEXAHU3MOB 3alUTHI;

— MOPOCTOTa MPUMEHEHHUS CPECTB 3aIUTHI;

— HayyHass 000CHOBAHHOCTh M TEXHHYECKas pPeaii3yeMOCTh;
— chernuanu3amus u npodhecCUOHaINU3M;

— 00s13aTeIBbHOCTh KOHTPOJISL.

3aKOHHOCTH
[Ipeamonaraer OCYIIECTBIACHUE 3alIUTHBIX MEPONPHITHH W pa3paboTKy

C3I1Ju  MBOY HoBotpounkass OOIIl B COOTBETCTBUM C JEHCTBYIOIIUM
3aKOHOAATEILCTBOM B 00yiacTH 3amuThl [IJIH U ApyruX HOPMATUBHBIX AaKTOB IO
0e3onacHocTu UHGOPMAIUU, YTBEPKIECHHBIX OpraHaMH rOCyJAapCTBEHHON BJIACTH

" YIIPABJICHUA B IIPCALCIaxX NX KOMIICTCHIINH.
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[Tonb3oBaTenn u obcmyxuBatomuid nepconan [[Jlu UCIIn MBOY
HoBotpounikass OOIl nokHBI OBITH OCBEAOMJIEHBI O TMOpsiAKe pPabOThl ¢
3amuinaeMoil nadopmanuer 1 00 OTBETCTBEHHOCTH 3a HapyllIeHHE MOpsIKa
3amuThl [1/1H.

CucreMHOCTH
Cucremubiii nogxon k nocrpoenuto C3I1[In MBOY Hosotpounkas OO

MpeanojaraeT y4yeT BCEX  B3aMMOCBS3aHHBIX, B3aUMOJICHCTBYIOIIUX U
MU3MEHSIONIUXCS BO BPEMEHHU JJIEMEHTOB, YCIOBUM U (DaKTOPOB, CYIIECTBEHHO
3HAYMMBIX IS TIOHMMaHUS W PEIICHUs MpoOjeMbl oOecredyeHus: 0€301acHOCTH
[1Ja UCITIa MBOY Hootpounxkas OOILL.

[Ipn co3maHuM CHUCTEMBI 3alIUThl JOJDKHBI YUUTHIBATHCA BCE Clla0ble U
HauOosiee ysA3BUMBICE MecTa cucTeMbl o0pabotrku IIJIH, a Takxke xapaktep,
BO3MOXXHBIE OOBEKTHI U HAIIPABJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapylIuTeaen
(ocobeHHo BBICOKOKBaJIM(PUITUPOBAHHBIX 3JIOYMBIIIIJICHHUKOB), MyTH
MPOHUKHOBEHHUS B pacnupenencHable cucteMbl 1 HCJl x mHpopmaruu. Cucrema
3alIUTHl JIOJIKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX HM3BECTHBIX KaHAJIOB
nponukHoBeHus 1 HCJ] k mHbOpMAaIin, HO U C yIETOM BO3MOXKHOCTH ITOSIBJICHUS
MPUHIUNHATBHO HOBBIX MTyTEH pean3aiuu yrpo3 0€30MacHOCTH.

KoMmiekcHoCTh
KoMiuiekcHOe HMCIoJIb30BaHUE METOJIOB U CPEACTB 3aIMTHI MPEATNIOIaract

COIIACOBAaHHOE NPUMEHEHUE PA3HOPOIHBIX CPEACTB NPU MOCTPOEHUM LIEJIOCTHON
CUCTEMBI 3aLUTHI, MEPEKPHIBAIOIIEH BCE CYLIECTBEHHBIE (3HAYMMBIE) KAHAJIBI
peanM3anMM yrpo3 U HE coJepKalled cilabblX MECT Ha CTBIKAX OTACJBHBIX €€
KOMITOHEHTOB.

3amura J0HKHA CTPOUTHCS SLIETOHUPOBaHO. I KaKI0ro KaHana yTeUKd
uHpopMaluu W IS KaXJIOH yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIBKO 3aIUTHBIX pyOexeil. Co31aHne 3alIUTHBIX pyOekei OCyIeCTBIIeTCs ¢

Y4€TOM TOTO, YTOOBI AT UX MPCOJOJICHUA TMOTCHUHUAJIbHOMY 3JIOYMBIIIJICHHUKY
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TpeOoBaNUCh MPO(PECCUOHANBHBIE HABBIKM B HECKOJIBKMX HEB3aUMOCBS3aHHBIX
o0nacTsx.

Buemnss 3amura opKHA oOecreduBaThCcsl (PU3MUECKHMMH CPEICTBAMU,
OpraHM3allMOHHBIMU M TPaBOBbIMH Mepamu. OJHUM U3 HanloJiee YKpEIJICHHbBIX
pyOexel mpu3BaHbl ObITh CPEACTBA KPUIITOTPA()UUECKON 3aIUTHI, PEATU30BaHHbIC
c wucnoib3oBanueMm TexHosornn VPN. IlpukiagHoil  ypoBeHb — 3alIMTHI,
YUUTBIBAIOIIMM OCOOEHHOCTH NMPEAMETHON 00J1acTH, MPEACTaBISET BHYTPEHHUN
pyOEK 3aIUTHI.

HenpepsiBHOCTD 3amuThl I1/1H
3amura [I/IH — HEe pa3oBoe MEpPONPHUITHE U HE MPOCTasi COBOKYIMHOCTH

IIPOBEICHHBIX MEPONPUATUIA M YCTAHOBIIEHHBIX CPEJICTB 3aIUThI, 4 HEMPEPHIBHBIN
LIEJICHAIIPABJICHHBIN MPOLECC, IMPEANOJIAraloluii MNPUHATHE COOTBETCTBYIOIIMX
Mep Ha Bcex aranax xku3HeHHoro uukia UCIIIH.

NCITIH n0mKHBI HAXOAUTHCS B 3AILMILIEHHOM COCTOSIHUM HAa MPOTSIKECHUU
BCEr0 BPEMEHU HUX (PYHKIIMOHUPOBAHHA. B COOTBETCTBUM C 3TUM NPUHIMIIOM
JOJDKHBI NPUHUMATBCS Mepbl 1o  HenonyuieHuto nepexoxa MCIIH B
HE3AIUIIEHHOE COCTOSIHUE.

BoapmMHCTBY (PU3MYECKHX M TEXHUYECKUX CPEICTB 3alUTHI IS
3¢ ()EKTUBHOTO  BBINOJHEHUA CBOMX (YHKIMI HeoOXoauMma IOCTOSTHHAs
TEXHUYECKas " OpraHu3alMOHHAas (aAMUHUCTpATUBHAS ) HNOJIEPKKA
(cBOeBpeMeHHasi CMEHAa W O0eCHevYeHHe MPaBUIBHOTO XPAHEHHS] W MPUMEHEHHS
WMEH, TapoJied, KIIYed Mu(ppoBaHMs, TMEPEOINpeaeieHUe MOJTHOMOYNNA | T.11.).
[lepepbiBbl B paboTe CpeAcTB 3allUThl MOTYT OBITb  MCIOJIb30BAHbI
3JIOYMBIIIUICHHUKAMU JIJI aHaJlh3a MPUMEHSEMbIX METOJOB M CPEACTB 3allMThI,
JUIS BHEJPEHUS CIIEHUAJIBHBIX MPOTPAMMHBIX U alnapaTHbIX "3aKIafoK" U IPyrux
CPEICTB  MPEOJIOJICHUS] CHCTEMbl  3alllUTHl  TOCJIE BOCCTAHOBJICHUS €€
(GYHKIIMOHUPOBAHMS.

CBOEeBpeMEHHOCTDH
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[Ipennonaraer ynpexaaroni xapakTep Mep oOecreueHusi Oe30MacHOCTH
IT1/IH, TO ecTh TOCTAHOBKY 3aja4 1o komiiekcHou 3amute UCIIIH u peanuzamuio
mep obecrieuenus 6e3omacHocTu [1/1H Ha pannux craausx paspadborku WUCII/IxH B
IEJIOM U €€ CUCTEMBbI 3aIlUThl UH(POPMAIIUHY, B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3alTuThI TOJDKHA BECTHCH MApaUIeIbHO C pa3paboTKO
U Pa3BUTHEM CaMOM 3alllMIIAEMOl CUCTEMBbl. DTO MO3BOJUT y4eCTh TpeOOBaHUSs
0€30IacCHOCTH TPU MPOCKTUPOBAHUH APXUTEKTYpPhl U, B KOHEUHOM CUETE, CO3/aTh
oosee S(ddexkTuBHBIC (Kak 1O 3aTpaTaM peCypcoB, TaK M IO CTOMKOCTH)
3aIlMIICHHBIC CUCTEMBI.

HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHUC
HpennonarafoT IMOCTOAHHOC COBCPHICHCTBOBAHHUC MCP M CPCACTB 3alllUTHI

uH(OpMAIIUU Ha OCHOBE IMPEEMCTBEHHOCTH OPTaHM3AIMOHHBIX U TEXHUYECKHUX
pelieHnii, KaapoBOro cocraBa, aHanu3a (QyHkuuoHupoBanus WCII[IH u ee
CUCTEMBI 3alIUThl C Y4YETOM M3MEHEHUH B METOJIaX W CpPEJCTBaxX IepexBaTa
uHdopMaIuu, HOPMATUBHBIX  TpeOOBaHMN MO  3alIUTe, JIOCTUTHYTOTO
OTEUYECTBEHHOI'O U 3apyO0EKHOI0 OIbITA B 3TOM 00JIaCTH.

HepCOHaJILHaH OTBETCTBCHHOCTD
HpennonaraeT BO3JI0XCHHC OTBCTCTBCHHOCTH 3a oOecrieucHue

o6e3zonacHoctu [I/IlH w cuctembl ux 0OpaOOTKM Ha KaXJAOTO0 COTPYIHUKA B
mpenenax ero MoJHOMOYMNA. B COOTBETCTBUU € ATUM MPUHIIMIIOM paclpeeieHue
npaB ¥ O0S3aHHOCTEH COTPYAHHKOB CTPOUTCS TaKMM 00pa3oM, 4TOOBI B Cirydae
J1000T0 HApYIICHHWs KPYr BHUHOBHUKOB OBLT YETKO HM3BECTEH WM CBEIEH K
MUHUMYMY.

le/IHIII/Il'[ MHHHUMHU3AIINHA MOJTHOMOYMMA
O3nauaer MpCAOCTAaBJICHHUC ITOJb30BATCIISIM MUHUMAJIBHBIX IIpaB AOCTYIIa B

COOTBCTCTBHUU C HpOHSBOJICTBGHHOfI H606XO)II/IMOCTBIO, Ha OCHOBC IMPHUHIHUIIA «BCC,

YTO HE Pa3peICHO, 3aMPEIIEHOY.
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I[OCTYH K HI[H JOJDKCH IIPCHOCTABIIATLCA TOJIBKO B TOM ClIydac H O6T)CMC,
CCJIIn 3TO HGO6XOI[I/IMO COTPYAHUKY [JIsA BBIIIOJHCHUA C€ro JOJDKHOCTHBIX

00s13aHHOCTEMN.

B3aumoaeiicTBre U COTPYAHNYECTBO
[Ipennonaraer co3gaHue OJarompusITHOM aTMocdepbl B  KOJJIEKTUBAX

MOJIPA3/ICIICHUM, obecneunBaronux  gesarenbHocts  MCII/H MBOY
Hootpounnkas OOILl, mist cHMXEHHST BEPOSITHOCTH BO3ZHUKHOBEHHSI HETATUBHBIX
JEeWCTBUHN CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.

B Takoii 00CTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAaHHO COOJIO/AThH
YCTaHOBJIEHHBIE TMpaBWJIAa M  OKa3blBaTh  COJECMCTBUE B  JICSATEIBHOCTH
noApa3AeIeHU TEXHUYSCKOM 3aluThl HH()OPMAIIUH.

I'mokocTh cucremnl 3amuThl 111H
[IpuHsaTEIE MeEphl M YCTAHOBJICHHBIC CPEJICTBA 3aIllUThl, OCOOEHHO B

HaYaJIbHBIN MEPUOJI X IKCIUTyaTalliy, MOTYT 00€CTIeUrBaTh KaK Ype3MEpHBI, TaK
U HEIOCTaTOYHBIM ypOBEeHb 3amuThl. [ obecrmeueHuss BO3MOXKHOCTU
BapbUPOBAaHUS YPOBHEM 3alIMILEHHOCTH, CPEACTBA 3alIUTHl JOJDKHBI 00J1a1aTh
OMpeNIeICHHOM THOKOCThI0. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SIBISIETCS B TEX
cllydasix, KOIJla YCTaHOBKY CpEICTB 3alllUThl HEOOXOIMMO OCYIIECTBISATh Ha
paoTaroiniyro  cucreMy, HE  Hapylmas Ipolecca €€  HOPMaJbHOro
(GyHKIHOHUPOBAHUS.

OTKprTOCTb AJITOPUTMOB U MEXAaHU3MOB 3aIIIMThI
CYTB INpUHOUIIA OTKPBITOCTH AJITOPUTMOB 1 MCXaHHU3MOB 3aIIUThI COCTOUT B

TOM, YTO 3alllUTa HE JOJDKHA OOECIEeUMBATHCS TOJBKO 3a CUET CEKPETHOCTU
CTPYKTYPHOUM OpraHu3allid W airopuTMOB (YHKIMOHUPOBAHUS €€ TIOJICHCTEM.
3HaHUE AITOPUTMOB Pa0OThl CUCTEMBI 3aIUTHI HE JOJDKHO JaBaTh BO3MOXKHOCTH
ee npeoposieHus (Taxke aBropam). OgHaKo, 3TO HE O3HAYaeT, 4YTO MH(POpMAIHS O
KOHKPETHOM CHUCTEeME 3alUThI J0JKHA OBITH OOIIETOCTYITHA.

IIpocToTa NnpuMeHeHH s CPEACTB 3AIUThI
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MexaHu3Mbl 3alUTHl JTOKHBI ObITh MHTYUTHUBHO TOHSITHBI M MPOCTHI B
uCIoyib30BaHuu. [IpuMeHeHne cpelncTB 3aluThl HE JOJDKHO OBITH CBS3aHO CO
3HAHUEM CHEIUANbHBIX $3BIKOB WJIA C BBINOJHEHUEM JEUCTBUI, TpeOyIOmUX
3HAUUTEIBHBIX  JOTMIOJHUTENBHBIX  TpyAOo3aTpaT TMpu  OObIYHONM  pabote
3apETUCTPUPOBAHHBIX YCTAHOBJIECHHBIM TMOPSJIKOM TIOJIb30BaTeNCd, a TakKe He
JOJDKHO TPeOOBATh OT IMOJIH30BATEINS BBHIITOJIHCHUS PYTHHHBIX MAJTIOTMOHATHBIX MY
ornepanuii (BBOJ HECKOJIBKUX Mapoiel U UMEH U T.1.).

JloibkHa JOCTUTaThCs aBTOMATH3allMsl MaKCHUMaJIbHOTO YHCIAa JeHCTBUI

nosib3oBateneit u agmuuuctparopos UCIIIH.

Hayqﬂaﬂ 000CHOBAHHOCTb M TEXHHYECKasl Pe€aIn3yeMoOCThb
I/IH(bOpMaI_[I/IOHHLIG TCXHOJIOTUH, TCXHUYCCKUC H IPOIrpaMMHBIC CPCIACTBA,

CpelcTBa M Mepbl 3allUThl MH(GOPMALMK JOKHBI OBITh pEeaJu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKU U TEXHUKU, HAYYHO OOOCHOBAHBI C TOUKHU
3peHUs] JOCTM)KEHUS 3a/laHHOTO YPOBHsI 0€30MacHOCTH MH(OPMALUU U JOJDKHBI
COOTBETCTBOBATh YCTAHOBIIEHHBIM HOpPMamM W TpeOOBaHUSM IO O€30MaCHOCTH
IT/1H.

C3I1dx noykHa ObITh OPUEHTHUPOBAHA HA PELICHUS, BO3MOXKHBIE PUCKH IS
KOTOPBIX M MeEpbl NPOTUBOAECUCTBUS ITUM pPHUCKaM IPOLUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IIPAKTUYECKYIO ITIPOBEPKY.

Crnenuanusanus 4 npodeccuoHaIu3M
[Ipeanonaraer mpuBjiedYeHHE K pa3padOTKE CPEJCTB W peaTu3aluu Mep

3alUThl  WMH(QOpMAIMK  CHENUATIU3UPOBAHHBIX  OpraHu3aluii, Haubolee
MOATOTOBJICHHBIX K KOHKPETHOMY BHJY JI€SITEIBHOCTH IO OOECIEeUCHUIO
6e3onacHoctu [1/]H, IMEIONUX OMBIT MPAKTUYECKOW PabOThl U TOCYAAPCTBEHHYIO
JUIEH3UI0 Ha TMpaBO OKa3aHWs yclIyr B 3ToM obOmactu. Peanuzanus
aIMUHUCTPATHUBHBIX MEp M  JKCIUIyaTalus CpPEeACTB  3allUThI  JIOJKHA
OCYIIECTBISITECA MPO(HECCUOHAIBHO TMOJATOTOBJICHHBIMHU crenanuctamu MbOY

Hootpourkas OOILI.
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00513aTeILHOCTH KOHTPOJIA
[Ipeanonaraer 00s3aTENbHOCTh W CBOEBPEMEHHOCTb  BBISIBICHUS U

MPECEUEHUs TOMBITOK HAPYIICHUSI YCTAHOBJICHHBIX MpaBUi oOecTeYeHUs
oe3onacHoctu [IJ[H Ha OCHOBE HCHOJB3YEMBIX CHCTEM U CPEACTB 3alUTHI
uHQOpMAITMU TIPU  COBEPIICHCTBOBAHWU KPUTEPUEB M METOJOB  OIICHKHU
3¢ (HEKTUBHOCTH ITHX CUCTEM U CPEJICTB.

KoHTponb 3a AesTeNbHOCTBIO JIOOOT0 TMOJIb30BaTelsd, KaXKIO0ro CpeicTBa
3alIUTHl U B OTHOIICHUH JIFOOOTO OOBEKTa 3allUTHI JOKEH OCYIIESCTBISITHCA Ha
OCHOBE MPUMEHEHUS CPEACTB ONEPATUBHOTO KOHTPOJS U PETUCTPALUU U JTOJKEH
OXBaThIBaTh KaK HECAHKI[MOHUPOBAHHbIE, TAK M CAHKIIMOHUPOBAHHBIC IEHCTBUS

OJb30BaTENIEH.
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6 Mepbl, MeTOABI M CPeCTBA o0ecnedeHusi TPeOyeMoro ypoBHsi
3al[UIEHHOCTH

ObecrieueHne TpeOyeMOro YpoBHsI 3alIUIIEHHOCTH JTOIKHOCTH JOCTUTAThCSA
C UCIOJIb30BAaHUEM MEp, METOJIOB U CpeACTB Oe3omacHocTH. Bce Mepsl
obecrieuenus 6ezonacHoctu MCII/{xn moapasnenstorcs Ha:
— 3aKOHOJIaTeNbHBIE (ITPAaBOBLIC);
— MOPAJIbHO-ITUYECKUE;
— OpraHu3aloHHbIE (aIMUHUCTPATUBHbIC);
— (usnyeckue;

— TEeXHMYECKHUE (armapaTHble U MPOTPAMMHBIE).

3akoHoAaTe IbHbIE (IPAaBOBbIE) MEPbI 3ALIUThI
K npaBoBbIM MepaM 3alIUThl OTHOCATCS JCHCTBYIOIIUE B CTPaHE 3aKOHHBI,

yKa3bl 1 HOPMATUBHBIE AKTHI, perjJaMeHTUpYIoIKe npaBuia oopamenus ¢ [1/1H,
3aKPETUIIONINE TIpaBa U 00513aHHOCTH YYaCTHUKOB WH()DOPMAITMOHHBIX OTHOIIEHUN
B IIporiecce ee OOpabOTKM W UCIOIb30BaHUS, a TaKXKE YCTaHABIMBAIOIIWE
OTBETCTBEHHOCTh 3a HAPYILIEHUS OTUX MPaBWI, MPENSATCTBYS TEM CaMbIM
HEIIPaBOMEPHOMY  Hcnojb30BaHui0 IIJ[H w sBisommecs CAEpKUBAKOIIUM
(bakTOpOM JIJ1s1 IOTEHIIMAJIBHBIX HAPYIIUTEIEH.

[IpaBoBbIE  MEpBI  3alIATBI HOCAT B  OCHOBHOM  YIIPEXKJAIOLIUM,
PO HIIAKTUYECKUIN XapaKTep U TPeOYIOT MOCTOSIHHON Pa3bICHUTEIHLHON pabOThI C
MOJI30BATENSIMU M OOCITYKHUBAIOIIUM MIEPCOHATIOM CUCTEMBI.

MOpaJILHO-Z)TI/l‘IeCKI/Ie MEPbI 3allUThI
K MOPAJIBbHO-OTUYCCKHUM MEpaM OTHOCATCA HOPMbI IIOBCACHHUS, KOTOPLIC

TPAAULMOHHO CJIOKWJIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacnpocTtpanenns OBM B
CTpaHe WM oOOmecTBe. OTH HOPMBI OOJbIIEH YacThbl0 HE  SBJISIOTCS
00s3aTENbHBIMUA, KaK 3aKOHOJATENbHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJTHAKO, MX HECOOIIOJICHHE BeIeT OOBIYHO K MaJCHUI0 aBTOPUTETA, MPECTHXKa

YCJIOBCKA, I'PYHIILI JIMI[ UJIM OpTraHU3alnu. MOp&HBHO-C—)TH‘I@CKI/Ie HOPMBI OBIBAIOT
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KaK HemucaHble (HanmpuMep, OOIIepU3HaHHbIE HOPMBI YECTHOCTH, TAaTPUOTU3MA U
T.I.), TaK U MHCaHbIE, TO €CTb O()OPMIICHHBIE B HEKOTOPBI CBOJ (YCTaB) MpaBUiI
WJIY TIPEANIMCAHNMN.

MopanbHO-3TUYECKHE MEpbl 3allUThl SIBIAIOTCS NPOPUIAKTUUECKUMU HU
TpeOYIOT MOCTOSIHHOW pabOThI MO CO3/AaHUIO 3JJOPOBOTO MOPAIbHOIO KJIMMaTa B
KOJUIEKTHBAX IMOApa3AeIeHu. MOpaIBbHO-ITHUECKUE MEPBI 3alUATHl CHUXKAIOT

BCPOATHOCTb BOSHHKHOBCHHA HCTAaTHUBHbIX ,HCP'ICTBHfI CBJA3aHHBIX C YCJIIOBCUCCKHUM

(dhakTopoOM.
OpranuzannoHHble (AAMHUHUCTPATHBHBbIE) MePbI 3aIIUThI
OpranuzaniioHHbie (aAMUHUCTPATUBHBIE) MEPBHI 3alUTBl - 3TO MEPHI
OpraHU3alMOHHOTO Xapakrepa, perIaMeHTUPYIOIINE MPOLIECCHI

¢bynkunonuposanuss UCII/IH, ucnons3oBanue pecypcoB MCII/IH, nedarenbHOCTH
00CITY>KMBAIOIIETO MepCcoHaa, a TaKKe MOPSIO0K B3aUMOJICHCTBUS MOJIb30BATEICH
c UCII[n Takum oOpa3om, 4TOObI B HauOOJbIIEH CTENEHU 3aTPyIHUTH WIIH
UCKJIFOUYUTh BO3MOKHOCTh pealM3aluy yrpo3 0€30MacCHOCTH WM CHU3UTH pa3Mep
MOTEPH B CIy4ae UX peaanu3aluu.

['maBHas 1eabp aJAMUHUCTPATUBHBIX Mep — cdopmupoBaTh [lonmutuxy
nHpopmarimonHot 6e3zomacHoctu II[J[H (oTpaxkarolryr0 MOAXOABI K 3allUTe
uH(popMaIu) U 00ECTICUUTh €€ BHITIOJIHEHUE, BBIACISISI HEOOXO0IUMbIE PECYPCHI U
KOHTPOJIUPYS COCTOSIHUE JIETT.

Peanuzanms [lomutuku mnadopmarnmonnoit 6e3omacHoctu [1/In 8 MCIIIn
COCTOSIT U3 MEp aIMUHUCTPATUBHOTO YPOBHSI M OPTraHU3AIMOHHBIX (MPOIETYPHBIX)
Mep 3alIUThl UH(pOpMaIUK.

K agMuHHUCTpaTUBHOMY YpOBHIO OTHOCATCS PEIICHUSI PYKOBOJCTBA,
3aTparuBatomue aearenbHoctb UCII/IH B nienomM. OTU pelieHus 3aKperuisitoTcs B
[Tomutuke mHbOpMarmoHHoW Oe3omacHoCTH. [IpumMepoM Takux pemieHud MOTYT

OBITh:
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— TPUHATUE pelIeHUs: 0 POPMUPOBAHUU UITU NTEPECMOTPE KOMILJIEKCHON
nporpamMmbl  obecrieuenus  OezonacHoctu  IIJIH, omnpenenenue
OTBETCTBEHHBIX 32 €€ PEANN3ALHNIO;

— ¢opMynupoBaHMe €€, TOCTaHOBKAa  3ajad, OIpeAeNiCHUE
HaIpaBJIeHUI 1eaTebHOCTH B o0nactu 6e3onacHoctu [1/1H;

— NpPUHATHE PEHIeHUW 10 BONpOCaM  pealu3alud [POrpaMMbl
0e30macHOCTH, KOTOpBhIE paccMaTpuBaioTcs Ha ypoBHe MBOY
Hogotpounkas OOILI B uenom;

— olecrieueHre  HOpMaTUBHOM  (mpaBoBOM)  0a3pl  BOIPOCOB
0€30MacHOCTH U T.II.

[Tonutrka BEepXHEro ypOBHS JOJDKHA YETKO OUYEPTUTH cepy BIUSHUA U
OTpaHUYCHHUSI TIpU OmpeeneHun 1ene oezonacHoctu I1/1H, onpeaenuTs KakuMu
pecypcamu (MarepualbHble, MEPCOHAT) OHM OyAyT JOCTUTHYTHI M HaWTH
pa3yMHBIH KOMIPOMHUCC MEXIy MPUEMIIEMbIM YPOBHEM O€30MaCHOCTH U
¢dbynkunonansHOoCThI0 UCIT/IH.

Ha opraHu3allMOHHOM YpOBHE OMNPEAENAIOTCA MPOLEAYpbl M IpaBuia
JIOCTIDKEHUSI 11esiel u pemenus 3aaa4 [lomutuku nHPopMalmoHHOM 6€30macHOCTH
[1/I1. DT paBuia ONpeneIArOT:

— KakoBa 00JacTh MPUMEHEHUS ONUTUKH Oe3omacHocTu [1/1H;

— KaKOBBI POJIM U OOS3aHHOCTU JOJKHOCTHBIX JIWI, OTBEYAIOIINE 3a
MpOBeIeHHE MOMUTUKM Oe3onacHocTH I1JIH, a Tak ke UX yCTaHOBHUTH
OTBETCTBEHHOCTH;

— KTO umeer mpasa gocryna K [1/1H;

— KaKMMH M€paMu U cpelicTBamMu obecnieunBaeTcs 3amura [1/]H;

— KAaKMMH MepaMU U CpeACTBaMU OO€CleYMBAETCS KOHTPOJIb 3a
cOOJIFOICHHEM BBEJICHHOTO peKrMa O€30MTaCHOCTH.

OpFaHI/I3aHI/IOHHBIe MCPBbI OOJI2KHEI:
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— TMpeAycMaTpuBaTh  perjaMeHT HH()OPMAIMOHHBIX  OTHOILICHUM,
UCKJIFOYAIOIINX BO3MOXHOCTh HECAHKIIMOHHPOBAHHBIX JICHCTBUU B
OTHOIIIEHUH OOBEKTOB 3aIIUTHI;

— ONpeAensaTh KOUIMIMOHHBIE U UEPAPXUYECKUE NPUHLIUMNBI U METOJbI
pasrpannyeHus pocryna K [1/1H;

— ONpeAeisaTh MOPSAOK paboOThl C MPOrPAMMHO-MATEMaTUYECKUMU U
TEXHUUYECKUMH (aMMapaTHbI€) CPEACTBAMU 3AIIUTHI U KPUNTO3ALIUATHI
U JPYTUX 3allUTHBIX MEXAHU3MOB;

— opranu3oBaTh Mepbl npotuBoneiicTBuss HCJ] monb3oBarenmsamu Ha
JTamnax ayTeHTU(UKALINH, ABTOpH3AIINH, UJIeHTU(PUKAINHY,
00€eCreynBaONINX TapaHTUH peaju3allud MPaB U OTBETCTBEHHOCTU

CyOBbEKTOB HH(POPMAIMOHHBIX OTHOIICHUH.

OpraHu3aMoHHbIE MEPBI JOJDKHBI COCTOSITh U3:

— pernamenTa nocryna B nomenienust UCII/IH;

— MOPSAOK AOMYCKAa COTPYAHUKOB K MCMHOJIb30BaHUIO pecypcoB MCII/Ix
MBOY Hosotpounkas OOII;

— perjaMeHTa NpPOLECCOB BeJIEHUs 0a3 NaHHBIX U OCYILECTBICHUS
MoAU(pUKALMK HHPOPMALIMOHHBIX PECYPCOB;

— perjaMeHTa  NOpOLECCOB  OOCIHY)KMBAHHUA U OCYIIECTBICHUS
MOJIU(UKAIIUU aNMAPATHBIX U TporpaMMHubIX pecypcoB UCTI/IH;

— wuHctpykuui mnons3oBarenet MCIT[In (anmunuctpatopa WCIIH,
aaMUHUCTpaTopa 6e3omnacHoctu, oneparopa MCII/IH);

— HHCTPYKIUS IOJb30BAaTENsl MPH BO3HUKHOBEHHHM BHEHITATHBIX
CUTYaIUH.

— HMHCTPYKIUS MO pa3MeNIeHHI0, 000PYI0BaHUIO U OXpaHEe MOMEILECHUH,

rac XpaHiaTCs NEPCOHAIIBHBIC JAHHBIC, IO XPAaHCHHIO IICPCOHAJIBHBIX
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JaHHBIX Ha 6YM3.)KHI>IX HOCHUTCIIIX U ITOPAOKY pa6OTI>I HCIIOJIHUTEICH

C ICPCOHAJIBHBIMU NAHHBIMU Ha 6YMa}KHBIX HOCHUTCIIAX I/IH(bOpMaHI/II/I.

Du3znyecKue Mepbl 3alUTHI
@u3nyecKkue Mepbl 3allUThl OCHOBAHbl HAa NPUMEHEHHH Pa3HOTO pojaa

MEXaHUYECKUX, JNEKTPO- WM DJIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U
COOPY)KEHUM, CHeUalbHO TMpeAHA3HAYEHHBIX JJIA CO3JaHus  (DUIUYECKUX
MPEMATCTBUM Ha BO3MOXKHBIX IYTSIX MPOHUKHOBEHUS M JOCTyNa IMOTECHIIMATbHBIX
HapyIlIUTENIe K KOMIIOHEHTaM CHUCTEMBbl W 3allUIaeMoil MH(OpMalMM, a TaKxKe
TEXHUYECKUX CPEACTB BHU3YyaIbHOTO HAOMIOAEHUS, CBS3M U  OXpaHHOU
CUTHAIU3ALUH.

dusnueckass 3amuTa 3JaHUNA, TOMEIIEHUH, OOBEKTOB M  CPEACTB
uH(popmMaTH3aunun JOJKHA OCYILECTBIISATHCA IyTeEM YCTaHOBJICHUS
COOTBETCTBYIOIMX IOCTOB OXpPaHbI, C IOMOIIBI0O TEXHUYECKUX CPEICTB OXPAHbI
WK JIIOOBIMH JAPYTUMHU CIIOCOOaMU, MPENOTBPALIAIONIMMHU WM CYIIECTBEHHO
3aTPYAHSAIONIMMA ITPOHUKHOBEHUE B 3JaHWE, NOMEUIEHUsS IMOCTOPOHHUX JIWII,
XMIleHHe HWH(GOPMALMOHHBIX HOCUTENEHW, CaMUX CpPEICTB HH(OpMaTHU3alNH,
VCKIIIOYAIOIIMMHM HAXOXKJIEHUE BHYTPH KOHTPOJIUPYEeMOH (OXpaHsSeMO#) 30HbI

TEXHUYCCKUX CPCACTB Pa3BCAKU.

AnmnapatHo-nporpamMmMHusbie cpeacrsa 3amuTel I1/1n
TexHuueckue (anmapaTHO-IPOrpaMMHBIE) MEpbl 3allUThl OCHOBAaHBI Ha

WCITOJIb30BAaHUHN PA3JIMYHBIX JIEKTPOHHBIX YCTPONCTB M CIHEIUATBHBIX MPOTPamMM,
Bxoasuux B coctaB MCII/IH 1 BRIMOJHSIOMUX (CAMOCTOSITETLHO MU B KOMIUIEKCE
C IPYTUMU cpeAcTBaMu) (PYHKIIMH 3amUThl (MACHTU(DUKAINIO U ayTeHTU(DUKAIINTO
MOJIB30BATEIICH, pa3TpaHUYCHUE JOCTYyIa K pecypcaM, PErduCTpaluio COOBITHH,

Kpunrorpadguueckoe 3aKpbiTie nHPOpMAIUU U T.1.).
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C yuetoM Bcex TpeOoBaHUM U MPUHIMIIOB obecnieuenus 0e3onacHoctu [1/1n
B MCII/IH mo BceM HaIpaBJICHHSM 3alIUThl B COCTAB CUCTEMBI 3aLIUTHI JOJKHBI
OBITh BKJIFOUEHBI CJICTYIOIINUE CPEICTBA:

— cpenctBa ujaeHTHUKAIMKA  (OMO3HABaHMSA) W ayTCHTU(DUKAIIUH
(moaTBepkACHUS MOAIMHHOCTH) noJib3oBateneit MCII/IH;

— CcpexacTBa pasrpaHu4eHUs JocTyna 3apEeruCTPUPOBAHHBIX
noib3oBateneil cuctemsl Kk pecypcam UCITIn MBOY HooTtpouiikas
OO,

— cpenctBa o0eCEUYeHUsT U KOHTPOJIS IIEJIOCTHOCTU TMPOTPAMMHBIX U
MH(})OPMAIIMOHHBIX PECYPCOB;

— CpeAcCTBa ONEPATUBHOTO KOHTPOJST U  PETUCTpAIM  COOBITUM
0e30I1aCHOCTH;

— Kpunrorpaduueckue cpeactsa 3amutsl [1/1H.

VYcnemHoe NPpUMEHEHUE TEXHUYECKUX CpPEICTB 3allUThl HAa OCHOBAHUU
MNPUHUUINOB (pa3nes 5) MpeArnoJiaraeT, 4To BBIIOJIHEHUE NEPEUYUCICHHBIX HUXKE
TpeOOBaHMUI O0ECIEYeHO OPraHMU3allMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpaMU U
UCIIOJIb3yeMbIMU (PU3NYECKUMHU CPEACTBAMU 3AIIUTHI:

— obecrnieueHa gusnueckas 11e10cTHOCTh Bcex komnoHeHT UCII/IH;

— Kaxaeli  corpyaHuk (momw3zoBatens MCIIJIH) wnu  rpynma
MOJIb30BATENIE WMEET YHUKAIbHOE CHCTEMHOE UM W MUHHMAJIbHO
HEOOXOMUMbIC JUIsl BBIMIOJHEHUS WM CBOUX (DYHKIIMOHAJIBHBIX
00s13aHHOCTEM MOJIHOMOYHS T10 IOCTYITY K pecypcaM CUCTEMBI;

— B UCIIJIln MBOY Hosotpoutnkas OOIIl paspaborka u oTiagka
nporpaMmm  ocymectisiercs  3a  npenenamu  UCI[JIn, Ha
UCIIBITATENILHBIX CTEHAAX;

— BCE W3MEHECHHMS KOH(UTypaluu TEXHUYECKHMX ¢ MPOrPaMMHBIX

cpeacts UCII[IH npou3BOASTCA CTPOrO YCTAHOBIICHHBIM IMOPSIKOM
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(perucTpupyroTcsi M KOHTPOJHMPYIOTCSI) TOJBKO Ha OCHOBAaHUU
pacniopsbxenui pykoBojictea MBOY Hootpoutkas OOILI,

CETEBOE o0opynoBaHue (KOHLIEHTPATOPHI, KOMMYTaTOpBHlI,
MapIIPyTU3aTOPHI U T.I1.) PAcIojaraeTcsi B MeCTax, HeTOCTYITHBIX JIs
IOCTOPOHHUX (CIeNHaIbHbIX TOMEUICHUSIX, Kadax, U T.I1.);
cnequanucramu - MBOY  Hoorpounkas OOl  ocymecTBisieTcs
HENpPEpPHIBHOE  yMOpaBICHUE U  aAMHUHHCTpaTHBHAas  MOJJIEPIKKa

(GYHKIIMOHUPOBAHUS CPEJICTB 3AIIUTHI.
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7 Konrpoas 3¢pdexrusnocru C3IIH

Koutpons sddextuBnoctn  C3II[Jn  gomxeH  ocymiecTBiseTcss Ha
nepuoanueckoil  ocHoBe. llenpto  KOHTpons  3PPEKTUBHOCTH  SIBISETCA
CBOCBPEMEHHOE  BBISIBJICHHE  HEHaIexkammx pexumMoB pabotel  C3IIH
(oTKJIIOUEHHE CPENCTB 3alIUTHI, HAapyLICHUE PEKUMOB 3aIIUTHI,
HECAHKIIMOHUPOBAHHOE M3MEHEHUE peXUMa 3alMThl W T.OI.), a TakK
IIPOTHO3UPOBAHUE W  IPEBEHTHUBHOE pPEarupoBaHUE HAa HOBBIE  yIPO3bI
oe3omacuoctH I11/1H.

KoHTposib MOXET NpOBOAUTHCS KaK aJIMHHHCTpAaTOpaMu Oe30MacHOCTH
HUCIIIln  (omepaTUBHBI  KOHTpPOJb B  TIpolecce  HUHPOPMAIMOHHOTO
B3aumojielicteust B MCIIJIH), Tak ¥ TOpUBJIEKAEMbIMH JJIsi JTOM LENHU
KOMIICTEHTHBIMA ~ OpPraHU3alMsIMU, HMEIOIMMU JIMLIEH3WI0 Ha J3TOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum m @Cb Poccum B mpemenax ux
KOMIICTCHIIWH.

KoHTposb MOXKET OCYHIECTBISTHCS aAMUHUCTPATOPOM O€30MAaCHOCTH KaK C
MOMOIIIbI0 IITAaTHBIX CPEACTB CUCTeMbl 3amuTtbl [IJ][H, Tak W C MOOMOUIBIO
CIIELIMAJIbHBIX [TPOIPAMMHBIX CPEICTB KOHTPOJIS.

Ouenka 3¢ dhextuBHOCTH Mep 3amuThl [1JIH TPOBOAUTCS € UCTIOIB30BAHUEM
TEXHUYECKUX W NPOTPAMMHBIX CpPEICTB KOHTPOJS Ha MPEAMET COOTBETCTBHUSA

YCTAaHOBJICHHBIM Tpe6OBaHI/I${M.
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8 Cdepsl oTBeTcTBeHHOCTH 32 Oe3omacHOCTh I1/IH

OTBETCTBEHHBIM 3a pPa3padOTKy Mep M KOHTPOJb HaJ 0OecredeHUueEM
0e30MacHOCTH  MEPCOHANIBHBIX  JIAHHBIX  fABJsSIETCsl  pykoBoAcTBO  MBOY
Hosotpounkas OOILl. PykoBoauTesnb MOXET AEIETHPOBATh YacTh MOJHOMOYHUMN
1o o0ecreyeHn o 6€30NaCHOCTH NMEPCOHATBHBIX TaHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOIMUTENS  BKJIIOYAET  CIEIYIOLIUE
HarpaBieHus o0ecrieueHus 6ezonacHoctu [1J[H:

— IlnanupoBanue W peanuzanus Mep MO OOECHEUYEHHIO 0€30MacCHOCTHU
BVILH

— Amnanus yrpo3 6e3onacHoctu [1/1H;

— Pa3paboTky, BHeApeHHE, KOHTPOJb HUCIOJHEHHUS W MOAJACpPKAHUE B
aKTyaJlbHOM  COCTOSSHUM  TOJMUTUK, PYKOBOJICTB, KOHLEIIIHH,
MpOILEAYp, PETIaMEHTOB, MHCTPYKIMI U APYrUX OpraHU3allMOHHBIX
JIOKYMEHTOB M0 00€eCIeueHUI0 OE30MIacHOCTH;

— OO06yuenue n uHbopmupoBanue noisb3oBarenein MCII/IH, o mopsake
pab6otsl ¢ [1JIH u cpencTBamu 3alUThHI;

— IlpenorBpaienue, BBISBIECHUE, pPEArupoBaHUE U pacciieJOBaHUE
HapyuieHui 6e3onacHoctu [1JH.

[Ipyn B3anMOAENCTBUM CO CTOPOHHMMH OPTaHU3ALMSIMH B Clydasix, KOrja
COTPYJHUKAM ATUX OpraHu3alui MpeaoCTaBIsCTCS JOCTYI K OOBEKTaM 3alllUThl
(pazmen 3), ¢ ATUMHU OpraHM3aAIUsIMU JODKHO OBITh 3aKkimoueHo «CorjamieHue o
KoH(puaeHuuanpHocTny», Jmbo  «CornameHue O  COOJIOJEHUM  pPeKUMa
oe3onacuoctu [1JIn npu BeimonHenuu padotr B MCII[Ia». [ToarotoBka TUMOBBIX

BAPUAHTOB 3TUX COIJalleHui ocyiiecTBisiercs opuctamu MBOY HoBoTpouiikas

OOILL.
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9 Mopeanb HapymuTest 6€30MacCHOCTH

[Ton wapymmrenem B MBOY Hoorpouukas OOIL nonumaercs auio,
KOTOPOE€ B PE3YJbTATE€ YMBIIUICHHBIX WM HEYMBIIUICHHBIX JEUCTBUNA MOKET
HAHECTH yIepO 00bEKTaM 3allUTHI.

Bce Hapymurenu nensTcs Ha ABE TPYIIIIbL:

— BHEIIHUE HapylmuTenu — (U3MYECKUE JIMIA, HE WMEIOIIHUE IpaBa
npeObIBaHUSI HA TEPPUTOPUH KOHTPOJIUPYEMOM 30HBI, B Mpeaenax
KoTtopoil pasmemtaercs obopynoBanue MCII/IH, a Tak ke XpaHSATCS
IT/Iz Ha OyMaXHBIX HOCHTEIISIX;

— BHYTPECHHHUE HapylmuTenu — (Qu3nyueckue Juila, UMEIOIUE MpPaBo
npeObIBaHUSI HA TEPPUTOPUH KOHTPOJIUPYEMOU 30HBI, B Mpeaenax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/TH Ha OyMa)XXHBIX HOCUTEIISIX.

Knaccudukanus  HapymmwuTeneid mpenacraBieHa B Mogenn  yrpos

0e301acCHOCTH IICPCOHAJIBHBIX TaHHbIX.
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10 Moaeanb yrpo3 6€30nacHOCTH

Hnsa UCIIn MBOY Hosotpounikas OOIIl BeimenstoTcs cieayromme
OCHOBHBIE KaT€TOPUHU yTpo3 O€30MaCHOCTH MEPCOHATBHBIX JAHHbBIX:

— YTpO3bl OT YTEUKH [0 TEXHUYECKUM KaHAJIAM.

— YTpo3bl HECAHKIIMOHUPOBAHHOIO JIOCTyNa K UH(GOPMAIUH.

— Yrpo3bl yHUUTOXEHUS, XulleHus annapaTHeix cpeacts UCII/IH Hocutenen
uHdopmaluu nyrem gusznyeckoro goctyna k anementam UCIIIH.

— VYrpo3bl  XWIIEHUS,  HECAHKIIMOHMPOBAHHOM  MoAMUKAIUU  WIH
OyiokupoBaHuss HHGOPMAIMU 32 CYET HECAHKIMOHMPOBAHHOTO JOCTyIa
(HCH) c mpumeHeHueM MporpaMMHO-annapaTHbIX U MPOrpaMMHBIX CPEACTB
(B TOM 4MCIIe MPOrPaMMHO-MaTeMaTHYECKUX BO3ACHCTBHI).

— YTpo3pl HE IPEIHAMEPEHHBIX JICUCTBUM IMOJB30BATENIE W HAPYLICHUU
oe3onacnoctu yukimonupoBanus MCIIJIn u C3II/IH B ee cocraBe u3-3a
cOO€B B MpOrpaMMHOM OOECIIEYEHHUH, a TaKXKe OT YyIpo3 HEAaHTPOIIOTEHHOTO
(cooeB  ammaparypsl ~ W3-3a  HCHQJCKHOCTH  DJIEMEHTOB,  cOOeB
AJIEKTPOIUTAHUS) U CTUXUUHOTO (YJapOB MOJIHUM, IOXKAPOB, HABOJAHEHUHN U
T.I1.) XapakTepa.

— YTpo3sl NpeAHAMEPEHHBIX AECHCTBUNA BHYTPEHHUX HAPYIIUTEIEH.

- erosbl HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA 11O KaHaJIaM CBA3HU.

Ornucanue yrpo3, BEpOSTHOCTh UX pealii3alliy, OMaCHOCTh U aKTyaJbHOCTb

npcacTaBJICHbI B ((MOI[GJ'II/I yIrpos 0e3011acHOCTH IICPCOHAJIBHBIX OAaHHBIX B

NCITqn».
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11  Mexanu3m peanusauuu Ilosioxxennst

Peanuzanua  IlonoxkeHus  NODKHA ~ OCYWIECTBIATBCA  HA  OCHOBE
MEPCIEKTUBHBIX MPOrPAMM H IIJIAHOB, KOTOPBIE COCTABJISIIOTCS HA OCHOBAaHUU U BO
WCIIOJTHEHUE:

— (denepaspbHBIX 3aKOHOB B 00JacTh obecrieueHus WH(POpMAIMOHHOM
0€30MacHOCTH U 3aIUThl HH(GOPMAITUH;

— mnocra”oBieHul [IpaBurensctBa Poccniickon @enepanny;

— PYKOBOJSIIUX, OpraHU3aIMOHHO-PACTIOPSIAUTEIHHBIX u
Merogudyeckux nokyMeHToB @®CTIOK Poccuu;

— mnotpedbnocteit MCII/In B cpencrBax oOecredeHus OE30MaCHOCTH

uH(popmanuu.
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12 Tlopsiaok padoThl ¢ NEPCOHAIbHBIMY JAHHBIMU COTPYAHMKOB

Oo6s13anHOCTH padoToaaTeJis

B nemsx ucnonHeHus: TpeboBaHMiA 3akoHOAATeNbcTBa PD mpm oOpaboTke
NEPCOHANIbHBIX JAHHBIX, BCE PAOOTHUKU YUYPEXKICHUS JOJDKHBI HCIOIHAThH
YCTaHOBJICHHBIN NOPSAJIOK PaOOTHI:

PaboTta ¢ mepcoHanbHBIMM AaHHBIMH PAa0OTHHKOB JOJDKHA HE HapyllaTh
TpeOoBaHMil 3akoHojaTenbcTBa PX® W JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3allid, U JI0JKHA ObITh HETIOCPEACTBEHHO CBs3aHa C OCYLIECTBIEHUEM UMH
CBOMX TPYAOBBIX (QYHKIUH.

[Ipu c6ope n 006paboTKe MEPCOHANBHBIX JIaHHBIX paOOTHHKA paboToaaTENb
Homxen pykoBoactBoBatecss Konctutynmen P®, TpynoBeim koxekcom PO u
UHBIMU (heJIepaTbHbIMU 3aKOHAMHU.

[lepcoHasibHblE JaHHBbIE PAOOTHUKOB JAOJDKHBI OBITH MOJYYEHBI TOJIBKO
HENOCPEACTBEHHO y Hero. Ecnu st o0pabOTKM €ro JaHHBIX WM MX MOJTYYeHHs
OPUBJIEKAECTCA TPETbU JIMLA, TO PaOOTHUK JOJDKEH JaTh IpeABapUTEIbHOE
NUCbMEHHOE coracue Ha 3T0. OJIHOBPEMEHHO paOOTHUK JOJKEH ObITh
YBEIOMJIEH O ILeJisiX cOopa MHGOpMallMU, UCTOUYHUKAX €€ IMOJIyuyeHUs, a TaKKe O
MOCJIEICTBUSX OTKa3a OT MPEJOCTABICHHUS NUCBMEHHOIO corjacus Ha cOop
uH(popManuu.

[lepconanbHble NaHHBIE PAOOTHUKA O €ro MOJUTHYECKHUX, PEIUTHO3HBIX U
UHBIX YOEXKJEHUAX, YaCTHOM KM3HU, a TAKXKE WICHCTBE B OOLIECTBEHHBIX W
npo(COIO3HBIX OPTaHU3ALMAX HE MOJUIekKAT cOOpPY OpraHu3aluel, eciu WHOE He
PELYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TNEepCOHANIBHBIX JaHHBIX paOOTHUKA JOJKHA OO0eCreYrBaThCA

IIOJIHOCTBIO 3a CUCT pa6OTOI[aT€J'I$I.
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VYupexneHue npu npueme Ha paldoTy, a TakKe HpU JIFOObIX U3MEHEHMSIX
npaBwil pabOTHl C MEPCOHAIBHBIMU JAaHHBIMU OOS3aHO MUCHbMEHHO 3HAKOMUTH C
HUMH BCEX paOOTHUKOB.

VYupexneHne He UMeeT NMPaBo NMPUHYXKAATh PAOOTHUKOB K OTKa3y OT CBOMUX

IIPaB Ha 3alIUTy NEPCOHAIBHBIX TAHHBIX.

Oo6s13aHHOCTH pa0OTHHKA
PaboTHuK 00s13aH:
[lepenate paboTomarento BCE MEPCOHATbHBIE JaHHBIE, YKa3aHHbIC B
COOTBETCTBYIOIIUX IOKYMEHTAX.
B ycraHOBIEHHBI MpaBWIaMH CPOK cooOwaTe paboTtojaTento 00

HN3MCHCHHUHU CBOUX IICPCOHAJIBHBIX JTaHHBIX.

Ilepenaya nepcoHAJbHBIX JaHHBIX

IIpu ocymecTBIeHHH TIepeadd  IEePCOHAIBHBIX JAaHHBIX PaOOTHHKOB
TPETHUM JiullaM paboToaaTeb 00sI3aH:

HE COoOOIIaTh MEPCOHANIbHBIC JaHHBIE 0€3 TOJYYEHHOIO0 MHUCHMEHHOTO
corjlacusi pabOTHHKA, KpOME CITydaeB, KOIJIa Takue OOS3aHHOCTH YCTaHOBIICHBI
3aKOHOJATEIHLCTBOM;

HE TIepefaBaTh IMEPCOHAJBHBIC JaHHBIC PAaOOTHUKA JJISI MCIIOJIL30BaHUS B
KOMMEPUYECKUX ISTIAX;

TpeOOBATh OT TPETHUX JIMII COOJTIOICHUS TIPABUI PaObOTHI ¢ MEPCOHATBHBIMH
JAHHBIMM, a TakXKe  TNPEJOCTABICHUS  MHCBMCHHOTO  ITOATBEPKICHUS
WCITOJIb30BAHUSI  TICPCOHATBHBIX JIAHHBIX B TOPSIKE, MPEAYCMOTPEHHBIX

HaCTOAIIKUM IIOJIOKCHUEM O 3allIUTC IICPCOHAJIBbHBIX JaHHBIX
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JaBaTh JIOCTYNl K TEpPCOHAIbHBIM JAHHBIM TOJBKO JIMIAM, HMEIOIINM
COOTBETCTBYIOIIUNA JOMYCK M HCIOJB3YIOMUX HX TOJBKO JUIsl BBITOJIHEHHUS
KOHKPETHBIX MOJTHOMOYHIA,

He ucTpeOoBaTh HMH(OPMALMIO O COCTOSIHUM 370pOBbS pa0OTHHKA, 3a
WCKJIIOYEHUEM JaHHBIX, KOTOPbIE MOTYT MOBJIMATH HAa HMCHOJHEHHE PAOOTHHUKOM

CBOUX TPYJOBBIX O0S3aHHOCTEH.

3ammTa nepcoHaJNbHBIX JAHHBIX Pa0OTHHKA

B pamkax peanuzaiuu NyHKTOB Hacrtosilero IlonoxkeHust o 3amure
MEPCOHANIBHBIX JTAHHBIX PA0OOTHUKOB, PYKOBOJAUTENb YUPEKICHUS U3/1A€T MPUKA3 O
HAa3HAYEHUU JIMIa, OTBETCTBEHHOTO 3a COOJIOJICHUE TOpsiiKa padoThl ¢
NEePCOHANILHBIMU JaHHBIMH PaOOTHHKOB, HA KOTOPOM JieXkKaT BCE OOSI3aHHOCTH TIO
oOecrieueHnt0 KOHGUACHIIMATBHOCTH MOTYUYEHHBIX TAHHBIX, a TAKKE OpraHu3aIiu
paboThI C HUMH.

[lepenaua mHbOpMAIK TPOUCXOAUT TOJBKO B MHUCHMEHHOM BHJIE. 3aIlpocC
JIOJDKEH OBITh CACTaH B MHCHbMEHHOM BHJIC C YKa3aHHEM BCEX PEKBU3WUTOB JIUIIA,
3anpamuBaroniero uHpopmamuio. OTBET NOMKEH OBITH ClellaH Ha (PUPMEHHOM
OJlaHKe Y4YpEeKICHHUS] M OTIpaBIeH JHMOO KyphepCKOW ciyk00#, MO0 3aKa3HbIM
MTUCHEMOM.

Bce mosnyuyenHble nepcoHaNbHBIC JaHHBIC JOJKHBI XPAaHUTHCS B MECTE,
MCKJTIOYAIOIIEM HECAHKITMOHUPOBAHHBIX JIOCTYT TPETHUX JIUII.

OJIEKTPOHHBIC HOCUTENW UWH(OpMalMM, [TODKHBI OBITh  3alIUIIECHBI

KpUNTOrpaduuecKuMH CpeICTBAMHU 3aIUTH HHHOPMAIIHH.
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OTBeTCTBEHHOCTH 3a pa3rJjiamenue HHGOpMALUH, CB3aHHOM ¢

NNEPCOHAJIBbHBIMHA JAHHBIMHA paﬁoTHI/IKa

JIvua, npu3HaHHBIE BUHOBHBIMU B HapyLIEHHMM TpPeOOBAHWN HACTOSILETO
[TonoxeHuss 0 3allUTE MEPCOHAIBHBIX JAHHBIX PAOOTHUKOM MPUBJIEKAKOTCS K
JVCHUIUIMHAPHOW, aJIMWHUCTPATUBHOW, TI'PaXIAHCKO-IIPABOBOM M YI'OJIOBHOM
OTBETCTBEHHOCTH, B IOPSAJAKE IIPEAYCMOTPEHHOM 3aKOHOAATENbCTBOM PD u

JIOKaJIbHBIMHX HOPMATHBHBIMHU dKTaMHU.
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13  Ilopsiaok padoThl ¢ NEPCOHAIbHBIMU JAHHBIMHU 00CTYKHUBAEMbIX
rpax;aan

Iopsinok mosryuyeHus1 1 0OPaOOTKH NMEPCOHAIBHBIX TaHHBIX
00C/Iy’KMBAEMbIX I'PAXKIAH

[lon  oOpabGotkoit  I[I/lH  moHMMaeTcs  TOJNyuyeHUE,  XPAaHEHUE,
KOMOMHUpOBaHUE, Tepelaya Wik JII000€ Ipyroe MCHOJb30BaHUE MEPCOHATBHBIX
JAHHBIX 00CITYKMBAEMBbIX FPAXK/IaH.

Pabota ¢ nepcoHanbHBIMU JTAaHHBIMH OOCITY>KMBA€MBIX IpakJaH JOJKHA HE
HapymaTh TpeOoBaHUi 3aKoHOMaTeabcTBa PD 1 joKanbHBIX HOPMATHUBHBIX aKTOB
OpraHU3aluu.

Hcnonb3oBaHre MepCOHATbHBIX JAHHBIX BO3MOKHO TOJIBKO B COOTBETCTBUU
C UEIsIMHU, ONMPEACIMBIIMMU HX MOJydeHHe. llepcoHalbHbIE TaHHBIE HE MOTYT
OBITh UCIIOIB30BAaHBI B LIEJISIX TPUUMHEHUS UMYIIIECTBEHHOTO U MOPAJIbHOTO Bpe/a
rpakjaaHaM, 3aTPyJHEHMs peald3ali TpaB U cBoOOa rpaxiaaH Poccuiickoit
dbenepanum.

[Topsimox 00pabOTKM MEPCOHABHBIX JAHHBIX Ha OyMa)XHbIX MaTEpPUATbHBIX
HOCHUTENISIX perjaMeHTupoBaH «MHCTpyKMed MO  XpaHEHUIO MEePCOHATBHBIX
JJAHHBIX Ha OyMaXHbIX HOCUTENIIX U TMOPSAAKY pabOThl HCIOJHUTENICH C
NEPCOHANBHBIMU  JTAHHBIMH  HAa  OYMaXXHBIX  HOCHUTENAX  HWH(POPMALUN,
YTBEPKAECHHOU PYKOBOIUTEIIEM.

O6paboTtka NepPCOHATBHBIX JAHHBIX B aBTOMATU3UPOBAHHBIX
WH(OPMAITMOHHBIX CUCTEMaX OCYIIECTBIIACTCS HA OCHOBAHUU PsIa YTBEP>KIECHHBIX
PYKOBOJUTENIEM WHCTPYKIIMNA, PErIaMEHTUPYIONIUX O00pabOTKy TMepCOHATBHBIX

nanubix B UCIT/IH.
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JocTyn K NepcoHAJBHBIM JAHHBIM

BHyTpeHHuii poctyn (DOCTyn BHYTPUM OpraHU3alyd) OIpPeAesaeTcs
HNEPEYHEM JIML, UMEIOIUX JOCTYI K MEPCOHAIBHBIM JaHHBIM OOCIYKHBAaEMbIX
TpaKJaH, ONPEAEISIETCS NPUKA30M PYKOBOIUTES.

Buemnuit goctym:

K 4umcay MaccoBelIXx NOTpeOMUTENEHl MEPCOHAIBHBIX JaHHBIX  BHE
OpraHu3allid MO>XHO OTHECTH TOCYHapCTBEHHBbIE (DYHKIIMOHAJIBHBIE CTPYKTYpPHI:
HAJIOTOBBIE HWHCIIEKIIMM, IPaBOOXPAHUTEIIBHBIE OpraHbl, OPraHbl CTATHCTHKM,
BOCHKOMATBI, OpraHbl COLHUAJIBHOIO CTPAaXxOBAaHUSA, IE€HCHUOHHBIE (OHIHI,
NO/Ipa3/ieNIeHUs MyHUIIMIIAIbHBIX OPraHOB YIIPaBJICHUS;

Han3opHo-KOHTpOJIbHBIE OpPTaHbl UMEIOT JAOCTYIl K MH(GOpPMAIUU TOJIBKO B

chepe cBoei KOMIIETECHIINH.

IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTH CYy0ObEKTA NMEPCOHAIBHBIX
JaHHBIX

3aKkperieHue MpaB CyObEKTOB NEPCOHATBHBIX JAHHBIX, PETJIAMEHTUPYIOIINX
3alUTy €ro MEepCOHANbHBIX JAHHBIX, OOECHEYMBAET COXPAHHOCTH IOJHOM U
TOYHOU MH(OPMAITUU O HEM.

B 1mensx 3ammThl MEepPCOHANBHBIX JAHHBIX KOHTPAreHThl  (3aKOHHbBIE
IIPEICTABUTENIN) UMEIOT MPABO:

- TpeOOBaTh HCKJIIOUEHHUS WJIM HCIPABJICHUS HEBEPHBIX WU HEMOIHbBIX
NIEPCOHANIbHBIX TAHHBIX, CBOOOHBIN OECIIaTHBIN AOCTYN K CBOMM MEPCOHATBHBIM
JAHHBIM, BKJIKOYas MPaBO Ha IOJyYEHHE KOIHMHM HOBOM 3aIlMCH, COJEpKallen
NIEPCOHAIIbHBIE JIaHHBIE;

- ONpPENENATh CBOMX MPEACTABUTENEH JUIS 3alIMTBhl CBOMX MEPCOHAIBHBIX

JTAaHHBIX HA COXPAHEHHUE U 3AIIUTY CBOCH JINYHOU TalHBI.
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IIpaBa 00A13aHHOCTH M OTBETCTBEHHOCTH ONEPATOPA MEPCOHATIBLHBIX
JAHHBIX

[lepconasibHasi OTBETCTBEHHOCTh - OJHO U3 TJABHBIX TpeOOBAaHUN K
opraHu3anuu (yHKIMOHUPOBAHUSI CUCTEMbI 3aIIUTHI IEPCOHATILHON UH(pOPMALINH
u o0s3aTeNbHOE yCeiioBHUEe obecieueHrst 3PPEKTHBHOCTH 3TON CHCTEMBI.

Opunnueckne u ¢Gu3MUEeCKue JHUIA, B COOTBETCTBUH CO CBOWMH
MOJIHOMOYMSIMU BJIQJICIONIME O Tpak/laHax MOJyYalolle M HMCHOJB3YIOIIUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBUM C 3aKOHOJIATEILCTBOM Poccuiickou
denepaniiid  3a HapyIIEHHE peXUMa 3allUThl, OO0paOOTKM W  TOpsIKa
HCITIOJIb30BAHUS ATOM UH(POPMAIIUH.

PykoBoguTenb, paspemiarommii  JOCTYI COTPYIHHKAa K JOKYMEHTY,
coJlepKallleMy TIEPCOHANbHBIE CBEJACHHUS OOCITYKMBAEMbIX TpaXklaH, HECEeT
MIEPCOHAIIbHYIO OTBETCTBEHHOCTH 32 JJAHHOE pa3pelicHue.

Kaxxnpiii coTpyaHUK OpraHu3alliy, MOJydYaromuid ajis paboThl JOKYMEHT,
coJlep Kalluii TIePCOHATbHBIE JaHHBIE HECET €IUHOJMYHYIO OTBETCTBEHHOCTH 3a
COXPaHHOCTh HOCUTENSA ¥ KOH(PUICHITNATHLHOCTh HHPOPMAIIHH.

Jlomyck K TepCOHAIIbHBIM JTaHHBIM OOCITY>KHBAEMBIX TpaxaaH (3aKOHHBIX
MPEACTaBUTENICH) JAPYTMX  COTPYIHHMKOB  paboTojaTens, HE  HMEIOINUX
HaJJIeKaImM 00pa3omM o(pOpMIIEHHOTO A0CTYIIa, 3alpeIacTcs.

[lepenaya (0OMeH U T.1I.) IEPCOHAIBHBIX JAHHBIX MEX]Y MOApPa3ACICHUIMHU
OCYIICCTBIISETCS TOJBKO MEXAY COTPYAHUKAMH, WMEIONIUMH JOCTYIl K
MIEPCOHAJILHBIM JaHHBIM 00CITY)KMBA€MbIX TPaK]IaH.

3a HEWCTNOJHEHWE WIM HEHa/JIeXkallee HCIOJHEHHE PaObOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HEro OO0sS3aHHOCTEW MO COOJIOJCHUIO YCTAaHOBJICHHOTO
nopsijika padoThl CO CBEJEHUSMH KOH(DHICHIIMATILHOTO XapakTepa paboTonaTesh
BIIpaBE MPUMEHATH NpeaycMOTpeHHble TpynoBeiM KomekcoM AUCITUIUTMHAPHBIE

B3bICKaHMHAI.
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14  Oxupaemplii 3¢ dext oT peannzanuu [lonoxenns

Peammzanus [Tomoxenus 6e3onacuoctu I1/{x 8 UCII/IH mo3BomuT:

— OLICHUTh cocTossHue Oe3omacHocTu uHbopmarnuu WMCIIH, BBISIBUTH
WCTOYHWKH BHYTPEHHUX ¥ BHEIIHUX YIpo3 HH(POPMAIMOHHOM
0e30macHOCTH, ONpEeIeIUTh MPUOPUTETHBIC HaIpaBJICHUS
MPEIOTBPAICHHUS, OTPAXKECHUS U HEUTPAIIM3ALIUU ITUX YTPO3;

— pa3paboTaTth pacHnopsiAUTENbHBIE W  HOPMATHUBHO-METOJUYECKUE
NOKyMeHTBI TpuMeHuTeNnbHO K UCII/IH;

— mpoBecTH kiaccudukanuio u ceprudukanuto MCIIH;

— TMPOBECTH OPraHU3AIMOHHO-PEKUMHBIC U TEXHUUYECKHUE MEPONPUATHS
1o o6ecneuenuto 6ezomacuoctu I1ua B UCITH;

— o0ecreuynTh HEOOXOAWMBIA YpPOBEHb 0€30MacHOCTH  OOBEKTOB
3alUTHI;

— pa3paboTath  METOAMYECKHUE  JIOKYMEHThI MO  pa3MElICHHUIO,
000pyIOBaHUIO U OXpaHE MOMEIICHUH, T/Ie XPaHATCS MEPCOHAIbHBIC
JTaHHbIE, 10  XPAHCHUIO TIEPCOHANBHBIX JIAHHBIX Ha OyMa)KHBIX
HOCUTENSAX W TMOPSAIKY paOOThl HUCIOIHUTENIEH € MNEPCOHATBHBIMU

JAHHBIMU Ha OyMa)KHBIX HOCUTEISX MH(POPMALIHH.

OcymiecTBiieHHE JTUX MEPONPUITHI 00€CHeUYuT CO3JaHue EIUHOM,
I[EJIOCTHOM M CKOOPAMHUPOBAHHOMW CHCTEMbl MHGOPMAIIMOHHON 0€30MacHOCTH U

CO3JacCT yCJIOBHU:A OJIA €€ JaJIbHEMIIIETO COBCPIICHCTBOBAHMUA.
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15 CIHCOK MCII0JIb30BAHHBIX HCTOYHNUKOB

OCHOBHBIMU HOPMATHUBHO-NPABOBBIMH " METOAUYeCKUMHM
JOKYMEHTAMH, HA KOTOPBbIX 0asupyercs HacTosmee Iloy10:keHne ABIAAOTCH:

®enepanbHbiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHalIbHBIX
naHHbeIX» (manee — D3 «O mnepcoHANbHBIX JAHHBIX)»), YCTaHABIMBAIOIIUN
OCHOBHBIC TMPUHIMUIILI W YyciaoBus o00paboTtku IIJIH, mpaBa, oOs3aHHOCTH W
OTBETCTBEHHOCTh YYACTHUKOB OTHOIIICHUM, CBSI3aHHBIX ¢ 00paboTkoii [1/]H.

«TpeboBaHusi K 3alIMTEe MEPCOHANBHBIX JAHHBIX MPU HX 00pabOTKEe B
MHQOPMAIIMOHHBIX ~ CHUCTEMax  MEPCOHAIBHBIX  JAHHBIX»,  YTBEPXKICHBI
[Toctanosnenuem IlpaBurenscrBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenne 00 0OCOOEHHOCTSIX OOpabOTKM TEPCOHAIBHBIX JAHHBIX,
OCYULIECTBJISIEMOIl 0€3 HCIOIB30BAHMS CPEICTB aBTOMATU3ALMN», YTBEPKIECHHOE
[Toctanosnennem IIpaBurenbcta PO ot 15.09.2008 r. Ne 687.

[Tocranosnenune IlpaButennctBa Ne 211 ot 21 mapra 2012 roma «OO0
YTBEPXKIECHUM TIEPEYHSI MeEp, HAIpaBJIICHHBIX Ha OO0ECMEUCHHE BBIMOTHEHUS
o0s3aHHOCTEH, TperycMoTpeHHbIX D3 «O nepCcoHaIbHBIX TaHHBIX» U MTPUHATHIMU
B COOTBETCTBUM C HUM HOPMATHBHBIMU TPABOBBIMU aKTaMH, OIlepaTopamu,
SABJISIFOIIMMUCS TOCYIAPCTBEHHBIMU UM MyHULUNTAIIBHBIMU OpTraHaAMK.

«TpeboBanusi K  MaTepUATbHBIM  HOCHUTEISIM OMOMETPUYECKUX
MEePCOHATBHBIX JAHHBIX M TEXHOJOTHSIM XpaHEHUS TaKUuX JaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHUCTEM  TEPCOHAJIBHBIX  JAHHBIX»,  YTBEP)KICHHbBIC
[Tocranosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOMYEeCKHEe JOKyMEHTHl DefepaqbHON  CIIy»KOBI 110
TEXHUYECKOMY M 3KCIEPTHOMY KOHTpoJito Poccuiickoit ®enepauuun (naiee -
OCTOK Poccun) nmo obecnedenuto oOezomnacHoctv I[1/[H nmpu ux obpaboTke B

WUCITx:
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bazoBass mojnens yrpo3 0e30MacHOCTU TNEPCOHAIBHBIX JAHHBIX MPU HUX
00paboTke B HMH(POPMAIMOHHBIX CUCTEMaxX IEPCOHAIBHBIX JIAHHBIX, YTB. 3aMm.
nupekropa PCTIK Poccun 15.02.08 r.

MeTonuka omnpeeneHusl aKTyalbHbIX YIpo3 0€30MacHOCTH MEePCOHATBHBIX
JaHHBIX TpU HX 00paboTke B HHQPOPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
naHHbIX, YTB. 3aM. aupektopa @PCTOK Poccun 15.02.08 r.

[Ipukaz ®CTIK Poccum Ne 17 ot 11 despans 2013 roma «O6
yTBepxkaeHun TpeOoBanuii o 3amure uWHGOPMALUM, HE COCTAaBISIONINX
rOCyJIapCTBEHHYIO TailHy, COAEpXKAIIUXCS B TOCYAAPCTBEHHBIX MHPOPMAIIMOHHBIX
CUCTEMAX.

[Tpuxa3z ®CTIK Poccun Ne 21 ot 18 denpans 2013 roga «O6 yTBepaeHUH
CocTtaBa U coJiep)KaHusl OPraHU3AIMOHHBIX U TEXHUYECKUX MEpP MO 00ECIEYEHUIO
0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe B HMH(POPMALMOHHBIX
CUCTEMAX IEPCOHAIBHBIX JTAHHBIX).

[Tpuka3 denepanbHoit ciryx0b1 6e30omacHocTu Poccuiickoit denepanuu ot
10 wrona 2014 1. N 378 "OO6 yrBepxkaenun CocTtaBa U COAEpKaHUS
OpPraHM3allMOHHBIX M TEXHUYECKUX Mep Mo obecrneueHuto 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HUH(GOPMAIIMOHHBIX CHUCTEMax
NEPCOHANIBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEICTB KPUNTOrPAPUUECKON 3aIUThI
uHbOopMaIuu, HEOOXOAUMBIX ISl BHIIIOJIHEHUSI YCTaHOBJIEHHBIX [IpaBUTENHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3alllUTE MEPCOHAIBHBIX JAHHBIX JIJIsI

KQ)KJIOTO U3 YPOBHEW 3allMIIEHHOCTH" .
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16 OcoGeHHocTH 00PAdOTKH NMEPCOHAIBHBIX JAHHBIX 0€3 HCHO0JIb30BAHMS
CpeICTB aBTOMATH3AIUMN

[Ipu  HeaBTOMATH3MPOBAaHHOW  O0pabOTKE pA3NUYHBIX  KaTErOpuid
NEPCOHAIBHBIX JIAaHHBIX JIOJDKEH HCIOJb30BAaThCS OTACIBHBIM MaTepualbHbBIN
HOCUTEJb IS KaXKJOW KaTerOpUH MEePCOHATIBHBIX TAHHBIX.

[Ipn HeaBTOMATH3MPOBAHHONW 0OpPaOOTKE MEPCOHAIBHBIX JAHHBIX Ha

OyMaXKHBIX HOCUTEIISX:

- He Jomyckaercs ¢uKcanus Ha  OJHOM OyMaXHOM HOCHTENE
NEPCOHAIBHBIX JaHHbBIX, LU 00pabOTKU KOTOPBIX 3aBEAOMO HECOBMECTHMBI;

- IEepCOHAIbHbIE JaHHbIE JOJDKHBI 000COOJATBCA ~ OT  HWHOU
uHGOpPMAIlMK, B YaCTHOCTU MyTeM (PUKCAIMU WX HA OTICIBHBIX OyMa)KHBIX
HOCUTEJISIX, B CIELMAIbHBIX pa3fesiax WIM Ha nossix ¢popM (OJaHKOB);

- JOKYMEHTBI, COJep Kallhe TMepCOHAIbHBIE MaHHbIE, (OPMUPYIOTCS B
Jieia B 3aBUCUMOCTH OT IieJid 00pabOTKH NepCOHABHBIX JAHHBIX;

- Jena C JOKYMEHTaMH, COJEp)KAallUMHU T[E€pCOHAJbHbIE JaHHBIE,
JOJKHBI WMETh BHYTPEHHHE  ONWUCH  JOKYMEHTOB C YKa3aHHEeM IIeln
00pabOTKM U KaTeropyu MEePCOHAIBHBIX JAHHBIX.

JokymeHTsl  (HocuTenu  WHGOpPMAIMH), COAEpXKAIME NEPCOHATIbHBIE
JTaHHBIE, JOJDKHBI XPAHUTBCS B CHY)KEOHBIX  TMOMEIICHHUAX B  HAIEKHO
3aMmMpaeMbIX U ONeYaThiBaeMbIX IKadax (cerdax).

YHUYTOKEHHEe WIW  00E3JMYMBAaHWE YacTH TEPCOHANBHBIX JIaHHBIX,
€ClId  3TO JOMYCKAaeTCs MaTepHaIbHBIM HOCHTENEM, MOXXET IPOU3BOJUTHCS
cIocoO0OM, HCKIIOYAIONIMM JajbHEiIyt0o o00pabOTKy 53THX  MEpPCOHAJIbHBIX
JTaHHBIX, C COXpaHEHHWEM BO3MOXKHOCTH 00paOOTKM WHBIX JaHHBIX,
3a(pUKCUPOBAaHHBIX HA MaTepHATbLHOM HOCHUTEIE.

I[Ipy  HecoBMeCTUMOCTM 1eiell 00paOOTKH MEPCOHANBHBIX JIAHHBIX,

3a)UKCUPOBAHHBIX Ha OJHOM MAaTEPUAIBHOM  HOCHUTEINIE,  €CJIH



53

MaTepUaJbHbIi  HOCHUTEIb  HE HO3BOJIIET  OCYILECTBISATh 00paboTKy
NEPCOHAIBHBIX JAHHBIX OTHENBHO OT JPYruX 3a(UKCUPOBAHHBIX Ha TOM
K€ HOCHUTEJE TIEPCOHAJBHBIX JAaHHBIX, JOJDKHBI OBITh MPUHATBI  MEPBI 110
00ECIEeUYeHNI0 Ppa3ieIbHON O00pabOTKH MEPCOHANbHBIX JAaHHBIX, B YACTHOCTH:

- Opu  HEOOXOJMMOCTHM  HCIOJIb30BAaHUS WA PACHPOCTPAHECHUS
OINPEJEICHHBIX MEPCOHAIBHBIX JAHHBIX OTAEIBHO OT HAXOIALIMXCS Ha TOM
K€ MaTepUaJbHOM HOCUTENE JPYIMX HEPCOHAIBHBIX AAHHBIX OCYLIECTBIIAETCS
KOIMPOBAaHUE NEPCOHAJBHBIX JAHHBIX, MOJICKAUUX PACIPOCTPAHEHUIO WIIU
UCIOJIb30BAaHUIO, CIIOCOOOM, HCKJIIOYAIOIMIMM OJHOBPEMEHHOE  KONUPOBAaHUE
NEPCOHANBHBIX  JAHHBIX, HE  MOJICKAUUMX  PACIPOCTPAHCHUIO "
UCIIOJIb30BAHUIO, M HCIOJB3YyeTCs (paclpoCTpaHAETCS) KOMUS IEepCOHATbHBIX
JaHHBIX;

- OpU HEOOXOJUMOCTH YHHMUYTOXEHHMS WIM OJOKMPOBAaHUS YacTH
NEPCOHAIBHBIX JTaHHBIX YHUUYTOXKAETCA WIM  OJIOKUpYeTCs MaTepuabHbIN
HOCHUTENIb C IPEABAPUTENBHBIM KOIMPOBAHUEM CBEACHMM, HE IOJUISKAIIUX
YHUYTOXKEHUIO WIH OJIOKMPOBAHUIO, CIIOCco00M, HCKJIIOYAOIIUM
OJTHOBPEMEHHOE  KONMPOBAaHWE  IEPCOHAIBHBIX  JAHHBIX, IOJJIEKAIIUX
YHUUTOXEHUIO WM OJOKUPOBAHMIO.

YTOouHEHHE TEpPCOHANBHBIX  JAHHBIX  MPH OCYLIECTBJICHUHU ux
00paboTKu 0€3 UCIOJB30BaHUsl CPEACTB ABTOMATU3ALMU IMPOU3BOJIUTCS IMyTEM
OOHOBJICHUS WM HM3MEHEHHUS JaHHBIX HAa MAaTEepUAJIbHOM HOCHUTENE, a €cCiH
3TO  HE JIOMTYCKAeTCsl TEXHUYECKUMH  OCOOCHHOCTSMHU  MaTepUalIbHOIO
HOCUTENS, MyTeM (UKCAlUKd Ha TOM € MaTepHalbHOM HOCHUTENE CBEICHUMN
O BHOCHUMBIX B HHUX H3MEHEHUSX JIMOO TMYyTeM M3rOTOBJIEHUS  HOBOIO
MaTE€pUaJIbHOTO HOCUTENSI C YTOYHEHHBIMH IE€PCOHAIBHBIMU JIAHHBIMU.

OOpaboTka MepCOHANbHBIX AaHHBIX, OCYIECTBIseMas 0€3 HMCIOIb30BaHMS
CPEICTB aBTOMAaTHU3allMH, JIOJDKHA OCYIIECTBISATHCS TaKUM 00pa3oM, uTOObI B

OTHOLLICHHNHN K&)I(I[Oﬁ KaTCropruun ICpCOHAJIBHBIX JAHHBIX MOXHO OBLIO OIIPCACIINTD
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MeCTa XpaHEHHUS TMepPCOHAIBHBIX JAaHHBIX (MaTepHATbHBIX HOCHUTENEH) U
YCTaHOBUTH MEPEUCHB JIUII, OCYIIECTBIIIOMUX 00pabOTKy MEePCOHATBHBIX JaHHBIX
100 UMEIOIIHUX K HUM JOCTYII.

[Tpu xpaHeHUH MaTepHATBHBIX HOCUTEICH MOJKHBI COOTIOAATHCS YCIIOBHSI,
00eCIIeYnBAIONINE COXPAHHOCTh TEPCOHANBHBIX J@HHBIX W  HCKIFOYAIOIIHE
HECAaHKIIMOHUPOBAHHBI K HUM JOCTYI. XpaHCHHE TMEPCOHANBHBIX JTaHHBIX
(MaTepuadbHBIX  HOCUTENeH), o00paboTka KOTOPBIX  OCYIICCTBISETCS B

PAa3IMYHBIX LCJIAX JOJKHO OBITH pasaciIbHbBIM.



