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OIIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEIECIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMa — CHCTEMA, COCTOsIIIAasl W3 IEepcoHana u
KOMIUIEKCA CPEACTB aBTOMATU3AlUU €T0 ACSITEIbHOCTH, peaau3yolas uHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUSI YCTAHOBJICHHBIX ()YHKITHA.

AyTeHTH(UKALIMSA OTHPABUTEJISI JAHHBIX — ITIOJTBEPKICHUE TOTO, YTO OT-
MPABUTEIIb MOJYYCHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be30nmacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSHUE 3alllUIIEHHOCTH
NEPCOHATBHBIX JAHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO  MOJIb30BATENEH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIIMOHHBIX  TEXHOJOTUWA  00ECIeUUTh
KOH(UIEHITMATBHOCTD, [EJIOCTHOCTh U JOCTYIMHOCTh MEPCOHANBHBIX JAaHHBIX MpPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX.

buomerpuyeckue mnepcoHAJbHbIC JaHHbIEe — CBEACHUSA, KOTOPHIE
XapaKTepu3yrT (GU3HOJOTUYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €ro JUYHOCTh, BKJOUasi (pororpaduu, OTIEUATKU MAJIBIIEB,
o0pa3 ceTuaTKH Tjla3a, OCOOCHHOCTHM CTPOCHHS Tejla W JPYTYI0 TOJ00HYIO
UH(pOpMaIHIO.

BioknpoBaHue mNepPCOHAJBHBIX JAHHBIX — BpPEMEHHOE MpEeKpalleHue
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OX0IMMa JiJIs yTOUHEHUS TIEPCOHATBHBIX JTAHHBIX ).

Bupyc (koMIbOTEepHBbIA, IPOrPAMMHBIN) — HUCIOJIHIEMBbIN MPOrPAMMHBIN
KOJI WJIM UHTEPIPETUPYEMbI HaOOp MHCTPYKIIMM, 00JIa1atonuii CBOMCTBaMU He-
CAaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHus. Co3naHHbIe
TyOIUKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCET/Ia COBMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT CIIOCOOHOCTh K JIajbHEHIIEMY paclpOCTpaHEHUIO0 U CaMOBOCIIPOU3BEE-

HHIO.



BpenonocHasi nporpamMma — nporpamma, rnpeHa3HaueHHas JJis OCYIIeCTB-
JIeHUsS HECAHKIIMOHMPOBAHHOTO JOCTYyNa U (MJIM) BO3ACUCTBUS HA MEPCOHAIBHBIC
JAHHBIE WM peCypChl HHPOPMAIIMOHHONW CUCTEMBI TEPCOHATIBHBIX JaHHBIX.

BcnomoraresibHble TeXHHYECKHE CPeICTBA M CHCTEMbI — TEXHHYECKHE
CpEIICTBA M CHUCTEMBI, HE MpeIHA3HAYCHHBIE IS Tepenayu, 00paboTKU U XpaHEHUs
MEPCOHAIBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEACT-
BaMH M CHCTEMaMH, MMPETHA3SHAYCHHBIMU ISl 00paOOTKU MEePCOHAIBHBIX JTAHHBIX
WIM B TOMEIIEHUSAX, B KOTOPBHIX YCTAHOBJICHbI MH(MOPMAIMOHHBIE CHUCTEMBI TIEPCO-
HaJIbHBIX JaHHBIX.

JocTtyn B oOnepanMoHHYK cpeay KommblTepa (MHGOPMALMOHHOM
CHCTEMbI MEPCOHAJBHBIX JaHHBIX) — TOJIy4YeHHE BO3MOXHOCTH 3allycka Ha
BBINIOJIHEHWE INTAaTHBIX KOMaHI, (YHKLHWHA, TMpPOLETYp OMNEPAlMOHHOM CHUCTEMBI
(YHUYTOXKEHUSI, KOIUPOBAHUS, TIEPEMEIICHUs M T.1.), UCIOMHIEMbIX (haiiyioB
TIPUKJIaTHBIX TIPOTPAMM.

Joctyn kK mHopMauMu — BO3MOXXHOCTh MOMyYeHUs] MH(POPMAIIMK U €€ HC-
MOJIb30BAHUSI.

3akJ/ia1ouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMAIMHU, CKPBITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMBI  WJIM  BHOCHMBI) B MECTa BO3MOXKHOTO CheMa
uH(popMaIy (B TOM YHUCIIE B OTPAXKICHUE, KOHCTPYKIIMIO, 00OPYIOBaHHE, TIPEIMETHI
WHTEphEpa, TPAHCTIOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKHUE CPEACTBA U CHUCTEMBI
00paboTKN HH(POPMALIHH).

3ammnmaemass uHpopmanus — uHGoOpMAaIUs, SBISIOMIASICS TPEIMETOM CO0-
CTBEHHOCTH M TIOMJIeKaIlasi 3alldTe B COOTBETCTBUH C TPeOOBAaHMSMH TPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIIMBAEMBIMHI COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanus — MpUCBOCHUE CyObEKTaM M OOBEKTaM JOCTyMa HWACHTH-
dbukaropa u (WIM) CpaBHEHHE TPEIBSBIAEMOrO HICHTU(PHUKATOpA C TEpeuHEM

MPUCBOCHHBIX UACHTU(PUKATOPOB.



HNHpopMaTUBHBIN CUTHAJ — DJIEKTPUUECKUE CUTHAIIBI, aKyCTUYECKUE, DIICK-
TPOMarHuTHbIE W Jpyrue (DU3UYECKHe TMOJs, MO TapaMeTpaM KOTOPBIX MOXET ObITh
packpbiTa KOHpHICHIIMATbHAs HH(POopMaIws (TepcoHAIbHBIE JaHHBIC) 00padaThIBacMast
B MH(OPMAIIMOHHOM CHCTEME MEPCOHATIBHBIX JAHHBIX.

NndopManuoHHble TEXHOJOTHN — IPOLIECCHl, METOBI TIOMCKa, cOopa, Xpa-
HEeHusl, 0O0paOOTKH, TMPEIOCTABICHHS, PACIPOCTPaHEHUsT WH(OpPMAIMU U  CHOCOOBI
OCYLIECTBJICHUS TaKUX MPOLECCOB U METOJIOB.

Nudopmanuonnasi cucrema mnepcoHadbHbIX AaHHbIXx (UCIIIn) -
COBOKYMHOCTb COJEpKaluXxcsi B 0a3ax JaHHBIX [E€PCOHAIBHBIX JIaHHBIX H
00ecreynBaIMNX UX 00padOTKy MH(POPMALIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX
CPEICTB.

Hcnonb3oBaHne NEPCOHAJBHBIX [JAHHBIX — JCHCTBUA (Orepauuu) ¢
IIEPCOHAJIBHBIMU JTAHHBIMHM, COBEPIIAEMBIE ONEPATOPOM B LEIAX IPHUHITHA
pPELICHUN WA COBEPUICHHUS WHBIX JCUCTBHUM, MNOPOXKIAIOMNX HOPUIAYECKUAEC
MOCJIEICTBUSI B OTHOLIEHHH CYOBEKTa MEPCOHAIBHBIX JAHHBIX WA JPYTUX JIUI
a100 MHBIM 00pa30M 3aTparuBaroIIMX MpaBa U cBOOOABI CyObEKTa NMEPCOHAIBHBIX
JAHHBIX WM IPYTUX JIULL.

Hcrounnk yrpo3nbl 0e3onacHocT MHGoOpMAUMU — CYOBEKT JOCTYyIa, MaTe-
PHATBHBIN O0BEKT WM (DU3MUECKOE SIBJICHUE, SIBIISIOIIMCCS TPUUMHON BO3HHUKHOBEHUS
yrpo3bl 0€30MACHOCTH UH(OPMAIUH.

KoHnTposmpyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHUS, 3AaHUE, YacTh 3/1aHUS,
MIOMELIECHUE), B KOTOPOM HCKJIFOUEHO HEKOHTPOJIMpPYEMOE MpeObIBAHUE MOCTOPOHHUX
JILI, @ TAKKE TPAHCTIOPTHBIX, TEXHUUYECKUX M MHBIX MaT€pUAIbHBIX CPEJICTB.

Kon(puaeHunaJabHOCTh NEPCOHANBHBIX JAAHHBIX — 00s3aTeNbHOE JUIs
COOJIOJICHUS] ONIEPATOPOM MJIM MHBIM TMOJYYMBIIMM JOCTYI K MEPCOHATBHBIM JIaHHBIM
JUIOM TpeOOBaHHE HE JOMyCKaTh KX paclpocTpaHeHHe Oe3 cornacusi CyObeKTa

MNEPCOHATIBHBIX JaHHBIX WM HAJIMYKA KHOI'O 3aKOHHOI'O OCHOBAHU.



Me:xceTeBoii IKpaH — JIOKATHHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-
pacrpeesieHHOEe TporpaMMHOE  (IIPOTrpaMMHO-AIapaTHOE) CPEACTBO  (KOMILIEKC),
peanm3yroliee KOHTPOJIb 3a MH(OpMaIeH, mocTynarolel B MHOOPMAIMOHHYIO CUCTEMY
MEPCOHAIBHBIX JJAHHBIX U (M) BBIXOASAIICH U3 UH(OPMAIIMOHHOW CUCTEMBI.

Hapymuresnb 6€30nacHOCTH NMEPCOHANBHBIX JAHHBIX — (DU3MYECKOE JIUIIO,
CITy4aifHO W MpeTHAMEPEHHO COBEpIIAIOIEee ASHCTBUS, CIIC/ICTBIEM KOTOPBIX SIBIISIETCS
HapyIIIeHHEe OE30MacHOCTH TIEPCOHATBHBIX JTaHHBIX MPH UX O00pabOTKE TEXHUUYECKUMH
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3npoBaHHasi o00padoTKa MNEPCOHAJBHBIX JAHHBIX —
00paboTKa MepCOHANBHBIX JTAHHBIX, COACPKAIIMXCS B HHPOPMAIIMOHHON CHCTEME
MEPCOHANIBHBIX JaHHBIX JUOO W3BJICUEHHBIX M3 TAaKOM CHUCTEMBI, CUYUTACTCS
OCYUIECTBJIECHHOM 0e3 UCIIOJIb30BaHUs CPEACTB ABTOMATHU3AINH
(HeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHCTBUS C MEPCOHATBLHBIMU JTAHHBIMU, KaK
WCITOJIb30BAaHUE, YTOYHEHHE, paCIpOCTpaHEHWE, YHUYTOKEHHE IEePCOHATBHBIX
JAHHBIX B OTHOIIEHWH KaXKIOTO W3 CYOBEKTOB IIEPCOHANBHBIX JaHHBIX,
OCYIIECTBJISIOTCS NMPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HenekjgapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAIBHBIC BO3MOXKHOCTH
CPEICTB BBIYMCIHMTETIGHON TEXHUKH, HE OINMCAHHBIE WM HE COOTBETCTBYIOILIME
OIMMCAaHHBIM B JIOKYMEHTAIIUH, TIPH KCIOJIBb30BAHUM KOTOPHIX BO3MOXKHO HapyIlIEHHE
KOH(UIICHIIMATBHOCTH, JOCTYIIHOCTH WM IIEJIOCTHOCTH 0OpaOaThlBaeMON  WH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIUOHUPOBAHHBIE ACHCTBUS) —
JOCTyN K WH(OpMAIMK WM JEHCTBUS ¢ UHGOpPMALIME, HapyIIaloe MpaBmia pas-
rpaHUYEHHS JIOCTYNa C HCHOJBb30BAHUEM IITATHBIX CPEICTB, MPEIOCTABISIEMBIX
UH(OPMAITMOHHBIMHA CHCTEMaMH TTePCOHABHBIX TAHHBIX.

Hocurtenb ungopmanum — Gu3nyuecKoe JUIO WM MaTepUATIbHBINA 00BEKT, B

TOM 4HCIIe (PU3UUECKOE MoJIe, B KOTOPOM MH(GOPMAITUS HAXOIUT CBOE OTPAXKEHUE B BUJIC



CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUI U MPOIIECCOB, KOMMYECTBEHHBIX
XaPAKTEPUCTHUK (PU3UICCKUX BEITMUH.

OO0e31uyuBaHue NEPCOHAIBHBIX JaHHBIX — JIEHCTBUS, B pe3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJIB30BaHUS JIOMOJHUTEIBHON
uH(OpMAIUU ONPEEIUTh MPUHAJJICKHOCTD MEPCOHANIBHBIX IAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHANBHBIX JTAHHBIX.

O0paboTka nmepcoHAJBHBIX JAHHBIX — JII000€ JeiicTBUE (omepaliusi) Win
COBOKYIHOCTb JIEUCTBUI (Omepalinii), COBEpPIIAEMbIX C MCIOJIb30BAaHUEM CPE/ICTB
aBTOMAaTH3allMi WM O3 HCIOJIb30BAHUSI TaKUX CPEACTB C TNEPCOHAIBHBIMHU
JJaHHBIMM, BKJIIO4Yasi cOOp, 3amuch, CHUCTEMAaTH3allMI0, HAKOIUJICHHUE, XPaHCHHUE,
yTOouHeHHEe (OOHOBJICHHE, U3MEHEHHE), W3BICYCHHUE, HCIIOJIb30BAaHUE, Ieperady
(pacnpocTpaHeHue, MpeAoCTaBlIeHUE, JOCTYI), o0e3MuuBaHue, OJIOKHUpPOBAHUE,
yIaJieHue, YHUUTOKEHUE MePCOHATBHBIX JaHHBIX.

OO0menocrynubie MNMEPCOHAJbHbIC JAaHHbIE — IIEPCOHAIBHBIC JAaHHBIC,
JIOCTYIl HEOTPAHWUYEHHOTO Kpyra JIMIl K KOTOPbIM MPEJOCTaBJICH C COrjacus
CyOBEKTa TMEpPCOHAIBHBIX JAHHBIX WJIA Ha KOTOpPble B COOTBETCTBUU C
(denepalibHBIMM  3aKOHAMU HE PacHpoOCTpaHsieTcss TpeOOBaHUE COOJIIOICHHUS
KOH(HICHIIMATEHOCTH.

Oneparop (NMEPCOHAJBHBIX JTAHHBIX) — TOCYIApCTBEHHBIM OpraH,
MYHULIMNIAIBHBIN OpraH, Iopuandeckoe Wik (GU3NYeCcKoe JIUIO0, CaMOCTOATEIIBHO
WM COBMECTHO C JAPYTMMH JIMIIAMH OPTaHU3YIoUMe U (WJIU) OCYIIECTBIISIONINE
00pabOTKy MEPCOHAIBHBIX JAHHBIX, a TAKXKE ONpEIeNsIolue Hean o0paboTKu
MEePCOHATBHBIX JaHHBIX, COCTAB NMEPCOHATBHBIX JTAHHBIX, MOISKAIINX 00paboTKe,
nercTBus (omepalumn), COBEpIIaeMble C IEPCOHATBHBIMU JaHHBIMU.

Texnnuyeckue cpeacrsa HHPOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BHIUMCIUTEIBHON TEXHHWKH, WH(POPMAITMOHHO-BBIYUCIUTEILHBIE
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tlepeiauu, ipuema u oopadotku [1/11 (cpencrea

N CHCTCMbI 3BYKO3AIlMCH, 3BYKOYCHWJICHHU:, 3BYKOBOCIIPOMU3BCIACHW:A, TICPETOBOPHLIC U



TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHe TEXHUYIECKHUE CPEICTBAa 0OpabOTKN pedeBol, Tpaduueckoid, BUIeo- U OyKBEHHO-
dpoBoit HHpOpMaIUK), IPOrPaMMHBIE CpeICTBA (OMEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIpaBieHus: 6a3aMy TaHHBIX U T.IL.), CPEACTBA 3aIUTHI MH(POPMAIIMH, TIPUMEHSEMbIC B
MH()OPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HEMpPaBOMEPHOE MOJIydeHHE WHGOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHHYECKOTO CPEICTBa, OCYIIECTBIIIONIEIO OOHApyXKeHHE,
npueM U 06paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — J00ass MHPOpPMALMS, OTHOCAIIAACA K IMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WU OMpeAensieMoMy (PHU3NYECKOMY JIHILY
(cyOBeKTYy MepCOHABHBIX JAHHBIX);

[lo6ouHble  3IJIEKTPOMATHHUTHbIE  W3JIy4YeHUs] M HABOAKH  —
AJIEKTPOMArHUTHbIE HM3IY4YEHHUsS TEXHUUYECKUX CPEICTB OOpaOOTKH 3alMIlacMon
uHbOpMaIK, BO3HUKAOIIME Kak MMOOOYHOE SIBJICHHE W  BBI3BAaHHBIC
AIIEKTPUYECKUMH CUTHAJIAMU, EHCTBYIOIIMMH B MX DJIEKTPUYECKUX M MAarHUTHBIX
HEIMsX, a TAKXKE AIEKTPOMAarHUTHBIE HABOJKU 3THX CUTHAJIOB Ha TOKOMPOBOJSIINE
JMHUH, KOHCTPYKITUH U TICTIH TATAHMS.

I[MouTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OPTraHU3alMOHHBIX
MEPOTIPUATUNA, KOHTPOJIMPYIOMIMX OTCYTCTBHE 3alKCHhIBAHWS Ha OyMa’KHbIE
HOCHUTENIM KJoued W aTpuOyToB aocTyna (mapoJieid) W XpaHEHUs HUX BOJIM3HU
00BEKTOB JIOCTYIIA.

[Hoab30BaTes b MHPOPMALMOHHON CHUCTEMbI MEPCOHAIBHBIX JTAHHBIX —
JUI0, Yy4yacTBywIlee B (PYHKIMOHUPOBAHUKM HUHPOPMAIIMOHHOW  CHUCTEMBI
NEPCOHAJIBHBIX IaHHBIX WJIA UCIIOJIB3YIOIIEe pe3ysbTaThl €€ (PYyHKUNOHUPOBAHMUS.

IIpaBuia pa3rpaHuYeHusi JOCTYNA — COBOKYITHOCTb MPaBHUJI, periiaMeHTH-
pYIOILIUX MpaBa A0CTyIa CyOBEKTOB IOCTyIa K 00BEKTaM JAOCTYTIA.

IIporpaMmMuasi 3aKj1aaKa — KO/ MPOTPaMMBI, PETHAMEPEHHO BHECEHHBIN B

nporpaMmy C LCJIIbIO OCYHICCTBUTDL YTCUKY, USMCHHUTD, 6J'IOKI/IpOBaTB, YHHUYTOXUTD
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WH(OPMAITUIO WIH YHHUYTOXHUTh U MOJIU(DHUIIMPOBATH MPOrPaMMHOE OOeCIieueHue
WH()OPMAITMOHHONW CHCTEMBI TIEPCOHATBHBIX JAHHBIX W (WIH) OJOKMpOBATH ara-
paTHbIE CPEACTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTH4ecKoe)  BO3JelicTBHEe — —
HECAHKIIMOHUPOBAHHOE  BO3JCHCTBHE HAa  PECYpChl  aBTOMAaTHU3WPOBAHHOMU
MH()OPMAIMOHHOW CHCTEMBI, OCYHIECTBIISIEMOE C MCIOJIb30BAHUEM BPETOHOCHBIX
IIPOrPAMM.

PackpbiTHe NEepCOHAJBHBIX JAAHHBIX — YMBIIUIEHHOE WM CIIy4allHOE
HapylieHue KOHPUACHIIMATbHOCTU EPCOHATBHBIX TAHHBIX.

PacnpocTpaHeHue nmepcoOHAJbHBIX JAHHBIX — JECHCTBUS, HApPaBJICHHBIC
Ha PacCKpbITUE MEPCOHATIBHBIX TAHHBIX HEOMIPEAECIEHHOMY KPYTY JIHLI.

Pecypc nH(popManimoHHO# cMCTEMBbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO W amnmapaTHOIO oOecrieueHus (GYHKIIMOHUPOBAHUS
MH(OPMAIIMOHHON CHCTEMBL.

CneunajibHble KAaTerOpHMH MEPCOHAJIBLHBIX [JAHHBIX — TIEPCOHAIBHBIC
JJaHHbIE, Kacalolllhecs] PacoBOM, HAIIMOHAJIBLHOW MPUHAIIEHKHOCTH, MOJTUTUYECKUX
B3IJISIIOB, PEIUTHO3HBIX WM (UIOCOPCKUX YOCKIACHUN, COCTOSHUS 370POBbS U
WHTUMHOM XKM3HU CyOBEKTa MePCOHANBHBIX TaHHBIX.

CpencrBa BbIYUCIUTEIbHOH TEXHMKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CUCTEM OOpaOOTKM JaHHBIX, CHOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITETIHO UJIM B COCTABE IPYTHX CUCTEM.

CyObekT pocryna (cy0ObeKT) — JUIO WIN MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTUPYIOTCS PABWIIAMH pa3rpaHUYeHUs J0CTyMa.

TexHnuyeckuil KaHaJ yTe4YKd MHGPOPMALUM — COBOKYITHOCTb HOCUTEJSI UH-
dbopmatmu  (cpeactBa 00paboTKu), (DU3MUECKONW Cpedbl pachpocTpaHeHus: HH)Op-
MaTHBHOTO CUTHAJIA M CPEJICTB, KOTOPBIMH JOOBIBACTCS 3alvIiaeMast HPpOopMaIiusi.

TpancrpanuyHasi mnepegadya NEPCOHAJBHBIX JAaHHBIX — TIepenaya

MEPCOHAIBHBIX  JAHHBIX OMNEpPAaTOpoM uepe3 ['oCcynapCTBEHHYHO TpaHULY
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Poccniickon ~ ®denepanmu  opraHy  BJIACTH  MHOCTPAHHOTO  TOCYZApCTBa,
buznYeCKOMY WM IOPUIUYECKOMY JIUILy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(akTOpOB, CO3MAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIIyYaifHOTO,
JIOCTYTIA K IIEPCOHAIBHBIM JAHHBIM, PE3YJIbTaTOM KOTOPOI'O MOYKET CTaTh YHUUTOKEHHE,
U3MEHEHNE, OJIOKUPOBAHUE, KOITMPOBAHUE, PACIIPOCTPAHEHUE NIEPCOHAIBHBIX JIAHHBIX, a
TaKK€ UHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUIA MPU UX 00padOTKe B MHPOPMAITMOHHOM
CHCTEME IIEPCOHAIBHBIX TAaHHBIX.

YHHMUYTOKEHHE MEePCOHAJBHBIX [JaHHBIX — [ICHCTBUSA, B pE3YJIbTaTE
KOTOPBIX CTAHOBUTCS HEBO3MO>KHBIM BOCCTAHOBHUTBH COJEPKAHUE MEPCOHAIBHBIX
JaHHBIX B HMH(QOPMAIIMOHHOM cHUCTEME MEepCOHAIBHBIX MJaHHbIX W (WIK) B
pe3yapTaTe KOTOPBIX YHHUYTOXKAKOTCS MaTEpPUAJIbHBIE HOCUTEIN IEPCOHAIBHBIX
JAHHBIX.

Yreuka (Bammmaemoi) MHGOPMALMH 10 TEXHHYECKHM KaHAaJaM —
HEKOHTPOJIMPYEMOE pacpOCTpaHeHUe MH(GOPMAIIMK OT HOCUTENIS 3alllUIIAaeMoi HHQOp-
Maluu 4yepe3 (PU3MYECKYI0 Cpedy IO TEXHMYECKOTO CpEICTBa, OCYLIECTBIISIOLIETO
nepexsBaT UHPOPMaLIUU.

Ysa3BUMOCTD — CITa00CTh B CPEJICTBAX 3ALIUTHI, KOTOPYIO MOXKHO HCIIOIb30BaTh
JUISl HApYIIIEHHS CUCTEMBI WM COJIEprKallieiics: B Hel MH(pOpMAaIIu.

HesocTHOCTH HH(pOPMAIIUN — CTTIOCOOHOCTH CPEICTBA BHIYUCIUTEITLHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00€CeUnBaTh HEM3MEHHOCTh HH(OPMAIIH B

YCIOBHSAX CITYYaitHOTO W/WJIM MPEAHAMEPEHHOTO UCKKEHHS (Pa3pyLLEHHMS).



OBO3HAYEHUSA N COKPALLIEHU A

ABC — aHTUBUpPYCHBIE CPENCTBA

APM — aBTOMaTH3UpOBaHHOE pabouee MECTO

BTCC — BcioMorarenbHble TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NCI1JIz — nabOpMaIFIOHHAS CHCTEMA TIEPCOHATBHBIX TAHHBIX
Wb — undopmarmonHas 6€301MacHOCTb

K3 — koHTpompyemas 30Ha

JIBC — nokanbHas BEIYUCIUTENBHASI CETh

MD — MexceTeBoil FKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYIT

OC — onepanmoHHas cuctema

[1/11 — nepcoHabHBIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICHCTBHE

I1O — nporpamMHOe obecrieueHue

[IBMHH — no6ouHble 37IEKTPOMar HUTHBIE U3 Ty4EHHUS U HABOJIKU
CA3 — cucrema aHann3a 3aIUIICHHOCTH

C3U — cpeactBa 3anuThl HHGOpMAITUN

C3I1/In — cuctemMa (rmoAcucTEMa) 3alIUThI MEPCOHATIBHBIX JaHHBIX

COB — cucrema 0OHapy>KEeHHsI BTOPKEHUIN
TKYU — Texandeckue KaHaibl yTeUKu HHGOpPMAIN

VYBIIIH — yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

12
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BBEJAEHUE

Hacrosiiee [Tonoxenue uH(OPMAITMOHHON 0e30macHOCTH B
MyHHUITUTIATPHOM OIOJKETHOM JIOIIKOJLHOM O0pa30BaTEIbHOM YUPEKICHUH —
nerckuii cax Ne 33 «Kamunka» (mamee — MBJOY — n/c Ne 33 «Kamunkay),
SABJIIETCS] O(DUIMAIBHBIM JJOKYMEHTOM, B KOTOPOM OTIpe/iejieHa CHCTEMa B3IJISIIOB
Ha oOecreuenne wuHopmanuonHo Oe3omacHocty MBJIAOY — n/c Ne 33
«Kanunkay).

HeoOxomumocts paspabotku [lomoskenuss oOycioBiieHa CTPEMHUTEIbHBIM
pacipenreM cepbl MPUMEHEHUS HOBEHITNX MH(OPMAIMOHHBIX TEXHOJIOTHHN U
nporieccoB B MBJIOY — n/c Ne 33 «Kanmnkay), npu o0paboTke WHDOpMAIUH
BOOOIIIE, ¥ IEPCOHATILHBIX JAHHBIX B YaCTHOCTH.

Hacrosmee IlonoxkeHue omnpenensieT OCHOBHBIE LIEMUM M 3aJadyd, a TaKkKe
OOIIlyI0 CTpaTerut0 IOCTPOCHUSI CHUCTEMbl 3allUTHl TMEPCOHAJBHBIX JIAHHBIX
(C3I1n) MBAOY — a/c Ne 33 «Kanunkay). [lonokeHue onpenesisieT OCHOBHBIC
TpeboBaHMs U 6A30BBIC MOAXObI K UX peau3aluu, Ui JOCTHKEHUS TpeOyeMoro
ypOBHsI 0€30MaCHOCTU MH(OpPMALUK.

[Tonoxenue pa3pabOTaHO B COOTBETCTBHM C CHUCTEMHBIM MOJIXOJOM K
obecrnieueHuto  uHoOpMaMOHHOM  Oe3zomacHocTU.  CHUCTEMHBIM  MOJXOJ
npeanoyiaraeT  NPOBEACHUE  KOMIUIEKCAa  MEpPONPUSTUM,  BKIIFOYAIOIIHUX
HCCIIeIOBaHUE yrpo3 MHGOPMAIMOHHONW 0€30MacHOCTH M pa3pabOTKy CHUCTEMBI
samuThl  [IJlH, C TO3WIIMM KOMIUIEKCHOTO TIPUMEHEHUS TEXHUYCCKUX U
OpPraHU3alMOHHBIX MEP U CPEJICTB 3AIUTHI.

[Ton nHbopmanuonHoi Ge3onacHocThio [IJ][H MOHMMaeTCs 3alMIIEHHOCTh
NEPCOHANIBHBIX JIaHHBIX M 00pabaTbiBaloOlIe MX HHPPACTPYKTYpe OT JHOOBIX
CIIyYalHBIX WM 3JIOHAMEPEHHBIX BO3ACHUCTBUN, PE3YJIBTATOM KOTOPBIX MOXKET
SBUTHCSI HaHeCeHHe ymiepba camoi wHGoOpMaluM, €€ BlajenblaM (CyObeKTam

[111) nmn uadpactpykrype. 3agaun HHGOPMAIIMOHHON 0€30MaCHOCTH CBOJSATCS K
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MUHAMHM3AIUU yIiep0a OT BO3MOXKHOU peanu3aiuu yrpo3 oe3omnacHoctu I1/1H, a
TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAIICHUIO TAKUX BO3JICHCTBUM.

[lonoxeHnue  CIy)XKUT  OCHOBOM  Juisi  pa3pabOTKH  KOMIUIEKCa
OpPTaHW3alMOHHBIX W TEXHUYECKUX Mep Mo obecrneueHuto WHGOPMAIMOHHON
oe3omacuoctt MBJIOY — nm/c Ne 33 «Kanunka»),, a Takke HOPMATHBHBIX M
METOJAMYECKUX JOKYMEHTOM, OOECHEYMBAIOIIUX €€ pealu3aluio, U He
Ipe/noiaraeT MoAMEHbI (GYHKIIHI rocyJapCTBEHHBIX OpraHoB BiacTu Poccuiickoit
denepanyy, OTBEYAIONIUMX 32 obOecrieueHne Oe30MacHOCTH HWH(OPMAIMOHHBIX
TEXHOJIOTUN U 3a1UTy UH(OPMAIIUHU.

[TonmoxeHune SBISIETCS METOAOJIOTHYECKOW OCHOBOM IS

— QopMmupoBaHusT W TPOBEACHUS €IUHOW TMOJUTUKU B 00JIaCTH
oOecmeuenus 6e3onacuoctd MBJIOY — n/c Ne 33 «Kanunkay),;

— TIPUHATHUS YHPABJICHUYECKUX PEIICHUN W pa3paOOTKU MPaKTUYECKUX
Mep MO BOIUIOIICHUIO MOJUTHKK Oe3omacHocTu [IJIH u BbIpabOTKH
KOMILJIEKCa COTJIACOBAHHBIX Mep HOPMAaTHUBHO-TIPABOBOTO,
TEXHOJOTUYECKOTO U OpPraHU3alMOHHO-TEXHUYECKOTO XapakTepa,
HAIllPaBJICHHBIX HA  BBIABJICHUE, OTPAKEHUE U  JIMKBUAALUIO
MOCJIEACTBUAN peaM3alyy pa3IndHbIX BUIOB yrpo3 [1/1H;

— KOOpIAWHALIMM JEATEIbHOCTH CTPYKTYpHBIX noapasaeneauii MbJIOY
— n/c Ne 33 «Kanunka»), pyd MpoOBeACHUH padOT MO Pa3BUTHIO U
skcrutyatanun UCIIH ¢ coGmtoneHuem TpeOoBaHUM oOecreueHus
oe3omnacuoctu [1/1H;

— pa3paboOTKH TMPEIOKEHUI 10 COBEPIICHCTBOBAHUIO IPABOBOTO,
HOPMAaTUBHOT'0, METOJIMYECKOTO, TEXHUYECKOTO U OpraHU3allMOHHOTO
obecrieuenus OeszomacHoctu I1JIlm B UCII[In MBJIOY — a/c Ne 33

«Kanunkay).
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[IpaBoBoil 0a3zoii g pa3pabOTKU HACTOSIIETO TOJIOKEHUS CITyKaT
TpeboBaHMs JEHCTBYIONUX B Poccum 3aKOHOMATETBHBIX W HOPMATHUBHBIX

JIOKYMEHTOB MO 00ecreueHno 0€30MacHOCTH epcoHanbHbIX JaHHbIX (I1/1H).
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1 OOmmue moJIoKeHUA

Hacrosmee IlonoxkeHnue omnpenensieT OCHOBHBIE LIETWM M 3aJauyM, a TaKkKe
OOIIYI0 CTpaTeTHi0 TOCTPOCHHUS CHUCTEMBl 3aIUThl TNEPCOHAIBHBIX JAaHHBIX
(C3I1An) MBAOY — n/c Ne 33 «Kanunkay). [lonoxeHue onpenensiecT OCHOBHbIC
TpeOoBaHUs U 06a30BbIE MOAXO/bI K UX peaau3alluu, Uil JOCTHKEHUS TpeOyeMoro
ypOBHS 6€30MacHOCTH WH(OPMAIIHH.

C3I1[dn mnpencraBisieT co0OM COBOKYMHOCTh OpPraHU3AIMOHHBIX U TEX-
HUYECKUX MEpOnpUATHM Juis 3amuThl [IJ[H OT HEMpaBOMEPHOrO WM CIy4alHOIO
JIOCTyTa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKMpPOBAaHUS, KOMUPOBAHUS, pac-
npoctpadenus [1/{H, a TakkKe HHBIX HENPABOMEPHBIX JECUCTBUI C HUMH.

be3onacHOCTh MEpPCOHAIBHBIX JAHHBIX JIOCTUTAETCS IYTEM HCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4alHOro, JOCTYINa K IEPCOHAIbHBIM
JAHHBIM, PE3yJbTaTOM KOTOPOIO MOXKET CTaThb YHUYTOXKEHHE, HW3MEHEHHE,
OJIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHHUE IEPCOHATIBHBIX JAaHHBIX, a TAKKE
WHBIX HECAHKI[IMOHUPOBAHHBIX JIEUCTBUIA.

CtpykTypa, CcOCTaB W  OCHOBHBIE  (DYHKIIMM  TEXHUYECKUX U
opranu3zanoHHblx Meponpustuid C3II[IH omnpenensitorcss UCXoAss W3 YPOBHS
samuineHHoctr  (kinacca) MCII[H, yCTaHOBJIEHHOTO B COOTBETCTBHH €
tpeboBanusimu [loctanosnenus IlpaButensctBa Ne 1119 ot 1 nHosi6ps 2012 r.,
npukaza OCTOK Poccun Ne 17 ot 11 despans 2013 r., mnpukaza OCTIOK
Poccun Ne 21 ot 18 deBpans 2013 r., a TakKe B COOTBETCTBUHU C TPEOOBAHUSIMU
[ToctanoBnenust IlpaButensctBa Poccuiickoii @enepanuun  Ne 687  «O06
yrBepxkaeHun [lonoxxennust 00 0COOEHHOCTSAX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYILIECTBIISIEMONM 0e€3 HCMHOoJIb30BaHMS CpeAcTB aBToMmatuzamumuy. C3I1/x
BKJIFOYAET OPraHU3allMOHHBIE MEpbl W TEXHUYECKUE CpPEICTBA  3aIMTHI
uHpopmaruu (B ToM uucie mudpoBaigbHble (KpUNTOrpauuecKkue) CpencTsa,
CpelCcTBa  NPENOTBpPALICHUS  HECAHKIMOHUPOBAHHOIO  JOCTYINA,  YTEUKHU

uH(OpPMAITUU 110 TEXHUYECKUM KaHalaMm, TPOrpaMMHO-TEXHUUYECKUX BO3JEHCTBUN
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Ha TeXHHUUYecKue cpenacrtBa oOpabotku IIJ[H), a Takke HCHOJB3yeMbIE B
nH()OPMAITMOHHON cucTeMe MH(DOPMAITMOHHBIC TEXHOJIOTHH.
DT MephI MPU3BaHBI 00€CTICYUTH:

— KOH(UJICHIINATHHOCTh uHopMaru (3amuTa oT
HECaHKITMOHUPOBAHHOTO 03HAKOMJICHHS );

— TEJOCTHOCTh WH(pOpMaIuu (aKTyalbHOCTh W HEMPOTHBOPEUYHNBOCTH
uHpopMaruu, ee 3alUIIEHHOCTh OT paszpyuieHus U
HECaHKITMOHUPOBAHHOTO U3MCHECHHS);

— JOCTYITHOCTh HWH(pOpMaIuu (BO3MOKHOCTh 3a TPHUEMIIEMOE BpEMs

MOJIYYUTh TPEOyeMyt0 HH(POPMAIIMOHHYIO YCIIYTY).

Craguu co3ganust C3I1/IH BKIIOYAIOT:

— TpEeANpPOEKTHAS CTa/usl, BKIIOYAIOIIas MPEANPOEKTHOE 00CIeI0BaHNe
NUCII[H, pa3paboTKy TEXHUYECKOr0 (4acCTHOTO TEXHUYECKOTO)
3a/1aHUs HA €€ CO3/IaHMUE;

— CTajusl MPOEKTUPOBaHUs (pa3pabOTKU MPOEKTOB) U pealih3alliud Mep
samuTel C3I1/1H;

— cragua BBojga B gedcrBue C3II/[IH, BkIrOUaromass OMNBITHYIO
AKCIUTYaTallMl0 U TPUEMO-CAATOUYHbBIE HCIBITAHUS CPEACTB 3aLUTHI
uH(popmanuu, a Takxke oueHky coorBeTcTBusi C3IIJIH TpeboBanusIM

6e30macHOCTH UHPOPMAIIUH.

OpraHu3alMOHHBIE MEpBl NPEAYCMATPUBAIOT CO3JaHUE WM TOJJCPKAHUE
npaBoBoil 0a3el OezomacHoctu [I/[H m paspaboTky (BBeaeHHUE B JEHCTBUE)
npeaycMoTpeHHbix  [lonutukoit  uH@opmarmonHoit Oe3omacHoctu  UCII/H
CHEAYIOIINX OPTraHU3alMOHHO-PACTIOPAIUTENBHBIX JOKYMEHTOB:

— Ilman wmeponpustuii 1o oOecnedeHuto 3amuthl [IJIH 1npu wux

obpabotke B UCII/IH;
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— [Ilnan meponpusTHii Mo KOHTPOJIO obecrieueHus 3amuThl [1/1H;

— Ilopsimok pe3epBHpOBaHUS U BOCCTAHOBJIEHUS PAOOTOCIIOCOOHOCTH
TC u I10, 6a3 nannsix 1 C3U;

— JomxHocTHas wuHCTpyKuus aamuHuctparopa WCII[H B dactu
obecneuenus 6ezomacuoctu [1/1n npu ux obpadotke B UCII/IH;

— JomkHocTHas MHCTpYKIMS aaMuHUCTpaTtopa 6ezonacHocty UCIT/IH;

— JlomxHocTHass wuHCTpykuust nons3oBatens HWCIIJlH B 4acTtu
obecnieuenus 6ezonacHoctH [1JH nmpu nx o6padotke B UCII/IH;

— HMHcTpykuus Ha ciiyyail BOSHUKHOBEHHUS BHEIITATHOM CUTYallUH;

— HHcTpykius no pa3MenieHno, 000py10BaHUIO U OXpaHe MOMELLEHUH,
IJIe XpaHATCS MEPCOHAIBHBIC JaHHBIE, [0 XPAHEHUIO NEPCOHAIBHBIX
JAHHBIX HAa OYMa)XHBIX HOCHUTEISAX U MOPSAKY PaOOThl UCTIOTHUTEICH

C NICPpCOHAJIBHBIMN JAHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaLII/II/I.

TexHuyeckre Mephl 3alUThl PEATU3YIOTCS IMPU TTOMOIIM COOTBETCTBYIOIINX
MPOTPAMMHO-TEXHUYECKUX CPEJICTB U METOJIOB 3aIlIUTHI.

[lepeuerr HEOOXOAMMBIX MEpP 3aIIUTHl WH(POPMAIUHA OMPEACISICTCS T10
pesyapTataMm BHyTpeHHel npoBepku 0e3omacHocTd MCII[Aa MBJIOY — n/c Ne 33

«Kanunakay).
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2 3apauun C3I1/In

OcHoBHol nenpto C3I1/IH sBisieTcss MUHUMU3AIMS yiiepoa OT BO3MOXKHOU

peanu3armu yrpo3 6e3onacuoctu [1/1H.

Jlns mocTHKEeHHMsST OCHOBHOM Ielu cuctema OesomacHoctu II/IH momkHa

oOecrieunBaTh 3HPEKTUBHOE PEIICHHE CICAYIOMIMX 3a/1a4:

— 3alUTy OT BMemaTenbcTBa B mponecc ¢pynkiuonuposanus VMCIIIn

NOCTOPOHHUX JIHUI (BO3MOKHOCTh Hcnonb3oBanust UCII/IH u noctyn
K €€ pecypcaM JODKHBI HMMETh TOJIBKO 3apEruCTPUPOBAHHBIE
YCTaHOBJICHHBIM MOPSIIKOM MOJIb30BATENN);
pasrpaHu4eHre JO0CTyla 3apEeruCTPUPOBAHHBIX IIOJIb30BATENICd K
anmnapaTHbIM, IPOrpaMMHBIM U HH(popManmoHHbIM pecypcam UCTI/
(BO3MOXKHOCTh JIOCTyHa TOJBKO K TEM pecypcaM H BBINOJHEHUS
TOJILKO TE€X OIEepaluii ¢ HUMH, KOTOpble HEOOXOIUMbl KOHKPETHBIM
nons3oBatesisiM  MCII/IH 118 BBIMOJTHEHUSI CBOUX  CIIY>KEOHBIX
00513aHHOCTEH ), TO €CTh 3alIUTY OT HECAHKIIMOHUPOBAHHOI'O AOCTYIIA!

a) k uHpopmaruu, upkyaupyromieit B UCIT/IH;

0) cpencrBam BeruucauTenbHON TexHuku UCITH;

B) ammapaTHbIM, IPOrPaMMHBIM U KPUITOrpadhUuyECKUM

CcpeacTBaM 3aluThl, ncnoibzyeMmbiM B UCIIIH;

— PpErucTpauur0 JCHCTBHM  IOJIb30BAaTE€JEH MPU  KCIIOJb30BAHUU

sammiiaemMbix  pecypcoB HCII/JIH B CHUCTEMHBIX JKypHalIaxX H
MEPUOANYECKUN KOHTPOJIb KOPPEKTHOCTH JEWCTBUM IOJIB30BATENIEH
CUCTEMBI IIyTEM aHaJIN3a COACPKUMOTO ITUX KYPHAJIOB,;

KOHTPOJIb  LEJOCTHOCTH (oOecredyeHue HEU3MEHHOCTH) Cpelbl
UCIIOJIHEHHUSI IPOTPAMM U €€ BOCCTAHOBJICHHE B CIIy4ae HAPYILICHHUS;
3alIUTY OT HECAaHKLUHOHUPOBAHHOW MoOAU(UKAIIMM U KOHTPOJIb

uenoctHoctu ucnoib3dyembix B MCIIJIH mporpaMMHBIX CpEACTB, a
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TAaKKe 3alIUTy CHUCTEMBbl OT BHEIPEHUS HECAHKLUMOHUPOBAHHBIX
IIPOTPaMM;

3anuTy [1JIH OT yTeuku o TeXHHYeCKUM KaHajaM Mpu ee o0paboTke,
XPAaHEHUH U Mepeaye o KaHajlaM CBSI3H;

samuty [IJIH, xpanumoi, oOpabGarbiBacMOll M TiepegaBaeMoOM 10
KaHalaM CBSI3H, OT HECAHKIMOHUPOBAHHOTO pAa3rJall€HUus WIH
UCKa)XEHUS,

oOeclieyeHUue KUBYUYECTH KPHUNTOIPAPUUYECKUX CPEJCTB 3allUThl
MH(pOpMaIMH NPU KOMIIPOMETAIMH YaCTH KIIFOUEBOI CHCTEMBI,
CBOEBPEMEHHOE BBISIBJIEHUE MCTOYHHUKOB yrpo3 Oe3zomacHoctu I1/1H,
NPpUYMH M YCJIOBHH, CIOCOOCTBYIOIIMX HAaHECEHUIO yuiepOa
cyobekram I1J[H, co3nanue MexaHu3ma ONepaTUBHOIO pearupoBaHUs
Ha yrpo3bl 0e3onacHocTy [1J{H u HeraTuBHBIE TEHACHIINY;

CO3JlaHHE YCIIOBUM JUIsI MUHUMHU3ALUU U JIOKAJIU3alMUM HAHOCHMOTIO
yiiep0a HeMpaBOMEPHBIMU ACHCTBUAMH (QU3HUECKUX U FOPUIUUECKUX
JMLI, OCJIa0JIeHne HEraTUBHOTO BIIMSAHUS U JIMKBUAALIMS MOCIEICTBUN
HapyuieHus: 6e3omacHocTu 11/1H;

00OpyZOBaHUE U OXpaHa MOMEIIECHUW, T/I€ XPAHATCS NEPCOHAJIbHBIE
JAHHBIE;

cOONIOICHHE TOpsiIKa XpaHEHUs IEepPCOHAJbHBIX JaHHBIX Ha
OYMaKHBIX HOCUTEJSIX;

coOJIIOICHUE TOpSKA XpaHCHUsS KJIOUed OT TMOMENIeHUuN Tre
xpanstes [1J[H Ha OyMaKHBIX HOCUTEISX;

coOmoieHne mopsaka paboThl HCHOJHUTENEH € MepCOHATbHBIMU

JaHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaHI/II/I.
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3 O0BbeKThI 3aLIUTHI

Ilepeyenb HHGPOPMAUOHHBIX CHCTEM
B MBAOY - a/c Ne 33 «KanmHKa»), NPOHU3BOAUTCA 00pabOTKa

MEPCOHANILHBIX JAHHBIX B MH(OPMAIMOHHON cUCTeMEe 00pabOTKH MEPCOHATBHBIX
nannubix (MCILIH).
[lepeuenr WCIIJIH ompenpensercs B mpoliecce pabOTbl KOMHUCCHH, I10

uTOraM paboT KOTOpo# coctasisieTcs akT kinaccupuxanuu UCII/IH.

IlepeyeHb 00bEKTOB 3aIIUTHI
OObeKTaMu 3allIUThI ABJISAIOTCS — HHPopManus, oopadateiBaemas B MCI1/IH,

U TEXHUYECKHE CpeAcTBa €€ 00padoTku u 3amuThl. CHUCOK MEpPCOHATBHBIX
JAHHBIX, TOJUISKAIME 3alluTe, onpeseneH B [lepedyHe mepcoHaIbHBIX JTaHHBIX,
noanexanux 3amure B MCIT/I.
OOBEKTHI 3aIIUTHI BKIIIOYAOT:
OoOpabateiBaeMast HH(pOpMaLHUSL.
TexHonoruyeckas uHoOpMarIus.
[IporpamMmmMHO-TEXHUYECKUE CPEACTBA OOPAOOTKH.
Cpenctsa 3amuts [1]1H.

Kanainer nadopManiioHHOro 0OMeHa 1 TeIEKOMMYHUKAIIHH.

L A o

OOBEKTHI H IIOMCHICHUA, B KOTOPBIX PAa3MCIICHBI KOMIIOHCHTEI

WUCTIIn.
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4 Knaccupukanusa nogan3oareneid UCIIIn

ITonp3oBaTeeM HUCITIn SIBJISICTCS JIMIIO, Y4acTBYIOLIEE B
GYyHKIMOHUPOBAHUM WHOOPMAITMOHHONW CHUCTEMBI TEPCOHANBHBIX JTaHHBIX WA
UCIIONIb3YIoIIee pe3ysibTarhl ee (yHkiuonupoBanud. I[lomszoBarenem MCIIIH
sBisieTcs moooi cotpynauk MBJIOY — n/c Ne 33 «Kanunkay),, IMEIOIIUE TOCTYT
k UCII[IH u ee pecypcaM B COOTBETCTBUM C YCTAHOBJICHHBIM TIOPSIAKOM, B
COOTBETCTBHHU C €r0 (PYHKIIMOHAIBHBIMU 00SI3aHHOCTSIMHU.

[Tonb3oBatenu UCII/IH aendrcst Ha Tpu OCHOBHBIE KATETOPHH:

AJIMUHHCTpATOD HHd)ODMaHHOHHOﬁ 0C30I1aCHOCTH.

Corpynaukn MBJIOY — na/c Ne 33 «KaimHka»), KOTOpBIE 3aHUMAIOTCS
HACTPOMKOW, BHEAPEHUEM U  CONPOBOXKJICHUEM CHUCTeM  0O€30MacHOCTH.

Anmvunuctpatop Wb o6mamaer ciieyomuM YpoBHEM JIOCTYIIA:

oOnajaeT mMOJHOM WHGPOPMAIME O CHUCTEMHOM U MPHUKIATHOM

nporpammHom obecnieueHuu UCIIx;

— obOnamaer mnonHOM wuHGOpPMAME O TEXHUYECKUX CPEACTBAX H
koHpurypammu UCIIx;

— WMeeT JOCTyn KO BCEM TEXHHUYECKHUM CpPEJCTBaM 00pabOTKH
uHdopmanmu u gaaasiM UCITH;

— He o0jagaeT mpaBaMu KOH(DUTYPUPOBAHUS U AJIMUHUCTPATUBHOU

HacTporku Texunueckux cpeacts UCII/IH.

Apvmunuctparop UCIL/IH.

Corpynaukn  MBJIOY — n/c Ne 33 «KanuHka»), KOTOpbIE 3aHUMArOTCS
COMPOBOXKJICHUEM MPOTPAMMHOI0 00EeCTIeUEHHUS.
Anmvunuctpatop UCIIJIH o6nanaer caeayomuM ypoBHEM JIOCTYTIA:
— obmamaer mHpopmarmenr 006 anropuTMax M MporpaMmax 00padOTKH
unpopmanuu Ha UCIT/IH;
— 00J1ajaeT BO3MOXKHOCTSIMU BHECEHHUS! OIIMOOK, HEAEKIapUpPOBAHHBIX

BO3MO>KHOCTEM, MPOTPAaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX MPOrPaMM B



23

nporpammHoe obecneuenue MCIIJIlH Ha cragum ee pa3pabOTKH,
BHEJIPEHUS U COMPOBOXK/ICHHUS;

— MOXET pacmoyiaraTb JIOOBIMH (parMeHTamMu HH(OpManud O
tononoruu UCII/IH u TexHuYecKux cpencTBax 0OpabOTKU U 3alllUThI
I1/1n, oopadarsiBaembix B UCII/IH;

— oOnamaer mpaBaMH KOH(PUTYpPUPOBAaHHSA M  aJIMUHUCTPATUBHOM
HacTpoWKU TexHu4eckux cpeacts MCII/IH.

Oneparop UCIT/1H.

CoTpynHMKH MOApA3ACTCHUI MBJIOY — na/c Ne 33 «Kanuukay),
yuactByromux B npouecce 3kcrryarauuu UCITJIn. Oneparop UCIIIn obnamaer
CJIEIYIOLIIUM YPOBHEM JOCTYyIA!

— o00yagaeT BceMU HEOOXOAUMBIMH aTpuOyTaMu (HarpuMep, MapoyieMm),
00€ecreynBaOIIMMU TOCTYI K HEKOTOpOoMY noagMHOxecTBY [1/1H;
— pacnosnaraeT KOH(QUICHIMAIbHBIMU JaHHBIMH, K KOTOPBIM HMEET

JOCTYII.
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3) OcHOBHBIC IPUHIMIIBI IOCTPOEHHUSI CUCTEMbI KOMILICKCHOM 3a1IIUThI
UH(poOpMALUHU

[TocTpoenue cucremsl obecneuenus 6e3omnacHoctu [11a UCITqa MBOY —

n/c Ne 33 «Kammaka») u ee (yHKIMOHHPOBAHWE IOJDKHBI OCYIICCTBISTHCS B
COOTBETCTBHUHM CO CJIEAYIOUIUMHU OCHOBHBIMHU NMPUHIIATIAMU:

— 3aKOHHOCTb;

— CHUCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HENPEPBIBHOCTH;

— CBOEBPEMEHHOCTH;

— MPEEMCTBEHHOCTb U HENPEPHIBHOCTH COBEPILICHCTBOBAHUS;

— MEepPCOHAJIbHAsA OTBETCTBEHHOCTB;

— MUHHUMU3ALUS ITOJTHOMOYUN;

— B3aUMOJICVCTBHUE U COTPYAHUYECTBO;

— TUOKOCTh CUCTEMBI 3aIlIUTHI;

— OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIUTHI;

— MOPOCTOTAa MIPUMEHEHHUSI CPEACTB 3ALLNTHI,

— Hay4Hasi 000CHOBAaHHOCTb U TEXHUYECKAs! Peain3yeMOCTh;

— chernuanu3amnus u npodecCUOHaINU3M;

— 00s13aTeIbHOCTh KOHTPOJISL.

3aKOHHOCTH
[Ipenmonaraer OCyIIECTBICHHUE 3alMTHBIX MEPONPHUATHH U pa3paboOTKy

C3I1Iz MBJIOY — n/c Ne 33 «KanuHKka»), B COOTBETCTBHH C JCHCTBYIOIIUM
3aKOHOJIATEIHCTBOM B oOsiacTv 3anuThl [1JlH U Apyrux HOPMATHUBHBIX aKTOB IO
6e3omacHoCTH MH(POPMAIIUHU, YTBEPKICHHBIX OPTaHaMH TOCYJapCTBEHHOUN BJIACTH

M YIIPABJICHUA B IIPpCACIaxX MX KOMIICTCHIIHH.



25

[Tomp3oBaTenu u obcmyxuBatomuii mepconan [1/la UCITIla MBIOY — n/c
Ne 33 «KammHKa»), JOJDKHBI OBITH OCBEIOMIJICHBI O IOpSJKE pPabOTHI ¢
3amum@aeMoil nHpopManed 1 00 OTBETCTBEHHOCTH 3a HapyIlEHHWE MOpsIKa
3ammThl [1/1H.

CucTeMHOCTD
Cuctemubii moaxon k mnoctpoenunto C3IIJlH MBJAOY — nm/c Ne 33

«Kanunkay), mpearmnonaraer y4eT BceX B3aUMOCBSI3aHHBIX, B3aHMO/ICHCTBYIONIUX U
U3MEHSIOIIMXCSI BO BPEMEHHU AJIEMEHTOB, YCIOBHM U (DaKTOPOB, CYIIECTBEHHO
3HAYMMBIX JUISl IOHUMAHUSA W peuieHusl mpodiieMbl oOecriedeHus: 0e30MacHOCTH
[TIx UCITIx MBAOY — n/c Ne 33 «Kanunkay),

[Tpu co3maHuMM cHCTEMBI 3alUTHl JOJDKHBI YYUTHIBATHCS BCE cladble U
HamOoJiee ys3BUMbIE MecTa cucteMmbl o0Opabotku [I/[H, a Takxke Xapakrep,
BO3MOKHbIE OOBEKTHI U HAIIPABJICHUS aTaK HA CUCTEMY CO CTOPOHBI HApyIIUTENIEH
(ocobeHHO BBICOKOKBAJIM (DUIIMPOBAHHBIX 3JI0YMBIIIUIEHHUKOB), Iy TH
IPOHUKHOBEHUs1 B pacnpeneneHHbie cuctembl 1 HCJl k unpopmanmu. Cucrema
3aIUMTHl JIOJDKHA CTPOUTHBCS C YYE€TOM HE TOJBKO BCEX H3BECTHBIX KaHAJIOB
nponukHoBeHus: 1 HCJ k uHpopManuu, HO U ¢ y4€TOM BO3MOKHOCTH MOSIBJICHUS
IPUHLIKUIINATBHO HOBBIX IyTeH peanus3anuu yrpo3 0€30MacHOCTH.

KoMmiekcHocTh
KomrnekcHoe MCnonb30BaHUE METOJIOB M CPEACTB 3alIUTHI MPEAIOIaractT

COTJIACOBAHHOE MPUMEHEHUE PAa3HOPOIHBIX CPEACTB MPHU MOCTPOCHHUH LIEIOCTHOMN
CHUCTEMbI 3alllMThI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUMMBIC) KaHAJIbI
peanu3anuy yrpo3 M He coJiepkKaliei ciaabblX MECT Ha CThIKaxX OT/AENbHBIX €€
KOMIIOHEHTOB.

3ammTa 10HKHA CTPOUTHCS SIISTOHUPOBAHO. (715 KaK10ro KaHamsa yTeuku
uHoOpMaIMU W IS KaXJIOM yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIBKO 3allUTHBIX pyOexkeid. Co3maHne 3alUTHRIX pyOekKel OCYIEeCTBISETCS C

Y4€TOM TOTIO, YTOOBI A1 UX MIPCOJOJICHUA IMOTCHUOHWAJIbHOMY 3JIOYMBIIIJICHHUKY
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TpeOoBamMCh Mpo(eccuOHANbHbIE HABBIKM B HECKOJIBKHX HEB3aMMOCBS3aHHBIX
o0JacTsX.

BHemnss 3amura JoipkHa oOecreduBaThCsl (PU3MUECKMMM CPEICTBaMU,
OpPraHM3alMOHHBIMU U TPaBOBbIMH Mepamu. OIHUM U3 Hambosee YKPeIICHHBIX
pyOexeil mpu3BaHbl OBITh CPEACTBA KPUNITOTpaUUECKOM 3aIIUThI, pEaIU30BAHHBIE
c wucnonp3oBanueM TexHojoruud VPN. IlpuxiagHoii ypoBEeHb  3alUTHI,
YUUTBHIBAIOMIMM OCOOCHHOCTH MPEAMETHON 005IacTH, MPEACTaBIsSET BHYTPEHHMIA
pyOeX 3alUTHI.

HenpepsiBHOCTh 3amuuThl 1111
3ammra [I/lH — He pa30BOe€ MEPONPHUITHE W HE MPOCTasi COBOKYIHOCTH

IIPOBEJICHHBIX MEPONPUATHUN U YCTAHOBIIEHHBIX CPEJICTB 3aILUTHI, 4 HEIIPEPHIBHBIN
L[EJICHAIIPABJICHHBIM IPOLECC, NPEANOJIAralolNi MPUHITHE COOTBETCTBYIOIINX
Mep Ha Bcex dTanax xu3HeHHoro nukiaa UCIx.

NCITIH 1omKHBI HAXOAUTHCS B 3AlIUIICHHOM COCTOSIHUM Ha MPOTSHKEHUH
BCEr0 BpEeMEHU MX (PYHKIIMOHUPOBaHUSA. B COOTBETCTBHMU C ATUM MPHUHIUIIOM
JOJDKHBI MPUHUMATBCS Mepbl 1o  HenomymeHuto nepexoaa WCIIIH B
HE3AUIIEHHOE COCTOSHUE.

bonbmmHCTBY (U3MYECKUX UM TEXHUYECKUX CPEJCTB 3alllUThl IS
7G()EKTUBHOTO  BBIMOJHEHUS CBOMX (YHKIMI HEoOXOJAuMMa  IMOCTOSHHAsS
TEXHUYECKast 151 OpraHu3alMOHHAas (anMuHUCTpaTHUBHAS ) MOIICPIKKA
(cBOeBpeMeHHasi CMEHA M 00ECTeueHHe MPAaBUIBHOTO XPAHEHUS] W TPUMEHEHUS
MMEH, TapoJiel, kioued mudpoBaHus, NEPEONPEACICHUE MOJTHOMOYUN U T.I1.).
[lepeppiBbI B paboTe CpeAcTB 3allUThl MOTYT OBITh  HCIOJIb30BaHbI
3JIOYMBILIJICHHUKAMU U1 aHAJIN3a IPUMEHSEMBIX METOJOB U CPEJICTB 3aILMTHI,
JUIS BHEAPEHUS CIIEHHUAIIBHBIX IPOIPAMMHBIX W alnapaTHbIX "'3aKJIAN0K" U IPyTrux
CPEACTB  IIPEOJOJICHHS  CUCTEMBl  3allMThl  II0CJIE€  BOCCTAHOBJICHUS €€
(GyHKIHOHUPOBAHMUS.

CBOEBpEMEHHOCTH
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[Ipennonaraer ynpexaaronmi XapakTep Mep oOecreueHusi 0e30MacHOCTH
[1/1H, TO ecTh MOCTAaHOBKY 3aj1a4 1o komIiuiekcHou 3amure MUCII/IH u peanu3zanuto
Mep obecnieuenus Oe3onacHoctu [1J[H Ha pannux craausx pazpadorku UCIIIH B
IIE€JIOM U €€ CUCTEMBI 3aIUThI MH()OPMAIUH, B 9aCTHOCTH.

Pa3paboTka cucTteMbl 3alIUThI TOJKHA BECTUCH MApaJuIeNIbHO C pa3paboTKOM
U Pa3BUTHEM CAMOW 3alIUIIAEMON CHUCTEMBI. JTO MO3BOJIUT Y4€CTh TpEeOOBaHUS
0€30MacCHOCTH MPU MPOCKTUPOBAHUM APXUTEKTYpPHI U, B KOHEUHOM CYETE, CO3aTh
oonee HddexkTuBHBIC (KaK IO 3aTpaTaM peCcypcoB, TaK M IO CTOMKOCTH)
3alIUIIECHHBIE CUCTEMBI.

HpeeMCTBeHHOCTL H COBCPIICHCTBOBAHUE
Hpez[nonarafoT IMOCTOAHHOC COBCPHICHCTBOBAHHNC MCP M CPCACTB 3alIUTLI

MH(pOpMaIIMM HA OCHOBE MPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX U TEXHHUYECKUX
peleHuii, KajpoBOTO cocraBa, aHanu3a ¢yHkuuonupoBanus WCII[IH u ee
CHUCTEMBI 3allMTHl C YYE€TOM H3MEHEHHM B METOJIaX M CPEICTBaxX IEpexBaTa
uHpopMaluyu, HOPMATUBHBIX  TpeOOBaHMM MO  3alUTe, JAOCTUTHYTOTO
OTEUECTBEHHOT'O U 3apyOEKHOT0 OMBITA B 3TOM 001aCTH.

IlepcoHaibHAs OTBETCTBEHHOCTDH
[Ipeamonaraer  BO3JIOKEHHUE  OTBETCTBEHHOCTH  3a  oOecIeyeHue

oe3zonacHoctu II/IlH m cuctembl ux 0OpaOOTKM Ha KaXAOro COTPYIHUKA B
npeenax ero MoJHOMOYHN. B COOTBETCTBUUM C STUM MPUHITUIIOM pacrpeiesieHue
npaB U 00S3aHHOCTEN COTPYAHHKOB CTPOUTCA TaKUM 00pa3oMm, 4yToObI B cilydae
Jr000T0 HApymIeHWsT KpYyr BUHOBHHKOB OBII YETKO HM3BECTEH WM CBEACH K
MUHUMYMY.

IpuHUIMI MUHAMHU3AIMHA TIOJTHOMOYHUM
O3HavaeT MpeaoCTaBICHUE MOJIb30BATENSIM MUHUMAJIBHBIX MPaB JI0CTYIa B

COOTBETCTBHH C IIPOU3BOICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE IIPUHIIMIIA «BCE,

4TO HE Pa3pClICHO, 3aIIPCIICHO)).



28

Hoctyn x IIJIH nomkeH mpeaocTaBiIsAThCS TOJBKO B TOM cliydae U 00beMe,
€CIIM HATO HEOOXOAUMO COTPYIHHMKY ISl BBINOJHEHUSI €ro JIOKHOCTHBIX

00513aHHOCTEN.

B3aumoaencreue M COTPYAHUYECTBO
[Ipennonaraer co3gaHue OJaronmpusiTHOM aTMoc(epbl B KOJJICKTHBAX

nojapasneneHui, odecrneunBaromux aesreabHocTh UCITIlH MBIOY — n/c Ne 33
«Kanunkay), Uit CHUXKCHHS BEPOSITHOCTH BOSHHMKHOBECHHS HETaTHBHBIX JEHCTBUI
CBSI3aHHBIX C YEIIOBEYCCKUM (PAKTOPOM.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAHHO COOJIIOIATH
YCTAHOBJICHHBIC TIpaBWJIa M  OKa3blBaTh  COJICUCTBHE B  JEATEIBHOCTH
NO/Ipa3/ieIeHUN TEXHUYECKOW 3allUThl HHPOPMALIMH.

I'moxocTh cucremsbl 3amuThl I1IH
[IpuHsaThIE MEphl W YCTAHOBJICHHBIC CPEJICTBA 3allUThl, OCOOEHHO B

HavyaJbHBIN MEPUOJ] UX IKCIUTyaTallMu, MOTYT 00eCIeunBaTh KaK Ype3MEPHbIN, TaK
W HEJOCTAaTOYHBIA ypOBEeHb 3amuThl. Jlisg obecnedeHHss BO3MOKHOCTHU
BApbUPOBAHUSI YPOBHEM 3alllMIIEHHOCTU, CPEJCTBA 3AIIMUTHl JTOHKHBI 00JagaTh
onpenesIeHHOW THOKOCThI0. OCOOCHHO BaKHBIM 3TO CBOMCTBO SBJSETCS B TEX
Cy4yasix, KOTJla YCTAHOBKY CpEJCTB 3alllUThl HEOOXOJUMO OCYIIECTBISATH Ha
paboTalollyr0  CHUCTeMy, HE  Hapymas mpolecca €€  HOPMaJbHOIo
GyHKIIMOHUPOBAHUS.

OTKprTOCTL AJITOPUTMOB 1 MEXaHU3MOB 3allIMThI
CYTB IMpUHOUIIA OTKPBITOCTH AJITOPUTMOB U MCXAHHU3MOB 3allUTBI COCTOUT B

TOM, 4YTO 3alllUTa HE JOJDKHA OOECIeuMBaTHhCS TOJBKO 3a CYET CEKPETHOCTU
CTPYKTYPHOM OpTraHW3allid M aJIrOPUTMOB (YHKIIMOHUPOBAHUS €€ TIOJICHCTEM.
3HaHWE aITOPUTMOB PaOOTHl CHCTEMBI 3aIUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTHU
ee npeoaoJieHus (Haxxe aBropam). OgHaKo, 3TO HE O3Ha4YaeT, 4YTo MHPopMalus o
KOHKPETHOM CHUCTEME 3alTUTHI TOJDKHA OBITH OOIIIEIOCTYITHA.

IIpocToTa NpuMeHeHMsI CPEACTB 3aIUThI
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MexaHu3Mbl 3allUThl JIOJKHBI ObITh MHTYUTHBHO TOHSATHBI U TMPOCTHI B
UCIOJB30BaHuU. [IprMeHeHne CpeiCcTB 3allUThl HE JOJKHO OBITh CBSI3aHO CO
3HAHMEM CHEIUAIbHBIX $3bIKOB WJIM C BBIMOJIHEHUEM JEHCTBUN, TPEOYIOIIUX
3HAUWTEIBHBIX  JOMOJHUTENBHBIX  TPyAO3aTpaT TMpu  OObIYHOW  paboTe
3apEruCTPUPOBAHHBIX YCTAHOBIICHHBIM MOPSIKOM TOJb30BaTeNiel, a TaKkKe He
JIOJKHO TpeOOBATh OT IMOJIb30BATENS BBIMOIHEHUS! PYTUHHBIX MAJIOMOHSATHBIX €My
onepaiuii (BBOJ HECKOJIBKUX MapoJie U UMEH U T.J1.).

JlolkHA JTOCTUTAThCsl aBTOMATH3AlMsl MAaKCUMAJbHOTO 4YHUCa JeHCTBUMN

nonb3oBarene u agmuuauctparopos UCII/IH.

Hay4Hasi 000CHOBAHHOCTDH M TEXHHYECKASl Pean3yeMOCTh
NudopmalimoHHble TEXHOJIOTHUU, TEXHUYECKUE U MPOrPaMMHBIE CPEJICTBA,

CpelcTBa M MeEpbl 3allUThl MHGOPMAIMK JODKHBI OBITh peaJTu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHSI HayKH UM TEXHUKHU, HAYYHO OOOCHOBAHBI C TOYKHU
3pEeHHs] JOCTHKEHUS 3aJaHHOTO YPOBHS OE€30MaCHOCTH WMH(OpPMalMKU U JOJKHBI
COOTBETCTBOBATh YCTAHOBIIEHHBIM HOpPMaM W TpPeOOBaHUSM IO O€30MaCHOCTH
IT/1H.

C3I1dn momkHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BO3MOXKHBIC PUCKH IS
KOTOPBIX M MEphl MNPOTUBOJCUCTBUSI ATUM pHUCKaAM MPOUUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTUUECKYIO MTPOBEPKY.

Cnenuanu3anusi 1 npopeccuoHaIn3M
[Ipenmonaraer mpuBIeYeHHE K pPa3pabOTKE CPEACTB U peaHU3alld Mep

3amMTel  MHpOpMANMU  CHENUAIU3UPOBAHHBIX  OpraHu3amuii,  HauOolee
MOATOTOBJICHHBIX K KOHKPETHOMY BHJY JICSITCIBHOCTH II0 OOECIICUYSHUIO
6e3onacHoctu [1/]H, UMerOUMX ONBIT MPAKTUYECKOW pabOThl U TOCYAapCTBEHHYIO
JUIEH3WI0 Ha TPaBO OKa3aHWs yCIyr B O3TOM oOmactu. Peanmsanus
aIMUHUCTPATUBHBIX MEp M  JKCIUTyaTalMsd CpPEeACTB  3alUTHl  JIOJKHA
OCYIIECTBIIATHCS MPOQPECCHOHAIBHO TTOATOTOBICHHBIMU crieruanuctamu MBJIOY

— /¢ Ne 33 «Kanunkay),
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00513aTEILHOCTH KOHTPOJIA
[Ipenmonaraer 00s3aT€IBLHOCT M CBOCBPEMEHHOCTb BBISBICHUS H

IPECEYEHUs] TOMNBITOK HApyLIEHUs YCTAaHOBJIEHHBIX NPaBWJ oOOecCHedeHus
oe3zonacHoctu [IJ[H Ha OCHOBE HCHOJB3YEMBIX CHCTEM M CPEACTB 3ALIUTHI
uHpOpMallMl TPU COBEPIICHCTBOBAHUM KPUTEPUEB U METOJOB  OLICHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM U CPEJCTB.

KoHTposnb 3a 1eATelbHOCTBIO 0000 MOJb30BATENs, KaXJI0T0 CpeacTBa
3alUTHl U1 B OTHOIIEHUU JIIOOOTO OOBEKTA 3alUTHl JIOJKEH OCYLIECTBIISITHCS Ha
OCHOBE NMPUMEHEHHUS CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPALUU U JOJDKEH
OXBAaTbIBaTh KAaK HECAHKIMOHUPOBAHHBIC, TAK U CAHKLIMOHUPOBAHHBIE ICHCTBUSA

OJIL30BaTEJIEH.
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6 Mepbl, MeTOABI U CpeAcTBa obecneyeHusi TpedyemMoro ypoBHsi
3aIMIIEHHOCTH

ObecrnieueHne TpedyeMOro YpoBHsI 3alUILEHHOCTH JOJKHOCTH JOCTUTAThCA
C HCIIOJb30BaHMEM Mep, METOJOB M CpelIcTB Oe3zomacHOcTH. Bce Mepbl
obecneuenus 6e3onacuocty MCII/IH nonpa3aensdtorcs Ha:
— 3aKOHOJaTeJbHbIE (IPaBOBBIE);
— MOpaJbHO-3TUYECKUE;
— OpraHu3alloOHHbIE (aIMUHUCTPATUBHBIC);
— (usnyeckue;

— TEeXHMYECKHUE (armapaTHble U MPOTPAMMHBIE).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MEPbI 3AIUTHI
K npaBoBbIM MepaM 3alIuThl OTHOCATCS JCHCTBYIOIIME B CTpaHE 3aKOHBI,

yKa3bl 1 HOPMAaTUBHBIE aKThl, perilaMEHTUpYIoUIie mpaBmwia oopamenus ¢ [1J(H,
3aKpEIIAIONINE TIpaBa U 00SI3aHHOCTH YYaCTHUKOB MH()OPMAIIMOHHBIX OTHOLIEHUH
B Ipolecce ee oO0pabOTKM M HCHOJIb30BaHMs, a TakKe YCTAHABIIMBAIOIINE
OTBETCTBEHHOCTh 3a HApYIIEHHsS OTHUX MPaBWI, MPEIATCTBYS TEM CaMbIM
HEMpaBOMEPHOMY Hcnodb3oBaHuio [IJ[H W  sBisommecs CAEPKUBAIOLIUM
(akTOpoM J1J1s1 HOTEHIIUAIBHBIX HApYIIUTENCH.

[IpaBoBblE  Mephl  3alUTBl HOCAT B  OCHOBHOM  YNPEKIAIOLIUH,
IPOPUIAKTUYECKUI XapaKTep U TPeOYIOT MOCTOSIHHOW Pa3bICHUTENbHON pabOThI €
M0JIb30BATEISIMU U 00CTYKUBAIOLIUM TIEPCOHAIOM CUCTEMBI.

MopanbHO-3THYECKHE MepPbI 3aLUThI
K MopanpHO-3THUECKMM MepaM OTHOCSITCS HOPMBI TIOBEACHHMS, KOTOPBIE

TPAAUILIMOHHO CJIOKUIIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacupoctpanenus OBM B
CTpaHe WM OOImecTBe. OTH HOPMBI OOJbIIEH YacThlO HE  SBISIOTCSA
00s3aTEIPHBIMUA, KAaK 3aKOHOJATEIHHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJIHaKO, UX HECOOJIIOJIEHHE BEAET OOBIYHO K MAJICHUIO aBTOPUTETa, MPECTHkKa

YEJIOBEKa, TPYMIBI JIUI] WIM OpraHu3aIiui. MopaibHO-3TUYECKHE HOPMBI ObIBAIOT
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KaK HenmucaHble (Hampumep, oOlIenpru3HaHHbIe HOPMbl YECTHOCTH, MTAaTPUOTU3MA U
T.I.), TAaK ¥ MHCaHbIC, TO €CTh 0OPMIICHHBIE B HEKOTOPBIA CBOJ (YCTaB) IMpaBUl
WM TIPEIITMCaHUN.

MopanbHO-3THYECKHE MEPHlI 3aIIUTHl SBISIFOTCA MPOPUIAKTUYESCKUMH |
TpeOYIOT MOCTOSTHHOM pabOThI MO CO3[IaHUIO 3J0POBOTO MOPAIBHOTO KiIUMaTa B
KOJUIEKTUBAX TMojpa3jiesieHnid. MopallbHO-ITUUYECKHUE MEphl 3alllUThl CHUXKAIOT

BCPOATHOCTL BOSHUKHOBCHUS HCTATHUBHBIX I[QﬁCTBPIfI CBA3aHHBIX C YCJIIOBCUYCCKHUM

(hakTopOM.
Opranu3annoHHble (AAMHUHUCTPATHBHBbIE) MePbI 3aAIUTHI
OpraHuzaioHHble (aJMUHUCTPATUBHBIE) MEPHI 3alUTHI - 3TO MEPbI
OpPTraHU3aIMOHHOTO Xapakrepa, perIaMeHTHPYIOIINE MIPOIECCHI

dbynkuuonuposanus UCIIJIH, ucnons3oBanue pecypcoB MCIIJIH, nedarenbHOCTD
00CITy’KMBAIOIIET0 MepCcoHaia, a TaKke MOPSAJO0K B3aMMOJEHCTBUS MOJIb30BaTENIEH
¢ UCII[Ax Takum o0Opa3oM, 4TOObl B HauOOJbIIEH CTENEHW 3aTPYJHUTH WIH
UCKJIIOYUTh BO3MOXKHOCTh pealli3allii yrpo3 O€30MaCHOCTH WM CHU3UThH pa3Mep
NOTEPH B CITydae UX peau3alyi.

['maBHass wUeab aJAMUHUCTPATUBHBIX Mep — chopmupoBaTh IllomuTuky
uHdopmarmonHoii Oe3omacHoctu [IJ[H (oTpaxkaronryro MOAXOABI K 3alllUTe
uH(popMauu) U 00ECIEUUTh €€ BBIITOJIHEHHE, BBIACISISI HEOOXOAUMbIE PECYPCHI U
KOHTPOJIMPYSI COCTOSIHUE JIETI.

Peanuzauus [lomutuku mHdopmanmonnoit 6e3zonacHoctu 11In 8 UCIIn
COCTOST U3 MEP aAMUHUCTPATUBHOTO YPOBHS U OPTraHU3ALMOHHBIX (ITPOLIETYPHBIX )
Mep 3aluThl UHPOpMAITUK.

K agMUHHCTpaTUBHOMY YpPOBHIO OTHOCSITCSL PEIICHHsS] PYKOBOCTBA,
3aTparuBatomue aearenbHoctb UCII/IH B nienom. DTH pelieHus 3aKpervisitoTcs B
[Tonutuke mHdopmarmoHHOW Oe3omacHocTH. [IpumMepoM Takux pemeHud MOryT

OBITh:
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— TPUHATUE pelIeHUs: 0 POPMUPOBAHUU UITU NTEPECMOTPE KOMILJIEKCHOM
nporpamMmbel  obecriedenust  O6e3omacHoctu  [1/lH, ompeneneHue
OTBETCTBEHHBIX 32 €€ PEATU3ALHNIO;

— ¢opMynupoBaHMe €€, TOCTaHOBKAa  3ajad, OIpeAeNiCHUE
HalpaBJICHUH AeSTEILHOCTU B 00acTu 6e3omacHoctu [1]1H;

— TMPUHITHE PEIICHHH 10 BOMpPOCaM pealu3alud  MPOTPAMMBI
0e30macHOCTH, KOTOpbIe paccMaTpuBaloTcs Ha ypoBHe MBJIOY — n/c
Ne 33 «Kanunkay), B 1IeJI0M;

— olecrieueHre  HOpMaTUBHOM  (mpaBoBOM)  0a3pl  BOIPOCOB
0€30MacCHOCTH U T.II.

[TonuTuka BEpXHETO YPOBHS JIOJDKHA YETKO OYEPTUTH chepy BIUSHUS U
OTpaHUYCHMs TIPU OTpeesieHuH Tieneit 6e3onacHoctu [1JIH, onmpenenuTs KakKuMH
pecypcamu (MarepuaibHble, TEPCOHAN) OHU OYyIyT JOCTUTHYTHI M HAWTH
pa3yMHBII KOMIIPOMHCC MEXIy HPHEMIIEMbIM YpOBHEM O€30MacCHOCTH U
dbynkunonansHoCcThi0 UCTT/IH.

Ha opranu3aliluoHHOM YypOBHE ONPENEISAIOTCA NPOLEIypbl M IpaBuia
JOCTHKEHHUS 1ienield U pemieHus 3aaa4 [loautuku nH@opManmoHHoi 0€30MacHOCTH
[1I1. DT npaBuiIa ONpeaestoT:

— KakoBa 00JaCTh MPUMEHEHUS OJUTUKH Oe3oracHocTu [1]1H;

— KaKOBBI POJIM U OOS3aHHOCTH JOJKHOCTHBIX JIMI, OTBEYAIOIINE 3a
npoBeneHne nmouTuku 6e3onacHoctu [1/[H, a Tak ke UX yCTAHOBUTH
OTBETCTBEHHOCTB;

— KTO UMeeT npasa gocryna K 1 /1H;

— KakuMU MEpaMHM U cpelicTBaMu oOecrieunBaeTcs 3ammTa [1/1H;

— KAaKMMH MepaMU U CpeACTBaMU OO€CIEeYMBAETCS KOHTPOJb 3a
COOJTIOICHUEM BBEJIEHHOTO peXrMa 0€30IacHOCTH.

OpFaHI/IBaI_[I/IOHHBIC MCPLBI JOJIKHBI:
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— TpeAycMaTpuBaTh  perjaMeHT HWH()OPMAIMOHHBIX  OTHOILCHHU,
HCKJIIOYAIOIINX BO3MOXHOCTh HECAHKIIMOHWPOBAHHBIX JCHCTBUM B
OTHOUIEHUU OOBEKTOB 3aIlIUTHI;

— ONpeAensaTh KOUIMIWOHHBIE U UEPAPXUYECKUE NPUHLIUMNBI U METOJbI
pasrpannueHus gocryna K [1/1H;

— ONpeaensaTh MOPSAOK paboThl C MPOrPAMMHO-MAaTEeMaTUYECKUMU U
TEXHUYECKUMU (ammapaTHble) CPeICTBAMH 3aIUThl U KPUIITO3AIUTHI
U IPYyTUX 3alIUTHBIX MEXAHU3MOB,;

— opranu3oBaTh Mepbl mpotuBoneiictBuss HCJ[ monws3oBarensimu Ha
Jranax ayTeHTU(PUKALIUH, aBTOpU3ALINH, UJCHTUDUKAIIH,
0o0ecreunBaOIIMX TapaHTUM pea3allii MpaB U OTBETCTBEHHOCTH

CyOBEKTOB HUH(POPMAIIMOHHBIX OTHOLIIEHUH.

OpraHu3aiMoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

— pernamenTa gocrtyna B nomenienns UCII/Ix;

— MOPSAOK AOMYCKAa COTPYAHUKOB K MCMNOJIb30BaHUIO pecypcoB MCII/Ix
MBJIOY — n/c Ne 33 «Kanuunkay);

— perjaMeHTa NpOLECCOB BeJIEHUs 0a3 NaHHBIX U OCYILECTBICHUS
Moau(pUKaUA HHOOPMAITMOHHBIX PECYPCOB;

— perjiaMeHTa  NpOLECCOB  OOCHYKMBaHUS U OCYIIECTBICHUS
MOAU(UKALIMY alMapaTHBIX U TporpaMMHubIX pecypcoB UCIT/H;

— uHcrpykuui mnons3oBarenei MCII[Jn (anmunuctpatopa WCIIH,
aaMUHHUCTpatopa 6e3omacHoctu, oneparopa UCIIIH);

— HWHCTPYKLMS TOJIb30BaTeNli NP BO3HUKHOBEHHWHM BHEIUTATHBIX
CUTYaIUM.

— HMHCTPYKIUS MO pa3MENICHUI0, 000PYI0BAHUIO U OXPAaHE TTOMEILCHUH,

rac XpaHAaTcCAa MCPCOHAJIBHBIC JAHHBIC, II0 XPAHCHHUIO IICPCOHAIBHBIX
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JaHHBIX Ha 6YMEDKHBIX HOCUTCIIX U ITOPAAKY pa6OTBI HCIIOJTHUTEIEH

C NICPpCOHAJIbHBIMN JAHHBIMH Ha 6YMEDKHBIX HOCHUTCIIAX I/IHqDOpMaLII/II/I.

dusnueckue MEPbI 3alUTHI
duzndeckue MCPBI 3alllUTBl OCHOBAHbBI Ha IIPUMCHCHHH PA3HOI0 poaa

MEXaHUYECKHUX, AJIEKTPO- WU DJIEKTPOHHO-MEXAHMYECKUX YCTPOUCTB W
COOPY)KEHUW, CHEIUaIbHO TPEAHA3HAYCHHBIX IS CO3JaHusA  (DU3UICCKUX
MPEISATCTBUN HAa BO3MOXXHBIX MYTAX MPOHUKHOBEHHUS W JOCTYyNa MOTCHIUAIBHBIX
HapyIIUTENeH K KOMIOHEHTAM CHUCTEMbI M 3alluIaeMoi MHQPOpMAIHU, a TaKKe
TEXHUYECKUX CPEJICTB BHU3YaJIbHOIO HAONIOACHUSA, CBSI3M M  OXPAHHOM
CUTHAJIM3ALIUH.

dusnyeckass 3amuTa 3JaHUN, TMOMENICHUH, OOBEKTOB U  CPEACTB
nHpopMaTH3auK JOJKHA OCYIIECTBIISITHCS IIyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIUX IOCTOB OXpPaHbl, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPAHBI
WU JIIOOBIMM JIPYTUMHU CHOCOOaMHM, MPEAOTBpAIlalOIUMU U CYIIECTBEHHO
3aTPYAHSIOIMMU TPOHUKHOBEHHWE B 3JIaHWE, MOMEIICHHUS IMOCTOPOHHUX JIMII,
XUIIEHHEe WH()OPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiAcTB UH(opMaTh3aluu,
HCKITIOYAIOIMMH  HaXOXKJICHHUE BHYTPH KOHTPOJIUPYEeMOM (OXpaHsSeMOl) 30HBI

TCXHUYCCKUX CPCACTB PAa3BCIAKHU.

AnmnapaTtHo-nporpammMHublie cpeacTsa 3amuTol [1/{n
TexHuyeckue (amnmapaTHO-MIPOTPAMMHBIE) MEpPhI 3alllUThl OCHOBAaHBI Ha

WCIIOJIb30BaHUN PA3JIMYHBIX AJIEKTPOHHBIX YCTPOMCTB U CHEIUAIBHBIX MPOrpamM,
Bxoasumx B coctaB MCII/IH 1 BBINOJHSIOMUX (CAMOCTOSITENILHO MU B KOMIUIEKCE
C IPYTUMH CpeJcTBaMH) (PYHKIIUU 3aIUThl (MACHTU(GUKAIMIO U ayTeHTU(HUKAIIUIO
MOJIB30BATENICH, pa3TpaHUUYCHUE JOCTyIa K pecypcamM, pPErucTpaiuio COOBITHH,

Kpunrorpadguueckoe 3aKpbiTie HHPOpMauuU U T.1.).
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C ydeToM Bcex TpeOOBaHUI U MIPUHITUIIOB oOecrieueHus 6ezonacHocTu [1/1H
B MCII/IH mo BceM HapaBJICHHUSIM 3alIUTHI B COCTAB CUCTEMBbI 3aLIUTHI JTOJKHBI
OBITh BKJIFOYEHBI CIICAYIOIINE CPEICTBA:

— cpenctBa uiaeHTHGUKAIMKA  (OMO3HABaHMSA) W ayTCHTU(DUKAIUH
(moaTBepkaeHUs MOAIMHHOCTH) noJib3oBateneit UCIT/IH;

— cpexacTBa pasrpaHUyYCHUS JOCTyTa 3apeTrUCTPUPOBAHHBIX
noJsib3oBateneit cuctemol k pecypcam MCITn MBJIOY — n/c Ne 33
«Kanunkay),;

— cpenctBa oOeceUYeHUsT U KOHTPOJIS IEJIOCTHOCTU TMPOTPAMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

— CpeAcCTBa ONEPATUBHOTO KOHTPOJS U  PETUCTpAMU  COOBITUN
0e30I1aCHOCTH;

— Kpunrorpaduueckue cpeactsa 3amurhl [T/1H.

VYcnenHoe NPUMEHEHHE TEXHUYECKUX CPEJICTB 3allUThl HA OCHOBAaHUU
NPUHUUNOB (pa3zies 5) mpeArnoJiaraeT, 4To BBIMOJHEHUE MEPEUYUCICHHBIX HUXKE
TpeOOBaHMI 00ECIIEYEHO OPraHU3aIlMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpaMU U
UCIIOJB3YEeMbIMHU (PU3UYECKUMU CPEACTBAMHU 3aIUTHI:

— obecrnieueHa gusnueckas 11e10cTHOCTh Bcex komnoHeHT UCII/IH;

— Kaxaeli  corpyaHuk (momw3zoBatens MCIIJIH) wnu  rpymnma
MOJIb30BaTENICl MMEET YHUKAJIbHOE CUCTEMHOE MMSI U MUHUMAJIbHO
HEOOXOJIUMBbIC [IJI1 BBIMOJHEHUST WM CBOUX (DYHKIIMOHAIBHBIX
00s13aHHOCTEM MOJTHOMOYHS TI0 JIOCTYIY K PECYypCaM CUCTEMBI;

— B UCIIJx MBAOY — n/c Ne 33 «Kanuukay), paspaboTka ¥ OTJIaaKa
nporpamMMm  ocymiectBiserca  3a  npenenamu  WMCII[IH, Ha
UCTIBITATEJIbHBIX CTEH/AX;

— BCE€ W3MEHECHHS KOH(DUTypamuu TEXHHUYECKUX ¢ MPOTrPaMMHBIX

cpeacts MCII[IH npon3BOAsATCA CTPOTO YCTAHOBIEHHBIM IOPSIKOM
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(perucTpupyroTcsi M KOHTPOJIMPYIOTCSI) TOJIBKO HA OCHOBAaHUU
pacriopspxernii pykoBogctea MBJIOY — n/c Ne 33 «Kanuukay),;
CETEBOE o0opynoBaHue (KOHLIEHTPATOPHI, KOMMYTaTOpBHlI,
MapLIPyTU3aTOPhI U T.II.) PACIIONAraeTCsl B MECTaX, HEJOCTYITHBIX JUIs
MOCTOPOHHUX (CHEIMATBHBIX TOMEIIEHUX, MKadax, u T.11.);
cnenuammctamu MBJIOY — n/c Ne 33 «KanmuHkay), oCyIIecTBiseTcs
HENpPEpPBhIBHOE  YNpaBICHHWE M  aJAMMHUCTPATUBHAs  MOJJEPIKKA

(YHKIIMOHUPOBAHUS CPEJICTB 3ALUTHI.
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7 Kourpoas 3¢pdexrusnocru C3IIH

Kontpons sdpdextuBHoctn  C3II[IlH AomKeH oOCyIIeCTBIsSETCS Ha
nepuoguyeckod  ocHoBe. Llempto  KOHTpOds  ADPEKTUBHOCTU  SIBISETCS
CBOCBPEMEHHOE  BBISIBJICHHE HEHAIekKammx pexumMoB paboter  C3I1/IH
(OTKIIIOUEHHE CPENCTB 3aINTHI, HapyIlICHUE PEKUMOB 3alIUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHWE peXHMa 3aluThl W T.0.), a TakK
MPOTHO3UPOBAaHWE U TPEBEHTUBHOE pEArMpOBaHHE Ha HOBBIE  yIPO3bI
oe3onacuoctu [1J1H.

KoHTpoib MOXET MpOBOAUTHCA KaK aJMUHUCTpAaTOpamMu O€30MacHOCTH
NCII[In  (omepaTWBHBII  KOHTPOJb B  mpoiecce  HUHGOPMAIMOHHOTO
Baumoneiicteuss B MCIIJIH), Tak u TOpUBICKAEMbIMU [JIi OTOW IENU
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMCIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum u ®Chb Poccum B 1mpenenax HX
KOMIIETEHLIHH.

KOHTpOIb MOKET OCYIIECTBISATHCS aAMUHUCTPATOPOM OE€30MACHOCTH KakK C
MOMOIIBI0 IITATHBIX CPEACTB cucTeMbl 3amuThl [IJ[H, Tak W ¢ TOMOUIBIO
CIIEIUAIIBHBIX TTPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Onenka ¢ dextuBHOCTH Mep 3ammThl [1J{H mpoBOAUTCS ¢ UCTIOIB30BAHUEM
TEXHUYECKUX W MPOrPAMMHBIX CPEACTB KOHTPOJS Ha MPEAMET COOTBETCTBUS

YCTaHOBJICHHBIM TpC6OBaHI/ISIM.
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8 Cdepnl oTBeTcTBeHHOCTH 32 Oe30macHOCTh I1/IH

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HaJ OOecredeHHeM
0€30MMacHOCTH MEePCOHANBHBIX JAHHBIX sABIsAeTCA pykoBojacTBO MBJIOY — n/c Ne
33 «Kanunka»). PykoBoauTenh MOXET JeJIerMpoBaTh YacTh MOJHOMOYHUH IO
oOecrieueHn 0 0€30MMaCHOCTH TIEPCOHATBHBIX JaHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOIUTENS  BKJIIOYAET  CIICIYIONTUE
HarpasieHus odecrieueHus: 6ezonacHoctu [1J[H:

— IlnanupoBanue W peanuzanus Mep MO OOECHEUYEHHIO 0€30MacCHOCTHU
1BVIL:

— Amnanus yrpo3 6e3onacHoctu [1/1H;

— Pa3paboTky, BHeIpeHUE, KOHTPOJIb HUCIOIHEHUS U TMOJJEpKaHUE B
aKTyaJlbHOM  COCTOSIHUM  TOJMTUK, PYKOBOJICTB, KOHUEMIIUH,
IpoLEeAYyp, PErIaMEHTOB, MHCTPYKUUA U JIPYTUX OpPraHU3alMOHHBIX
JIOKyMEHTOB 10 00ecreueHnio 0€30MacHOCTH;

— O06yuenue u uHbopmupoBanue noisb3oBarenei MCII/IH, o mopsake
paboTsl ¢ [1JIH u cpeacTBamMu 3alluThHI;

— IlpenotrBpailieHne, BBISIBIICHHE, pEarupoBaHUE U pacclieIOBaHUE
HapyuieHui 6e3omacHoctu [1/1H.

[Ipy B3anMOAEUCTBUU CO CTOPOHHMMH OpPTaHM3aLMSIMU B ClIydasx, KOrja
COTPYIHHUKAM ITHX OpPTaHU3AIMK MPETOCTABISIETCS JOCTYN K OOBEKTaM 3alllUThl
(pazgen 3), ¢ ’TUMU OpraHU3aALUSIMU JOHKHO OBbITh 3akiatoueHo «CorjameHue o
KoH(uaeHnuanpHocTHy», 160  «CornameHue O  COOMIOJIGHUH — pPEeKUMa
oe3onacuoctu I1JIn npu BeimonHeHun padotr B MCII/Ia». IToaroToBka THIMOBBIX
BApUAHTOB ATUX corjameHui ocyuiectisiercss topuctamu MBJIOY — n/c Ne 33

«Kanunkay).
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9 Monaesb HApymIuTe/ s 6€30NMACHOCTH

[Tox mapymutenem B MBJIOY — a/c Ne 33 «Kanuukay), MOHUMAeTCs JIMIIO,
KOTOpPO€ B PE3YyJbTAaT€ YMBIIUICHHBIX WIM HEYMBIIUICHHBIX JEUCTBUHA MOMXKET
HaHECTH yIepO 00bEeKTaM 3aIlUThI.

Bce Hapymurenu nenstcst Ha ABE TPYIIIIbL:

— BHENIHWE HapyIIHUTENH — (PU3HYECKHUE JIMIa, HE HMEIOIIME IpaBa
npeObIBaHUA Ha TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B IIpejernax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/TH Ha OyMa)XXHBIX HOCUTEIISX;

— BHYTPEHHHE HapylmuTenu — (QuU3nyeckue Jnila, UMEIOIIUE MpaBo
npeObIBaHUS Ha TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B IIpejenax
KoTtopoil pasmemtaercsi obopynoBanue MCII/H, a Tak ke XpaHATCS
[1/11 Ha OyMaXXHBIX HOCUTEIISIX.

Knaccudukanusa  Hapymwurened mnpeactaBieHa B Mogenu  yrpos

0e30MmacHOCTH MCPCOHAJIBHBIX TAHHBIX.
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10 Moaean yrpo3 6€30nacHOCTH

Jiis UCTTJu MBOY — n/c Ne 33 «KanuHKka»), BBIACISIOTCS CIACTYIOIINC
OCHOBHBIE KaT€TOPUHU YTPO3 0€30MaCHOCTH NEPCOHANIBHBIX JTAHHBIX:

— YTpo3bl OT YTEYKH 0 TEXHUYECKUM KaHaJaM.

— VYTIpo3bl HECAaHKIIMOHUPOBAHHOIO IOCTYMNA K MH(OPMAaLIIH.

— Yrpo3bl yHUUTOXEHUS, XulleHus annapaTHeix cpeacts UCII/IH Hocutenen
uHbopMaluu myteM ¢puznyeckoro poctyna Kk anementam UCIIIH.

— VYrpo3bl  XWIIEHUS,  HECAHKIMOHUPOBAHHOW  MoAWUKAIMKA WU
OsokupoBaHusT WMH(MOpPMAIMK 3a CYET HECAHKIIMOHHWPOBAHHOTO JOCTYIa
(HCH) c npumeHeHueM nporpaMMHO-annapaTHbIX U IPOrpaMMHBIX CPEACTB
(B TOM 4HCJI€ MPOTPAMMHO-MAaTEMAaTUYECKUX BO3/IEHCTBUM).

— YTrpo3pl HE IPEIHAMEPEHHBIX JCUCTBUM IIOJB30BATENIE W HAPYIICHUU
oe3onacnoctu (yukuonupoBanust MCI/In u C3IIJIa B ee cocTaBe u3-3a
cOoeB B MPOrpaMMHOM OOECIEUEHUH, a TAKXKE OT YIrpO3 HEAHTPOIIOIE€HHOTO
(cooeB  ammaparyphl ~ W3-3a  HEHAQJEXKHOCTH  DJIEMEHTOB,  cOOEB
AIEKTPOINUTAHUA) U CTUXUMHOTO (YJapOB MOJIHUM, MOKAPOB, HABOAHEHUH 1
T.I1.) XapaKkTepa.

— YTpo3bl IpeAHAMEPEHHBIX AEUCTBUNA BHYTPEHHUX HAPYIIUTEIEH.

- erosbl HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA 110 KaHaJIaM CBA3HU.

Onucanue yrpo3, BEpOSITHOCTh UX pealiu3allii, ONaCHOCTh U aKTyaJbHOCTb
npeacTaBieHbl B «Mogenu yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JIAaHHBIX B

NCIT .
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11  Mexanu3m peanusaunu Ilosioxxenns

Peammzanuss  IlomokeHuss ~ JOMDKHA — OCYIIECTBISITBCSL  HA  OCHOBE
MEPCIEKTUBHBIX MPOrPaMM U IIJIAHOB, KOTOPHIE COCTABJISIIOTCS HA OCHOBAaHUU U BO
WCIIOJTHEHUE:

— (QeaepasbHBIX 3aKOHOB B 00JacTH oOecreueHus HH(POpMaIMOHHOMN
0€30MacHOCTH U 3alIUTHl HHPOPMAIUH;

— mnocra”oBieHun [IpasurenscrBa Poccniickon @enepanuu;

— PYKOBOJSIIUX, OpraHU3aIMOHHO-PACTOPSIAUTEIHHBIX u
Metoandeckux JokyMeHToB @CTIK Poccuu;

— mnotpedbnocteit MCII/In B cpencrBax oOecredyeHus OE30MaCHOCTH

uH(bOopMaIuu.
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12 HOpﬂI[OK paﬁoTbl C MEPCOHAJIBHBIMHU TaHHBIMHA COTPYAHUKOB

Oo0s13anHOCTH padoToaarTesi

B nensx ucnonHenuss TpeboBaHui 3akoHojaTenbcTBa PD mpu oOpaboTke
MEPCOHANBHBIX JaHHBIX, BCE PAOOTHUKW YUYPESKICHHUS JTOJDKHBI HCIIOIHATH
YCTaHOBJICHHBIN TOPSAJIOK PaOOTHI:

PabGoTta ¢ mepcoHanbHBIMU JaHHBIMM PAOOTHUKOB JIOJDKHA HE HApyIIaTh
TpeOOBaHMII 3akoHOAaTeNbcTBAa P® © JOKaTbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliy, U JIOJKHA ObITh HETIOCPEACTBEHHO CBsI3aHa C OCYIIECTBICHUEM UMHU
CBOUX TPYJOBBIX (YHKIIHH.

[Ipu cbope n 00paboTKE MEPCOHANBHBIX JaHHBIX pa0OTHHKA pabOTOAATEINb
Homxken pykoBoactBoBaThesa Konctutynuenn P®, TpynoBeim kogekcom PD u
WHBIMU (PeiepalIbHBIMU 3aKOHAMU.

[lepconasibHble JaHHBIE PAOOTHUKOB JOJKHBI OBITH MOJYYEHBI TOJIBKO
HEMOCPEACTBEHHO y Hero. Eciu ns o0paboTKM €ro MaHHBIX WIM UX MOJTYyYCHHS
NPUBJIEKAETCA TPEThU JIMIA, TO PaOOTHHK JAOJKEH JaTh IPEABAPUTEIBHOE
NUCbMEHHOE corjacue Ha 3To. OJHOBPEMEHHO pabOTHUK JOJIKEH ObITh
YBEIOMIIEH O I1IeJsiX cOopa MH(pOpMaluU, UCTOYHHUKAX €€ MOJTYYEHUs, a TaKkKe O
MOCJICJICTBUSIX OTKa3a OT TMPEJOCTABICHUS TUCHMEHHOTO Ccorjiacus Ha cOop
uHdopMaIuu.

[lepcoHasibHbIE AaHHBIE PAOOTHHUKA O €ro MOJUTHYECKUX, PEIUTHO3HBIX H
WHBIX YOEXKIEHUAX, YaCTHOW >KM3HU, a TaK)KE UICHCTBE B OOIIECTBEHHBIX U
PO COIO3HBIX OpraHU3alUIX HE MOAJIekaT cOOpy OpraHu3aluei, eciii UHOE He
IIPEAYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TEPCOHANBHBIX JaHHBIX pPAaOOTHUKA JOJKHA 00eCIeUnBaATHCS

IIOJHOCTHBIO 3a CUCT pa6OTO)IaTCJ'I${.
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VYupexneHvue mnpu npuemMe Ha paboTy, a TakkKe MpU JIIOOBIX H3MEHEHMSIX
npaBuJl pabOTHl C MEPCOHATBHBIMU JAHHBIMU OOS3aHO MHUCHMEHHO 3HAKOMHUTH C
HUMH BCEX PaOOTHHUKOB.

VYupexxaeHue He UMEET MPaBO NPUHYXAATh PAOOTHUKOB K OTKa3y OT CBOUX

IIpaB Ha 3alIUTY IICPCOHAJIbHBIX JAHHBIX.

Oo06s13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTonaTeNi0 BCE MEPCOHAIBHBIE JaHHBIC, YKa3aHHbIE B
COOTBETCTBYIOIINX IOKyMEHTAX.
B ycraHOBiIEHHBIM mpaBUJIaMU CpPOK cooOmaTe padoromaTeno 00

HN3MCHCHHHN CBOUX IICPCOHAIbHBIX TaHHBIX.

Ilepenaya nepcoHaIbLHBIX JaHHBIX

[Ipu ocymiecTBICHUU TIepeaaud TMEePCOHAIBHBIX JaHHBIX pPaOOTHUKOB
TPETHUM JIMIIAM pabOTOaTENb 005M3aH:

HE CcOoOOIIaTh TMEPCOHANbHBIE JaHHbIE 0€3 TOJYYEeHHOTO0 MHChMEHHOTO
coryiacus paOOTHHKA, KPOME CIIydaeB, KOTJa TaKhe OOS3aHHOCTH yCTaHOBIIEHBI
3aKOHOJIATEIHCTBOM;

HE TIepelaBaTh MEPCOHANBHBIC JaHHBIC PaOOTHWKA JUISl WCIIONB30BAHUS B
KOMMEPYECKUX TIEIISIX;

TpeOOBaTh OT TPETHUX JIUI] COOJIO/ICHUS TTPABUI PabOThI C MEPCOHATBHBIMU
JAHHBIMH, A  TaKKe  MPEJOCTABICHUS  IUCHBMEHHOTO  ITOATBEPKICHUS
WCIIOJIb30BAHUSI  TIEPCOHATBHBIX JAHHBIX B  TOPSAKE, MPETyCMOTPEHHBIX

HACTOAIINM ITOJIOXKCHHUEM O 3alIUTC IIEPCOHAJIBHBIX JaAHHBIX ]
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JAaBaTh JOCTYNl K TE€PCOHAIBHBIM JAHHBIM TOJBKO JIMIIAM, HMEIOIIUM
COOTBETCTBYIOIIUN JOMYCK M HCHOJB3YIONIMX HMX TOJBKO [JISI BBIOJHEHUS
KOHKPETHBIX ITOJIHOMOYHH;

HE HCTpeOOBaTh WH(GOPMALHUIO O COCTOSHHHM 3J0pPOBbs pabOTHHUKA, 3a
UCKJTIOUEHUEM JIaHHBIX, KOTOPHIE MOTYT MOBJHITH Ha HCIOJHEHHE PAOOTHHKOM

CBOMX TPYJIOBBIX 00s13aHHOCTEH.

3amnTa NMEPCOHAJIBbHBIX TaHHbIX paﬁOTHI/IKa

B pamkax peanuzauuu OyHKTOB Hacrosiuero IlomoxxeHus o 3amure
MEPCOHAIBHBIX JaHHBIX PA0OTHUKOB, PYKOBOAHUTEH YUPEKICHHS U3ACT MPUKaA3 O
Ha3HAYeHUM JIMI[A, OTBETCTBEHHOTO 3a COOJIIOJIEHHME TMopsiaka paboThl C
NEPCOHAIBHBIMH JTaHHBIMH PA0OTHUKOB, HA KOTOPOM JIE)KAaT BCE€ OOSI3aHHOCTHU IO
o0ecrnedeHn0 KOHPHUICHITUATBHOCTH TIOTYYEHHBIX JaHHBIX, & TAK)KE OpraHU3aIiH
paboThI C HUMH.

[lepenaya uHGOpMAIIUU MPOUCXOTUT TOJIBKO B MHUCHBMEHHOM BHJE. 3ampocC
JOJKEH OBbITh CeNlaH B MHCbMEHHOM BHJE C YKa3aHMEM BCEX PEKBU3UTOB JIMLIA,
3anpamuBaoliero uHgopmaiuo. OTBET JODKEH ObITh CeNaH Ha (UPMEHHOM
OJIaHKEe YUYPEeXIECHHsSI M OTIpPaBIEH JUOO KypbepCKOW ciy:k00H, MO0 3aKa3HbIM
MUCHMOM.

Bce momyueHHbIe TIepCOHANBHBIE TaHHBIC JOJDKHBI XPaHUTHCS B MECTE,
UCKJTIOYAIOIIeM HECAaHKIIMOHUPOBAHHBIX TOCTYI TPETHUX JIHII.

DNEeKTPOHHBIE HOCUTENW HH(POpPMAlMM, JOJDKHBI OBbITh  3alUIIEHBI

KpUINTOrpaUuecKUMH CPEICTBAMHU 3aIUThI THPOPMALIMH.
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OTBEeTCTBEHHOCTD 32 pasrjaameHue an)opMauml, CBSI3AHHOM C

NEPCOHAJIBbHBIMHA JaHHBIMU paﬁoTHI/IKa

JIuna, mpU3HAaHHBIE BUHOBHBIMU B HapyLI€HUU TPEOOBAHWI HACTOSILIETO
[TonoxeHuss 0 3alUTE MEPCOHANBHBIX JAHHBIX PAOOTHUKOM MPUBJIEKAIOTCS K
JUCHUIUIMHAPHOW, aJIMHHUCTPATUBHOW, TPaXIAHCKO-IIPABOBOM M YTOJIOBHOM
OTBETCTBEHHOCTH, B MOPSAAKE NPEIyCMOTPEHHOM 3aKOHOAATEIbCTBOM P®D wu

JIOKAJIbHBIMU HOPMATHUBHBIMH dKTaAMMH.
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13 Ilopsiaok padoThl ¢ MEPCOHATBHBIMH JAHHBIMHU 00CTYKHBAEMbIX
rpaxaaH

IHopsinok mosryuyeHus 1 00PadOTKH NMEPCOHAIBHBIX TaHHBIX
00CIy’)KMBaeMbIX I'PAaXKIAH

ITon  oOpabGotkoit  II/lH  moHMMaeTcs  MOJy4YeHHE,  XpaHEHHUeE,
KOMOMHHMpOBaHHE, Mepenaya Wi Jr00e APYyroe MCHOIb30BaHUE MEPCOHATBHBIX
JAHHBIX 00CITY>KMBAEMbIX IPaX/IaH.

PaboTa ¢ nmepcoHabHBIMU JJAHHBIMU OOCITYKMBAEMBIX T'paXKIaH JAOJKHA HE
HapyaTh TpeboBaHUM 3aKoHOAATENHCTBA PD U JOKaIbHBIX HOPMATUBHBIX aKTOB
OpraHU3aluu.

Hcnonb30BaHne NMEPCOHAIBHBIX JaHHBIX BO3MOXKHO TOJIBKO B COOTBETCTBUU
C LEISAMH, ONPEACIMBIIMMU HX MOJydeHHe. [lepcoHanbHBIE NaHHBIE HE MOTYT
OBITh UCIIOJIB30BaHBI B LEJSIX MPUUYNHEHUS UMYILIECTBEHHOTO U MOPaJIbHOIO Bpeaa
rpakJaHaM, 3aTpyJHEHHUS peanu3aluuu NpaB U cBoOoj TrpaxaaH Poccuiickoit
dbenepanuu.

[Topsimok 00pabOTKK MEPCOHATBHBIX JAHHBIX Ha OyMaKHBIX MaTEepUATbHBIX
HOCUTEIISIX pErJIaMeHTUpOBaH «MHCTpyKIIMEN MO  XpPaHEHUIO NEPCOHAIBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTEJSIX W TIOPAIKY pPaOOThl HCIOIHUTENICH C
NEPCOHANHBIMU  JTAHHBIMM  HAa  OYMaXXHBIX  HOCHUTENIAX  HMH(POPMALUNY,
YTBEPKIAECHHON PYKOBOIUTEIIEM.

ObpaboTka IIEPCOHAJIBHBIX JTAHHBIX B aBTOMATU3UPOBAHHBIX
MH(OPMAIMOHHBIX CUCTEMAaX OCYILECTBIIAETCS HA OCHOBAHUU PSAJIa YTBEPKIECHHBIX
PYKOBOAMTENEM HHCTPYKIHUH, pErJaMeHTHPYIOIIUX O00pabOTKy NepCOHAIbHBIX

naaubix B UCIT/IH.
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J]OCTyH K MEPCOHAJIBbHBIM NaHHbIM

BHyTpenHuii pgoctyn (DOCTynm BHYTPUM OpraHU3alluu) OINpEAeIseTcs
IEPEYHEM JIML, MUMEIOLUX JIOCTYNl K MEPCOHAJIbHBIM JAaHHBIM OOCITYKHMBAaEMBbIX
rpaKJaH, ONPEAEIAECTCS IPUKA30M PYKOBOIUTEIIS.

Buemnuit gocryi:

K umcimy MaccoBblXx MOTpeOMTENE MEPCOHAIBHBIX JAHHBIX  BHE
OpraHM3alMd MOYKHO OTHECTHU T'OCYJApCTBEHHbIE (DYHKUIHMOHAJIBHBIE CTPYKTYpPHI:
HAJOTOBBIE€ HWHCIIEKIIMHM, IPABOOXPAHUTENIbHBIE OpraHbl, OPraHbl CTATHCTHKH,
BOEHKOMATbI, OpraHbl COLMAJIbHOTO CTPAaXOBaHUA, IEHCHOHHbIE (HOHIBI,
NOJIpa3/IeJICHUs] MyHULIMIIAIbHBIX OPraHOB YIIPABJICHUS;

Han3opHO-KOHTPOJIbHBIE OpPraHbl UMEIOT JAOCTYH K MH(POPMALUHA TOJIBKO B

chepe cBoei KOMIIETESHIIHH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh CY0ObEKTA NMEPCOHAJIbHBIX
JAHHBIX

3akperieHre mpap CyObeKTOB MEPCOHATBHBIX JaHHBIX, PETIIAMEHTHPYIOITHX
3aIIMTY €ro TEPCOHAIBHBIX JaHHBIX, O0ECIeUYHBAET COXPAHHOCTh TOJHOW U
TOYHOU MH(OpPMALIUU O HEM.

B mensx 3ammThl NEPCOHANBHBIX HAHHBIX KOHTpAreHThl  (3aKOHHBIE
MPEACTABUTEININ ) UMEIOT MPABO:

- TpeOOBaTh MCKIIIOYEHUS WU MCHPABJICHUS HEBEPHBIX WA HEMOJHBIX
MEePCOHATIBHBIX JaHHBIX, CBOOOIHBIM OECTUIATHBIM JOCTYIT K CBOMM IIEPCOHAIBHBIM
JIAHHBIM, BKJIIOYas MPaBO Ha IMOJYYCHUE KOMHUU HOBOM 3alMCH, COAECPIKAILIECH
MEPCOHAJIBHBIC JTAHHBIC;

- ONpPEIENIATh CBOUX NPEICTABUTENICH MJIA 3alIUThl CBOUX IMEPCOHAIBHBIX

JIAHHBIX HA COXPAHEHUE U 3aIUTY CBOCH JIMYHOW TAWHBI.
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IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTH ONIEPaTOPA MEPCOHATBHBIX
JAHHBIX

[lepcoHanbHasi OTBETCTBEHHOCTh - OJHO M3 TJIABHBIX TpeOOBaHUI K
opranuzaiuu QyHKIIMOHUPOBAHUS CUCTEMBI 3AIUTHI EPCOHATBHON HHPOPMAIIH
U 00s13aTeIbHOE ycaoBHUe odecrieueHus 3PPEKTUBHOCTU ITON CUCTEMBI.

Opuanueckue wu ¢Qusmyeckue JnuIa, B COOTBETCTBUM CO CBOMMH
MOJIHOMOYMSIMU BJAJCIONIME O TPaKJaHaX IMOJY4YarollHe U HCIOJb3YIOIIUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHHM C 3aKOHOJATENBCTBOM Poccuiickoin
Qdenepauvd 3a HApPYIIEHHE pEeXUMa 3alIUTHI, OO0pabOTKM U  MOpsaKa
UCITOJIb30BAaHUS 3TOM HHPOpPMaLIUU.

PykoBoguTenb, paspeliaromyii  JOCTYIl COTPYJIHHKAa K JOKYMEHTY,
COJIepKallleMy TI€PCOHAJbHBIE CBEACHHUS OOCIYXMBAEMBIX TpaXKJaH, HECET
NIEPCOHAIIBHYIO0 OTBETCTBEHHOCTD 32 JJAHHOE pa3pelICHUE.

Kaxxnplil coTpyaHUK OpraHu3alyy, MOJy4Yaroluid Ajig paOoThl JOKYMEHT,
coJiep Kallliii IEPCOHAJIbHbIE JaHHBIE HECET €IMHOJMYHYI0 OTBETCTBEHHOCTH 3a
COXPAaHHOCTb HOCUTENS U KOHPHUIECHINATbHOCTh HHPOPMAIUH.

Jlomyck K MEepCOHATIbHBIM JaHHBIM OOCIY>KHBA€MBIX TpaxaaH (3aKOHHBIX
npeacTaBuTeNe)  OpYrMX  COTPYAHMKOB  paOoTojaTens, HE  HMMEIOIIUX
HaJyIeKanmM 00pa3oM 0OPMIIEHHOTO JOCTYIa, 3aMPEIIaeTcs.

Ilepenaua (0OMEH U T.11.) MEPCOHATBHBIX JAHHBIX MEX]Y MOJIpa3AeICHUSIMU
OCYLIECTBJISIETCS  TOJIBKO MEXAY COTPYAHUKAMM, MMEIOIUMU JOCTYIl K
MEPCOHAIILHBIM JAHHBIM 00CITYKMBAaE€MBIX IPaXk]1aH.

3a HEWCHOJHEHUE WIM HEHaAJeXkallee HCIOJHEHUuE PabOTHHUKOM MO €ro
BUHE BO3JIOKEHHBIX Ha HEro OOS3aHHOCTEM MO COOJIIOACHHMIO YCTAaHOBJIEHHOTO
nopsijika padoThl CO CBEIEHUSMH KOH(PHUACHIIMAIBHOIO XapakTepa paboTonaTesb
BIIpAaBE MPUMEHATh NpenycMoTpeHHble TpyaoBeiM KoaekcoM aucrumivHapHbIE

B3BICKAHMUI.
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14  Owxupaemblii 3¢ dexT ot peasmmzanun [onoxeHus

Peanuzanus [Tonoxenus 6e3onacuoctu I1/1n B UCIT/IH mo3BoauT:

— OLEHUTh cocTosiHue Oe3omacHocTH uHbopmanuu MCIIH, BBISBUTH
UCTOYHUKM BHYTPEHHUX M BHENIHUX Yrpo3 HWH(POpMAIIMOHHOM
0€30I1acCHOCTH, ONpPEAECTUTD MIPUOPUTETHBIC HaIpaBJICHUS
MPEIOTBPALIEHHUS], OTPAKEHUSA U HEUTPAIU3ALNH ITUX YTPO3;

— pa3paboTaTh pacHoOpSIAUTEIbHBIE W  HOPMATHBHO-METOJIUYCCKUE
JOKYMEHTHI IpuMeHuTeIbHO K MCITIH;

— mpoBecTH kiaccudukanuio u ceprudukanuo UCITIH;

— TMPOBECTH OPTraHU3AIMOHHO-PEKUMHBIC U TEXHUUYECKHUE MEPONPUATUS
o obecnieuenuto 6e3omacHoctu I1/1n B UCII/IH;

— o0ecreuynTh HEOOXOAUMBIH YpPOBEHb 0€30MacHOCTH  OOBEKTOB
3aIUTHI;

— pa3paboTath  METOAMYECKHE  JIOKYMEHThI 1O  pa3MELICHHUIO,
000py/IOBaHUIO U OXpaHE MOMEIICHHH, T/Ie XPaHATCS MEPCOHAIBHBIC
JTAHHbIE, TI0  XPAHEHUIO TNEPCOHANBHBIX JIAHHBIX Ha OYyMa)KHBIX
HOCUTEJISAX W TOPSAAKY pabdOThl HMCHOJIHUTEICH C IMEepCOHATLHBIMU

JAHHBIMHU Ha OyMaKHBIX HOCUTEIISIX MHGOPMAIIHH.

OcyuiecTBieHHe H3TUX MEpONPUATUI 00ECTeuuT CO3JaHue EeAUHOM,
LEJIOCTHOM M CKOOPAMHUPOBAHHOW CHCTEMbl MH(GOPMAILIMOHHOM 0€30MacHOCTH U

COo31acCT yCJIOBHUA IJIA €€ I[ElJ'IBHCfIIHGFO COBCPIICHCTBOBAHMA.
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15 CIHCOK MCIO0JIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBBIMH n MeTOAUYEeCKUMHU
JOKYMEHTAMH, HA KOTOPbIX 0a3upyercsa HacTosimee Iloioxkenne sABIsIIOTCA:

@enepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHeIX» (manee — @3 «O mnepcoHaNbHBIX JTaHHBIX»), YCTaHABIMBAIOIIMMA
OCHOBHBIC TNPUHIMUMBI U ycioBus oO0pabotku I1J[H, mpaBa, O0OS3aHHOCTH W
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIECHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

«TpeboBaHusl K 3alIMTEe NEPCOHANBHBIX JAHHBIX MPU HX 00pabOTKE B
UHPOPMAILIMOHHBIX ~ CHUCTEMaX  NEPCOHAJIBHBIX  JAHHBIX»,  YTBEPKICHBI
[Toctanosnennem [IpaButensctBa PO ot 01.11.2012 1. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTSX OOpPabOTKH NEPCOHAIBHBIX JAHHBIX,
OCYILECTBIsIEMOM 0€3 MCIOIb30BaHUS CPEJCTB aBTOMATH3ALUN», YTBEPKIACHHOE
[Tocranosnenuem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

[Toctanosnenue IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O6
YTBEPKACHUM T[IEPEYHs] MEp, HANpPABICHHBIX Ha OOECIEYEHHE BBINOJIHEHUS
obsi3aHHOCTEH, TpeaycMoTpeHHbIX D3 «O mepcoHambHbIX JAaHHBIX» U MPUHITHIMU
B COOTBETCTBUM C HHM HOPMAaTUBHBIMU IIPaBOBBIMH aKTaMH, OIl€paTOpaMH,
SBJISFOIIMMUCS TOCYAAPCTBEHHBIMU UJIM MYHHUIIUIAIbHBIMA OpPTaHaMU.

«TpeboBanusi K  MaTepUATbHBIM  HOCHUTENISIM  OMOMETPUYECKUX
IIEPCOHANIBHBIX JAaHHBIX M TEXHOJOTHMSIM XpaHEHUS TAKUX JAHHBIX BHE
MHOOPMAIIMOHHBIX ~ CHUCTEM  MEPCOHAJBHBIX  JAHHBIX»,  YTBEPXKICHHbBIC
[Toctanosnennem [IpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOqMUecKue JOKyMEeHTbl DefepalibHOM  CIyX OBl 1O
TEXHUYECKOMY M DKCIIEpTHOMY KOHTpoJito Poccuiickoit ®enepanuu (nanee -
OCTOK Poccum) mo obecneuenuto OeszomacHoctr II/[H mpu mx o6paboTke B

WCTIJTu:
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bazoBas Momens yrpo3 0€30MacHOCTH NEPCOHANIBHBIX JAaHHBIX TMPU HUX
o0paboTke B WMH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JaHHBIX, yTB. 3aM.
nupekropa @CTIK Poccun 15.02.08 r.

Metoauka omnpeaeneHusl aKTyaldbHbIX yrpo3 0€30MacCHOCTU MEPCOHAIBHBIX
JAHHBIX Tpu uX 00paboTke B HH(POPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JNaHHbIX, YTB. 3aM. nupektopa ®CTIK Poccun 15.02.08 r.

[Ipukaz ®CTOK Poccum Ne 17 ot 11 despamss 2013 roma «O6
yTBepKJIeHun TpeboBaHuii o 3amure UWHOOpPMAIMU, HE COCTaBIAIONIMX
rOCyJIapCTBEHHYIO TaliHY, COJICPKAIIUXCS B TOCYIapCTBEHHBIX MHPOPMAIMOHHBIX
cucTeMax.

[Tpukaz ®CTIK Poccum Ne 21 ot 18 despansa 2013 roga «OO0 yTBepkIeHUN
CocTtaBa U coJiepaHusl OPraHU3aIMOHHBIX U TEXHUUYECKUX MEP MO 00ECIEYEHUIO
0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B HMH(POPMAIMOHHBIX
CHUCTEMaX MEePCOHAIBHBIX JTAHHBIX).

[Ipuka3z ®enepanbHoil ciryx0Obl Oe3omacHocTH Poccuiickoit denepanuiu ot
10 wuronms 2014 r. N 378 "OO yrBepxaenun CoctaBa H COJEpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0eCHeuYeHHI0 0e30MacHOCTH
MEPCOHANIBHBIX JAaHHBIX MPU HX 00paboTke B WH(GOPMAIIMOHHBIX CHCTEMax
MEPCOHANIBHBIX JAaHHBIX C UCIOJIb30BAHUEM CPEJICTB KPpUNITOrpaduuecKOn 3aliuThl
nH(pOpMaIuu, HEOOXOIUMBIX JIJIsl BBITIOJIHCHHS YCTAHOBJCHHBIX [IpaBUTEIHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIllUTe IEPCOHAIBHBIX JAHHBIX JIJIS

KaKJI0T0 U3 YPOBHEM 3aIIUIIEHHOCTH .
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16 OcobeHHOCTH 0OPA0OTKH MEPCOHAIBHBIX TAHHBIX 0€3 MCHO0Jb30BAHUS
CPeICTB ABTOMATH3ALMHU

[Ipu  HeaBTOMATH3WPOBAaHHOM  00pabOTKE pa3IUYHBIX  KaTeropuid
NEPCOHANIBHBIX JaHHBIX JIOJDKEH MCHOJb30BATHCS OTACNIBbHBIA MaTepHATIbHBIN
HOCHUTEJb JJIS KaXKJI0M KaTeropyuu MepPCOHANbHBIX JaHHBIX.

[Ipu HeaBTOMATH3UPOBAHHOW OOPAOOTKE MEPCOHANBHBIX JIAHHBIX Ha

OyMaXKHBIX HOCUTEIISX:

- He Jomyckaercss ¢ukcauus Ha OJHOM OyMa)kKHOM HOCHUTENE
NEPCOHANIBHBIX JAHHBIX, LEJIH 00paOOTKM KOTOPBIX 3aBEAOMO HECOBMECTHMBI,

- NEPCOHAIbHBIC JIaHHBIE JOJDKHBI  000COOJSATHCS oT WHOU
uH(pOpMaIMU, B YACTHOCTU NyTeM (QUKCAlUM UX Ha OTACIBHBIX OyMaKHBIX
HOCHUTEJISIX, B CHEHUANbHBIX pa3jenax Wiu Ha 1oJisix popM (G1aHKOB);

- JOKYMEHTBI, COJepralllie MepCOHANbHbIE AaHHbIE, (OPMUPYIOTCS B
JeJa B 3aBUCHUMOCTHU OT I1€7M 00pa0OTKU MEPCOHANIBHBIX JaHHBIX;

- Jena C JOKYMEHTaMH, COJEp>KAIlMMHU MEpPCOHAJIbHBIE JIaHHBIE,
JOJDKHBI MMETh BHYTPEHHUE  ONMUCHU  JOKYMEHTOB C YyKa3aHUEM Lelu
00pabOTKM U KaTeropuu NEPCOHATBHBIX JaHHBIX.

JoxymeHTsl  (Hocutenu  WHGOPMAIMH), COAEpPKAIlUMe TMEePCOHATBHBIC
JAHHBIC, JIOJDKHBI XPAHUTBCA B CIOY)KEOHBIX  TMOMENICHUSX B  HAJACKHO
3aMMpaeMbIX U OMNeYaThiBaeMbIX IKadax (cerdax).

YHuuTOXKEHHE WM O0E3MMYMBAHUE YACTH TEPCOHAIBHBIX JIaHHBIX,
€CIM  3TO JOMYCKAeTCs MaTepUaIbHBIM HOCHUTENEM, MOXKET MPOU3BOAUTHCSA
CIIOCOOOM, HCKIIIOYAIOIIMM  JAJbHEHUIIYI0 00paOOTKy ATHUX  MEPCOHAIbHBIX
JTaHHBIX, C COXPAaHEHHUEM BO3MOKHOCTH 00pabOTKM WHBIX JIaHHBIX,
3a()MKCUPOBAaHHBIX HAa MaTepUaIbLHOM HOCHUTEIE.

I[Ipu  HecoBMeCTUMOCTH Tieiel 00paOOTKH TEPCOHANBHBIX JIaHHBIX,

33,(1)I/IKCI/IpOBaHHBIX Ha OJHOM MaTCpraJIbHOM HOCHTCIIC, €CJIn
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MaTepUaIbHBIA  HOCHUTEIh  HE MO3BOJISIET  OCYIIECTBIIATH 00paboTKy
IIEPCOHAIBHBIX JAaHHBIX OTIEIBHO OT JPYrHX 3a(UKCHPOBAHHBIX Ha TOM
K€ HOCHUTENEe TIEePCOHAIBHBIX aHHBIX, JOJDKHBI OBITh MPUHATBI MEpHI TIO
o0eCIieueHn 0 Pa3febHON O0pabOTKH TMEePCOHAIBHBIX TaHHBIX, B YACTHOCTH:

- mOpu  HEOOXOAWMOCTH  WCIOJNB30BAHHS WA PACIpPOCTPAHCHUS
OTIPE/ICTICHHBIX TIEPCOHANBHBIX JAaHHBIX OTIAEIBHO OT HAXOMSIIUXCS HAa TOM
K€ MaTEePUAIBHOM HOCUTENEC JPYTruX TEPCOHATBHBIX TAaHHBIX OCYIIECTBISETCS
KOITMPOBAaHUE TICPCOHAIBHBIX JAHHBIX, TMOJUICKAIINX PACIPOCTPAHCHUIO WU
WCITOJIb30BAHUIO, CIIOCOOOM, HCKITFOYAIONIMM OJHOBPEMEHHOE  KOIHMPOBAHUE
NEPCOHANBHBIX ~ JIAHHBIX, HE  MOJJICXKAIIUX  PACIPOCTPAHCHHIO u
UCIIOJIb30BAaHUIO, W HCIOJB3YeTCs (pacrpoCTpaHseTcs) KOIMUS TEPCOHATBHBIX
JaHHBIX;

- NpU HEOOXOAMMOCTH YHUYTOXKCHHS WM OJOKHUPOBAHUS YacTH
NIEPCOHAIBHBIX JIAHHBIX YHUYTOXKACTCI WM  OJIOKHPYeTCsS MaTephabHBIN
HOCHUTEJIb C TMPESABAPUTEIBHBIM KOIMMPOBAHUEM CBEICHHM, HE IOJIC)KAIIUX
YHHUYTOKECHUIO WIH OJIOKUPOBAHUIO, crocooom, UCKJTIOYAOIIUM
OJTHOBPEMEHHOE  KONHUPOBAaHUE  IMEPCOHAJIBHBIX  JAHHBIX, IOJICKAIINX
YHHUYTOXKCHUIO WJIH OJIOKUPOBAHUIO.

YTOouHEeHHE TEPCOHANBHBIX JAaHHBIX TIPH OCYIIECTBICHUH 170
00paboTKN 0€3 UCMOIb30BaHUs CPEICTB aBTOMATH3ALMU MPOU3BOJIUTCA IyTEM
OOHOBJICHWSI WJIM W3MCHCHUsS JAaHHBIX Ha MAaTepUAIBHOM HOCHUTENE, a €CIH
3TO  HE TOMYCKAETCSI TEXHUYECKMMH  OCOOCHHOCTSAMH  MaTe€pHaIbHOTO
HOCHUTEJS, TyTeM (QUKCAMd Ha TOM Y€ MaTepUaIbHOM HOCHUTENIC CBEIACHHI
O BHOCHUMBIX B HHX HW3MCHCHHAX JIMOO TIyTeM W3TOTOBJICHHUS  HOBOTO
MaTEPUAIbLHOTO HOCHUTEIS C YTOYHCHHBIMH IEPCOHAIBHBIMUA JTAHHBIMH.

O06paboTKa MEepPCOHATBHBIX JaHHBIX, OCYIIECTBIIsIEMas 0€3 MCIOIb30BaAHUS
CPEIICTB aBTOMAaTH3alliH, JOJDKHA OCYIIECTBIIATHCS TaKUM 00pa3oM, 4TOOBI B

OTHOIICHUHN K&)K,Z[Oﬁ KaTeTrOpHH MEPCOHAJIBHBIX JAHHBIX MOKHO OBLI10 OnpeCaACINTL
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MECTa XpaHEHUs MEPCOHAJBHBIX JAHHBIX (MaTepUaJbHBIX HOCUTENEH) U
YCTaHOBUTH MEPEUCHb JIUII, OCYIIECTBIAIOMUX 00pabOTKy MEPCOHANBHBIX JTaHHBIX
A100 UMEIOIIMX K HUM JIOCTYII.

IIpn XpaHeHnHn MaTepuaIbHbIX HOCUTENIEH JOJIKHBI COOMIOAATHCS YCIOBUA,
00EeCreunBaOIINE COXPAHHOCTh IE€PCOHAJBHBIX JIAHHBIX M  HCKIIIOYAIOIIUE
HECAaHKIIMOHUPOBAHHBIM K HUM JOCTyIl. XpAaHEHHE IIEPCOHANBHBIX  JIAHHBIX
(MaTepuaIbHBIX ~ HOCHTENel), 00paboTka KOTOPBIX  OCYIIECTBISETCS B

Pa3INYHbIX LOCIIAX HOJIKHO OBITH Pa3aACIIbHBIM.



