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NHPOPMALNNOHHASA ITAMATKA IS OBYYAIOIIUXCA TJIA
PASMEIHIEHUA HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaxIbIM TOJOM MOJIOJIG)KM B HHTEPHETE CTAaHOBUThCSA OOJbIIE, a
IIKOJIbHUKM OJHHU U3 CaMblX AakKTUBHBIX IIOJb30Baresie PyHera. Mexny Ttewm,
MTOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MPOOJIeMbI. DTa
naMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOAUThCS B CETH.

KoMmnbrorepubie BUPYChI

KoMIbrOTEpHBIN BHPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IIPOrpPaAMM,
OTIUYUTETILHOW 0COOCHHOCTBHIO KOTOPOH SABIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nomnonHenue x 3TOMY, BUPYCBI MOT'YT HOBPEAUTH WIM MOJHOCTHE) YHUYTOXUTH
Bce (paiibl U JTaHHBIE, TOJAKOHTPOJIbHBIE [T0JIB30BATENI0, OT UMEHHU KOTOPOTo Oblia
3aIylieHa 3apaXeHHasl IporpaMma, a TakKe NOBPEIWUTh WM AK€ YHHUYTOXHUTh
OTICPAIIMOHHYIO CHCTEMY CO BceMH (aiiiamu B 1eJoM. B OOJIBIIMHCTBE CllydaeB
PacCIpOCTPaHSIOTCS BUPYCHI UEpE3 HHTEPHET.

MeToabl 3alIUTHI OT BPEOHOCHBIX IPOrPaMM:

1. Hcnonb3yil coBpeMeHHbIE ONEPAIlMOHHBIE CUCTEMbI, UMEIOIIUE CePhE3HbIN
YPOBEHB 3aIUThI OT BPEJOHOCHBIX MTPOTPAMM;

2. TlocrosHHO ycraHaBinuBail mnatuu (UM@poOBBIE 3arIaTKU, KOTOpbIE
aBTOMATUYECKM YCTAHABIMBAIOTCSA C IIEJIbIO JIOPaOOTKH MPOrpamMMbl) U JApPYyTUe
OOHOBIIEHUSI CBOEHW oOmepanmoHHOW cucTembl. CkKauyuBalli HX TOJBKO C
opunmansHoro caita pazpabotunka OC. Ecam cymecTByer  pexum
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUHU €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEPEC 1104 IIpaBaMH IIOJb30BATCIIsI, a4 HC
AJIMHUHHUCTpPATOPA. DTO HE I03BOJIUT 60J'II>IIII/IHCTBy BPCAOHOCHBIX IIPOTIpaMM
HHCTAJUIMPOBATHCA HA TBOCM IICPCOHAJIBHOM KOMIIBIOTCPC,

4. Hcnonb3yil  aHTUBUPYCHBIE  MPOrPAMMHBIE  MPOAYKTHI  HM3BECTHBIX
POM3BOJUTENEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub HpU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Hcnonp3yit BHEIIHUE HOCUTENU HHPOPMAIINH, TAaKUE KaK (IIenIka, TUCK UIu
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He otkpbiBaii kKoMmblOTepHBIC (ailibl, TOJIyYeHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxke Te (paiiyipl, KOTOpbIE MPHCIAN TBOW 3HAKOMBIN. Jlydiie yTouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 3T0 He BUJ mepenayu AaHHBIX, HE TEXHOJOTHUS, & BCErO JIMIIb OpeHs,
Mapka. Eme B 1991 romy HuaepiaHackas KOMIAHUS 3aperHCTpUpOBaia OpeH.I



"WECA", uto o6o3navano cioBocoueranue "Wireless Fidelity", koTopsiii
NepeBOIUTCS Kak ""0ecripoBOAHAS. TOUHOCTD'.

Jlo Hamrero BpeMeHH JOIUIa apyrasi abbpeBuarypa, KOTopasi SBISICTCS TaKOU
e TexHoJsoruei. Dto abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha CTaHJapT BbIciel 3BykoBoi TexHuku Hi-Fi, uto B mepeBoje o3HayaeT
"BBICOKAsi TOYHOCTB".

Jla, GecriiaTHBIM WHTEPHET-IOCTYI B Kade, OTEsIX U a’ponopTax SIBISETCS
OTJIMYHOUW BO3MOYKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, YTO
obmenoctynubie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoseTsl 10 6e30macHOCTH PadOTHI B 0011e10CTYNHBIX ceTsax Wi-fi:

1. He nepenanaii cBoto nuuHyro uHopMaiuio dyepe3 odmenoctynHabie Wi-Fi
cetu. Pabotas B HUX, )XelaTeTbHOHE BBOJUTH MAPOJIN JOCTYIIA, JOTUHBI U KaKue-
TO HOMEPA;

2. Ncnonb3yit ©1 0OHOBISH aHTUBUPYCHBIE MpOrpaMMbl U OpanaMayep. Tem
caMbIM Thl oOe3omaculllb ce0si 0T3aKayKHh BUPYCa Ha TBOE YCTPOMCTRBO;

3. IIpu wucnonwszoBanuu Wi-Fi otkmoun ¢yskuuto "OOmmii gocTtynm K
daiinam u mpuHTepam". JlaHHas (QyHKIUS 3aKphITa IO YMOJTYAHHIO, OJTHAKO
HEKOTOPHIE IMOJIH30BATEN AKTUBUPYIOT €€ I yI00CTBa UCIIOIH30BaHUS B padoTe
i yueoe;

4. He wucnone3yii myomuunsii WI-FI s mepegaum JIWYHBIX  TaHHBIX,
HanpuMmep, U1 BIXOAA B COLIMATIbHBIE CETU WJIM B JIEKTPOHHYIO MTOYTY;

5. Hcnonw3yii Tosibko 3amuiieHHoe coeaqunenue uepe3 HTTPS, a ne HTTP,
T.€. mpu Habope BeO-aapeca BBoau nMeHHO "https://";

6. B MoOunsHOM Tenedone otkimroun ¢Gyskiuioo "lloakmrouenne k Wi-Fi
apTroMarnuecku'. He nmomyckail aBTOMaTUYECKOTO MOAKIIOUYEHUS! YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

ConmnajbHbIe CeTH

ComuanbHble CETHM AKTUBHO BXOJST B HAlly >XU3Hb, MHOTHE JIKOJU
paboTaloT M KMBYT TaM TMOCTOsSiHHO, a B Facebook yxe 3apeructpupoBan
MHWJUTAAPJ] YEJOBEK, UTO SIBJISICTCS OJHOW CEIbMOM BCEX MKUTEJIEW IUIAHETHI.
MHorue noJjib30BaTed HE MOHUMAKOT, 4TO HHGOpMAalUs, pa3MelleHHas HUMH
B COLMAJIBHBIX CETAX, MOXET OBbITh HalJeHa U UCIOJIh30BaHA K€M yrojHO, B
TOM YHCJIe HE 0053aTEIBHO ¢ OJIATUMU HAMEPEHUSIMU.

OcHOBHbBIE COBETHI 10 0€30MACHOCTH B COIMAJBLHBIX CETHX:

1. Orpanuyb CIUCOK Apy3eil. Y TeOst B IpY3bsX HE JODKHO ObITh CTyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amminai CBOO YaCTHYIO *KHU3Hb. He ykaswiBail mapoiu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHHS W APYTyI0 JUYHYIO HWHHOPMAIHIO. 3IT0YMBIITUICHHUKU



MOTYT HCIIOJIb30BaTh JaXe HH(OpPMALMI0 O TOM, KaK Thl M TBOU POIUTEIU
IJJAHUPYETE TPOBECTU KAaHUKYJIBI;

3. 3amuiiaii CBOIO pemyTaluio - JEpKU €€ B YUCTOTe M 3ajaBail cebe
BOMPOC: XOTed Obl ThI, YTOOBI JpPYTrHE MOJH30BATEIN BHJEIH, YTO ThI
sarpyxkaems? [logymaii, mpexiae dYeM dYTo-TO OIMyOJMKOBaTh, HAMKUCATh U
3arpy3uTh;

4.  Ecmu THl TOBOpHIIG C JIIOABMH, KOTOPHIX HE 3HACIIh, HE HMCIOJL3YH CBOE
peanbHOEC UMS W JPYTyIO JIMYHYIO HH(POpPMAIUU: UMsI, MECTO KUTEIbCTBA, MECTO
y4eObl U MpoYee;

5. N3beraii pasmemennst dortorpaduii B HTEpHETE, T/I€ THI M300pakeH Ha
MECTHOCTH, IO KOTOPOH MOXKHO ONPEACIUTH TBOC MECTOMOJIOKECHHE;

6. [Ipu peructpaniuu B COIMATBLHON CETH HEOOXOIWMO HCIIOIh30BATh
CJIOKHBIE MapOJU, COCTOSIINE U3 OyKB M LU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE
8;

7. JUisl cOIMabHOM CeTH, MOYTHI U APYTUX CAMTOB HEOOXOIMMO HCIIOIb30BaTh
pasHbpie maposid. Torga ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJydaT
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBbIE JeHbIH

DJEeKTpPOHHBIE ACHBIM - 3TO OYEHb YAOOHBIH CHOCOO TIIaTeXei, OJHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIH.

9J’ICKTpOHHBIe JCHBI'M IIOABHUJINCH COBCEM HEIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTUX IoCyaapCTBax J0 CUX IMOP HC MMPOIMCAHO IIPO HUX B 3dKOHAX.

B Poccun ske OHM (PYHKITMOHMPYIOT U O HUX YK€ IMPOIUCAHO B 3aKOHE, TE UX
pa3zensaioT Ha HECKOJIBKO BUI0B aHOHUMHBIE M HE aHOHUMHBIE. PasHuIia B ToM, 4T0
AHOHMMHBIE - 3TO T€, B KOTOPBIX paspemniacTcs MPOBOJAUTH omepanuu 0e3
UACHTU(GUKAIIMH TI0JIb30BaTElIs, & B HC aHOHUMHBIX WJCHTU(UKAIUS TTOJTH30BATEIIS
SIBIISIETCS 00S3aTEIHLHOM.

Taxxxke crnenyer pas3idyaTh DJJIEKTPOHHbIE (UATHBIE JEHbIHM (PaBHBI
TOCYJapCTBEHHBIM BAJTIOTAM) M DJICKTPOHHBIE HedUATHBIE NCHBIU (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETHI 110 0€30NACHOM padoTe ¢ ITEKTPOHHBIMU ICHbIAMMU:

1. [IpuBsku K cyeTy MOOWJIBHBIA TenedoH. DTO caMblii yHOOHBIH U
OBICTPBIA CHOCOO BOCCTAHOBUTH JOCTyn K cuery. llpuBsizanHbiii TenedoH
MIOMOXET, eciM 3a0yAellb CBOM IJIATEXKHBI Mapoyib WM 3aiiielib Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnons3yit onHopazoBeie maposu. Ilocie mnepexona Ha YCHICHHYIO
aBTOpHU3allMi0 TeOe yke He OyAeT yrpokaTb OMAacHOCTb KPaKW WJIM TepexBaTa
IJIaTEKHOTO MapOJIs;



3. Beibepu cioxHblii mapoib. [IpectymHukam OyldeT HE HpPOCTO yraiarh
CIIOKHBIH maposb. Hane)xxHple mapoiy - 3To mapoin, KOTOPhIE COJep)KaT He MEHee
8 3HAKOB M BKJIFOUAIOT B C€0sI CTPOYHBIE U MPOMHICHBIE OyKBBI, IUPPHI U HECKOIBKO
CHMBOJIOB, TakWe KaK 3HAK JoJuiapa, (yHTa, BOCKIMIATEIBHBIA 3HAK M T.II.,
Hanpuwmep, $tROng!;;

4, He BBOIM CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HEC NOBEPSACHID.

JIEKTPOHHASI I0YTA

DNEeKTpOHHAs IMOYTa - 3TO TEXHOJOTUS U MPEJOCTABISIEMBIE €0 YCIYIH IO
NEPEChUIKE U MOJYYCHHUIO 3JIEKTPOHHBIX COOOILICHHM, KOTOPbIE pacipenessitoTCs B
KOMIIbIOTEpHONU ceTh.  OOBIYHO BJIEKTPOHHBIA MMOYTOBBIA SAIIUK BBITJSIUT
CJIeYIOIMM 00pa3oM: UMs_TOJIb30BaTeNI(@uMs_A0MeHa. Takke KpoMe rnepeaadu
IPOCTOTO TEKCTa, IMEETCS BO3MOXKHOCTD TepeaBaTh (ailsibl.

OcHoBHBIE COBETHI 0 0€30MaCHOI padoTe ¢ JIEKTPOHHOM MOYTOI:

1. Hano BeiOpaTh npaBUiIbHBIN MOYTOBBIN cepBHC. B mHTEpHETE €CTh OTPOMHBIH
BbIOOp OECIUIATHBIX IOYTOBBIX CEPBHCOB, OJHAKO Jy4YIle JOBEPATH TEM, KOTO
3HA€Ib, U KTO MEPBbIA B PEUTHHTE;

2. He yka3biBaii B muuHOM mourte Ju4Hyto mHbopMmanuio. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@"unu "pok2013" Bmecto "temal3";

3. Hcnonb3yit IByXATallHYO0 aBTOPU3AILIUI0. DTO KOTrAa MIOMUMO MapoJisi HY>KHO
BBOJUTH KOJ, MPUChUIa€MbIid 0 SMS;

4. Br16epu cnoxxubIi maponb. [ KaKI0T0 MOYTOBOTO SIIUKA TOJDKEH OBITh
CBOU HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY MapOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalIMCaTh CAMOMY CBOM JINUHBIN BOIIPOC, UCTIOJIb3YHU
3Ty BO3MOXHOCTb;

6. Hcnonb3yi HECKOJIBKO TOYTOBBIX AIMIMKOB. IepBbIN 151 YaCTHOW MEPENTUCKU
C aJpecaramMH, KOTOPbIM Tbl JOBEpSElIb. JTO S3JEKTPOHHBIA aJpec HE HAaIO
WCITIOJIB30BATh TIPH PErUCTpalny Ha (popyMax U canTax;

7. He otkpeiBaii (aitnpl U apyrue BIOKEHUS B TMHUChbMax, JaXKe €CIU OHU
IPUILTA OT TBOWX JApy3el. Jlydie yTouHM y HUX, OTHPABIISUIA JIU OHU TeOE ITH
(aiinbr;

8. [Tocne okoHYaHus pabOTHI Ha MOYTOBOM CEPBHUCE MEPE]T 3aKPHITHEM BKIIAIKU
c caiitoMm He 3a0y1p HaXXaTh Ha "BeidTi".

Kn0epOysimHT MM BUPTYaJbHOE M3/1€BATEIHLCTBO

KubepOymiuar - npecie0BaHue COOOIIICHUSIMH, coiepKaIIuMu
OCKOpOJICHUS, arpeccuro, 3aIyTrUBaHUC; XYJIUTaHCTBO; COLIMAJILHOE
OOMKOTUPOBAHUE C TIOMOIIHIO PA3TNIHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00PHOE C KHOESPOYIITUHTOM:



1. He Opocatica B 60ii. Jlyummii crioco6: mMOCOBETOBATHCS KaK ce0si BECTH H,
€CJIM HET TOTO, K KOMY MOXHO OOpaTUThCS, TO BHAYaJIe YCIOKOUTHCS. Ecim Thi
HAYHEIIb OTBEYaTh OCKOPOJICHHUSAMH Ha OCKOPOJCHHs, TO TOJBKO eIe OoJbIie
pa3oXxoKeNIb KOH(IUKT;

2. VYnpasnsii cBoeil kubeppemyTaimei;

3. AHOHUMHOCTb B CETH MHUMaS. CYIHCCTBYIOT CIIOCOOBI BBIICHUTDL, KTO CTOUT
34 aHOHNMHBIM aKKayHTOM;,

4. He crout BecTw XynuraHckuii oOpa3 BUPTYyaJbHOM »Ku3HU. MHTepHer
¢ukcupyeT Bce TBOM JEHCTBUS M COXpaHSeT UX. YJaIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIBHO;

5. Coburoaail cBOrO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit  enuHW4YHBI  HeraTuB. (OIHOPA30BBIE  OCKOPOUTEIHHBIC
COOOUIeHUS JTyullie UTHOpUpoBaTh. OOBIYHO arpeccus NpeKpallaeTcs Ha Ha4aIbHON
CTaJuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COIIMANIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTHPABKU COOOIIEHUH C
OTIpe/IeTICHHBIX aJPECOB;

8. Ecnu 1b1 cBugerens kubepOyinuHra. TBOU AEHCTBUSA: BBICTYNUTh MPOTUB
npecieaoBaTensl, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHHUBAIOTCS HETATUBHO,
NOJIepKaTh >KEPTBY, KOTOPON HY)KHA IICHUXOJIOTMYECKas IOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemeHnHble cMapT(OHBI U TJIAHIIETHI COAEP)KAT B ceOe BIIOJIHE B3POCIIbIN
GyHKIIMOHAT, W Temephb OHWM MOTYT KOHKYPHUPOBAaTh CO CTAaIlMOHAPHBIMH
KoMITbroTepamMu. OTHAKO, CPEJCTB 3alTUTHI IS TOAOOHBIX YCTPOMCTB MOKA OYCHb
MaJio. TecTupoBaHUE U TOUCK YSA3BUMOCTEN B HUX MPOUCXOUT HE TaK MHTEHCUBHO,
kak ms [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPUIIOKEHUH.

CoBpeMeHHbBIE MOOMIIbHBIE Opay3ephl YK€ MPAKTUICCKH JJOTHAN HACTOJIbHBIC
aHAJIOTH, OJIHAKO pacimpeHrne (QYyHKIMOHATA BIEYET 3a CO0O0M OOJBIITYIO
CJIOKHOCTD M MEHBIIIYIO 3aIIUIICHHOCTb.

I[EUIGKO HC BCC IPOMU3BOAMHTCIIM BBIITYCKAIOT 06HOBHCHI/I$I, 3aKpPbIBAOIINC
KPUTUYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JJI 0€30IACHOCTH MOOMJIBLHOTO TeJie(poHA:

Huuero ne sBisiercs IMO-HACTOAIICMY OecrIaTHBIM. By,[[b OCTOPOIKCH, BCIb
Koraa Tebe nmpeajaararoT OecraTHBINA KOHTCHT, B HCM MOTI'YT OBITH CKPBITBI KaKHUC-
TO IINIATHBIC YCIIYTH,



Hymait, npexe uem otipaButh SMS, poto vim Busieo. Thl TOUHO 3HAEITH, T
OHH OyayT B KOHEUHOM HTOTE?

Heo6xoa1umo 0OHOBIIATH ONEpPaIlMOHHYIO CUCTEMY TBOEro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOrPAMMBI JIJIsI MOOMIIBHBIX TEIe(OHOB;

He 3arpy>1<a171 IMPHUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHHM MOI'YT

COJIepKATh BPEIOHOCHOE MPOTrPaMMHOE 00ECTICUSHHE;

[Tocne Toro kak Thl BBIWJENIL C caiiTa, TJe BBOJWI JIMYHYIO HHGOPMAIIUIO,

3aiijIu B HACTPOMKM Opaysepa u yaaiau cookies;

[lepuonuuecku mpoBepsid, Kakue IUIATHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOWJIBHOTO TenedoHa TOJNBKO IOJASM, KOTOPBIX ThI
3HaeIlIb U KOMY JIOBEpselllb;

Bluetooth ngomxeH ObITh BBIKIIIOUEH, KOTJA Thl UM HE MOdb3yembes. He
3a0bIBall MHOT 1A TIPOBEPSITH 3TO.

Online urpsi

COBpCMCHHBIC OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBATHIBAIOIIKUC PA3BJICUCHUS,

Oo0BEAMHSIONINE COTHH THICAY YENOBEK MO BceMy MHpy. Wrpoku ucciemyroT
JaHHBIA UM MHUp, OOIIAIOTCS APYT C APYTOM, BBIMOJHSIOT 3aJaHUs, CPAXKaAIOTCS C
MOHCTPAMH M IOJY4YarOT OIBIT. 3a yIOBOJIBCTBUE OHH IUIATAT: MOKYMAKT AMCK,
OIJIAYMBAIOT A0OHEMEHT WUJIM MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce st cpeacTtBa NAYT Ha NOAACPIKAHUEC U PAa3BUTHC UI'PBI, 4 TAKXKC Ha CaMy

0€30I1aCHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE
naTuu (IUQpPOBbIE 3aIaTKU I IPOrPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIIaCaTbCsAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO

KpaXy TBOCTO IIapOJisd, HA KOTOPOM OCHOBaHA CHCTEMA aBTOpU3aAlIUH OOIBIIMHCTBA

urp.

OcHoOBHbBIE COBETHI 10 0€30MACHOCTH TBOEro HUI'POBOTI0 aKKayHTa:

1. Ecnmu npyroit urpok BemeT ce0si IUIOXO MM CO3JaeT Tebe
HETIPUATHOCTH, 320JIOKUPYIi €ro B CIIHCKE UTPOKOB;

2. [loxanyiics agMHUHHMCTPATOpaM WIPBHl HA IUIOXOE ITOBEIECHHME 3TOTO
WUT'POKA, KENATENBHO MPUJIOKUTH KAaKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii tuunyto uHdopmaIyio B mpodaie urpel;
4 YBaxxkal Apyrux y4aCTHHKOB I10 UIPE;

5. He ycranapnuBaii Heo(puImaabHbIe TaTYU U MOJIBI,

6 Hcnonb3yii CII0KHBIE U pa3HbIE IAPOJIN;



7. Jlaxke BO BpeMsi UIpbl HE CTOMT OTKJouYaTh aHTUBHpYC. [loka Tbl
UIpaCIllb, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

OUINHHT WA Kpaika JINYHBIX JAHHbIX

OOBIYHOM KpaXkel JEHET U TOKYMEHTOB CErOJHS YK€ HUKOIO HE yIHUBHILb, HO
C Pa3BUTHUEM HHTEPHET-TEXHOJOTUH 3JIOYMBIIUJIEHHUKH NEPEMECTHINCH B
UHTEPHET, U MPOJOJIKAIOT 3aHUMATHCS "TI0OMMBIM" 1€I0M.

Tak mosBHIACh HOBas yrpo3a: MHTEPHET - MOIICHHMYECTBA WJIM (DUIIMHT,
TJIaBHAs IeJb KOTOPOTO COCTOUT B TMOJYYEHUH KOH(MUIEHIIMAIBHBIX JaHHBIX
MOJIb30BaTeNe - JIOTUHOB | mapoJjeil. Ha anrmmiickom si3bike phishing untaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHoBHBbIE cOBeTHI 110 00pbLOE ¢ PUIIMHIOM:

1. Creau 3a CBOMM aKKayHTOM. ECITU ThI MOJ03peBacIiib, YTO TBOS aHKETa ObLiIa
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKMPOBATh €€ W COOOIIUTh aAMHUHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpPee;

2. Hcnons3yil Oe3omacHble BeO-CaThl, B TOM YHCIIE€, HHTEPHET-MAara3uHoB U
MOUCKOBBIX CUCTEM;

3. Hcnomw3y#l ClIO)KHbIE W pas3Hble Tapoyid. Takum oOpa3oM, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHUKH IOJy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
porITro B CETH, a HE KO BCEM;

4.  Ecnu Tebs B3nOMaiIH, TO HEOOXOIMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHBI y T€OS B IPY3bsX, O TOM, YTO T€OS B3JIOMAJI M, BO3MOXKHO, OT
TBOETO UMEHH OYyJIeT pacChUIaThCS CaM U CChUTKU Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HagexHbIN naposib (PIN) Ha MoOubHBIN TenedoH;
6. OTxiTroun coxpaHeHue apodsi B Opaysepe;
7. He otkpeiBaii (aitnpl U apyrue BIOKEHUS B TMHUChbMax, JaXe €CIU OHU

IPUILIA OT TBOUX Apy3el. Jlydie yTouHM y HUX, OTHPABIISUIA JIU OHU TeOEe ITH
(aitbl.

Hudposas penyrauus

[udpoBas penyranus - 3TO HEraTUBHAs WM MO3UTHUBHasg HWHQoOpManus B
cetu o Tebe. Kommpomerupytomias nndopmanus, pa3MelieHHas B HHTEPHETE,
MOKET CEepbE3HBbIM 00pa30M OTPa3uThCA Ha TBOEW peanbHOU xu3HH. "LludpoBas
penytanus" - 3T0 TBOM UMUK, KOTOPbIA hopMupyeTcs: U3 nHGopMaluu o Tede B
UHTEpHETE.

TBo€ MecTo KHUTCIBbCTBA, y‘IC6BI, TBOC (I)I/IHaHCOBOC IMOJIOXKCHUC, OCOOCHHOCTH
XapaKTepa U pacCKa3bl O OJIM3KHUX - BCE ATO HAKAILJIMBACTCS B CETH.

MHorue MMOAPOCTKH JICTKOMBICIICHHO OTHOCATCA K HY6J'II/IK3L[I/II/I JIMYHOM
I/IH(I)OpMaI_II/II/I B HHTCpHCTC, HC ITOHHMMas BO3MOXHBIX HOCJ'IC,Z[CTBPIﬁ. Ther JaXXC HE



CMOJKEIIb JI0raJaThCsi O TOM, 4YTO (ororpadus, pasMmelleHHas S5 JEeT Ha3asj,
cTaJla IPUYMHON OTKa3a MPUHATH TeOsI Ha paldoTy.

KommenTapuu, pazmenienue TBoux pororpaduii u Apyrue 1eUcCTBHUs MOTYT HE
MCYE3HYTh JAXe IOCJE TOT0, KaK Thl MX YJAIHIIb. Thl HE 3HACIIb, KTO COXPAHUJI 3TY
uH(OpMaIInIo, TIOTaja U OHA B TIOMCKOBBIE CUCTEMBI U
COXpaHWJIach JIM OHA, a TJaBHOE: YTO MOJYMAalT O TeOe OKpYyXKalollue JIIOAH,
KOTOpbIE HaWIyT W YBUIAT 3TO. HailTu nH(OpMaIKIO MHOTO JIET CITYCTSI CMOXKET
JTr000M - KaK U3 JOOPBIX MOOYXKACHHI, TaK U C HAMEPEHUEM MPUYUHHUTH Bpea. ITO
MOKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI 0 3aLUTe HU(PPOBOH penmyTaunu:

1. [Togymaii, mpexae yeM 4To-TO MyOJIMKOBaTh U IepeaaBaTh y ce0s B OJore
WM B COLIMAJILHOM CETH;

2. B macrtpoiikax npodwiis yCTaHOBH OTpPaHWYEHHS] HA MPOCMOTP TBOETO
npoduIs ¥ ero COASPAKUMOTro, cliesiail ero ToJabKo "1 Apy3eit”;

3. He pa3memiaii 1 He ykasbiBall MH(OpMALNIO, KOTOpas MOXET KOro-iudo
OCKOPOJISTH WA O0MKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE  UIIKOJIBHUKMA - aKTHUBHBIE TIOJIb30BaTeld  LU(PPOBOIO
npoctpaHcTBa. OJIHaKO JOaE€KO HE BCE 3HAIOT, YTO MOJb30BAHUE  MHOTIMMH
BO3MOXHOCTSIMU  LUPpoBOro  mupa TpeOyer  cOONIOJEHUsT TMpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "wHTEINIEKTyanbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHSIM YEJIOBEUYECKOTO yMa, HauMHAasg C HOBBIX H300pETEHHUH U 3HAKOB,
0003HaYaIOMUX COOCTBEHHOCTb Ha MPOAYKTHI M YCIYTH, U 3aKaHYUBas KHUTAMHU,
dororpadusamMu, KUHOPHUIBMAMU U MY3bIKAJIbHBIMH MPOU3BEACHHUSIMH.

ABTOpCKHME TpaBa - 3TO MpaBa HA HMHTEUIEKTYaJIbHYIO COOCTBEHHOCTh Ha
IPOU3BEIACHUSI HAYKH, JIMTEPATypbl M UCKycCTBa. ABTOPCKHE MpaBa BHICTYIAOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUICKTYaJbHBINH/TBOPUYECKUN TpPyHd aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeUIMBblE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysipTaTax CBOEro TpyZAa, MOJYyYUThb HM3BECTHOCTh W Ipu3HaHue. Hukro 0e3
paspelieHuss aBTOpa HE  MOJKET  BOCHPOMU3BOAUTH €ro  INPOU3BEICHHUE,
pacmpocTpaHsiTh, MyOJIWYHO JEMOHCTPHUPOBATH, MPOAABATh, HMIIOPTUPOBATH,
NycKaTb B IPOKAT, MyOJMYHO HUCIOJHSATh, MOKAa3bIBATh/MUCIONHATh B 3PUPE WM
pasmewats B MaTepHere.

Ucnonb3oBanne  "muparckoro"  MporpaMMHOIO  OOECTEUYEHHS  MOXKET
NPUBECTH K MHOTUM pHUCKaM: OT TMOTE€pPU JAHHBIX K TBOMM aKKAayHTaM [0
OJIOKUPOBKH TBOETO YCTPOMCTBA, IJie YCTAHOBJIEHA HejeraibHasi mporpamma. He
CTOWUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC U OECIIaTHBIC MPOTPAMMBI,
KOTOPbIE€ MOKHO HAalTH B CETH.



