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OINPEJAEJEHUA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEIECIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMa — CHCTEMA, COCTOsIIIAasl W3 IEepcoHana u
KOMIUIEKCA CPEACTB aBTOMATH3AlUU €T0 ACSITEIBHOCTH, peau3yroas uHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJTHEHHS YCTAHOBIICHHBIX (DYHKITHIA.

AyTeHTH(UKALIMSA OTHPABUTEJISI JAHHBIX — ITIOJTBEPKICHUE TOTO, YTO OT-
MPABUTEIIb MOJYYCHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be30nmacHOCTh MNMEPCOHANBHBIX [JAHHBIX — COCTOSIHUE 3allUIIEHHOCTH
NEPCOHATBHBIX JaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO  IMOJIb30BATENEH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIIMOHHBIX  TEXHOJOTUWA  00ECIeUUTh
KOH(UIEHITMATBHOCTD, [EJIOCTHOCTh U JOCTYIMHOCTh MEPCOHANBHBIX JAaHHBIX MpPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

buomerpuyeckue mnepcoHAJbHbIC JaHHbIEe — CBEACHUSA, KOTOPHIE
XapaKTepU3yrT HU3HOJIOTUYECKHE OCOOCHHOCTH YEJIOBEKa U HAa OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €ro JUYHOCTh, BKJOUasi (pororpaduu, OTIEUATKU MAJIBIIEB,
oOpa3 ceTuaTKH TJla3a, OCOOCHHOCTHM CTPOCHHS Tela W JAPYryl0 TOJ00HYIO
UH(pOpMaIHIO.

BioknpoBaHue mNepPCOHAJBHBIX JAHHBIX — BPEMEHHOE IMpeKpalieHue
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OX0IMMa JiJIs yTOUHEHUS TIEPCOHATBHBIX JTAHHBIX ).

Bupyc (koMIbOTEepHBIA, IPOrPAMMHBIN) — HUCIOJHIEMBbII MPOrPAMMHBII
KOJI WJIM UHTEPIPETUPYEMbI HaOOp MHCTPYKIIMM, 00JIaIatonvii CBOMCTBAMU He-
CAaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHus. Co3naHHbIe
TyOIUKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCET/Ia COBMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT CIOCOOHOCTh K JIajbHEHIIEMY paclpOCTPaHEHUIO U CAMOBOCITPOU3BEE-

HHIO.



BpenonocHasi nporpamMma — nporpaMma, npeJHa3HaueHHas 1151 OCYILECTB-
JIEHUS] HECAHKIMOHMPOBAHHOI'O JIOCTYIa U (WMJIM) BO3JEWUCTBHS HAa NEPCOHAIbHBIC
JTAaHHBIE UJTU PECYpPChl UHPOPMAILIMOHHON CUCTEMBI IEPCOHAIBHBIX JAHHBIX.

BcnomoraresibHble TeXHHYECKHE CPeICTBA M CHCTEMbl — TEXHHYECKHE
CpEICTBa U CUCTEMBI, HE MpeIHA3HAUEHHbIE I Nepeaayn, 00padOTKU U XpaHEHHUs
IIEPCOHAJIBHBIX JaHHBIX, YCTAHABIIMBAEMBIE COBMECTHO C TEXHUYECKHMH CPEACT-
BaMU U CHCTEMaMU, IIPeIHA3HAYCHHBIMU U1 00paOOTKH MEPCOHANBHBIX JTaHHBIX
WIM B NOMEIIEHUSX, B KOTOPBIX YCTAHOBJIEHbI MH()OPMAIMOHHBIE CHCTEMBI IEPCO-
HaJbHBIX JAHHBIX.

JocTtyn B oOnepanMoHHYK cpeay KommblTepa (MHGOPMALMOHHOM
CHCTEMBbI MEPCOHAJBHBIX [JaHHBIX) — IOJIy4YEHHE BO3MOXHOCTM 3allyCcka Ha
BBIIIOJIHEHUE IUTATHBIX KOMaHJA, (YHKUWH, NpOUEIyp OIEpPalMOHHON CHUCTEMBI
(YHUUTOXXEHUsI, KONMPOBAHUS, TEpPEMELEHUs] W T.I.), MCHOJHSAEMBIX (pailyioB
NPUKJIATHBIX TPOTPAMM.

JocTtyn kK MHGOPMAIMN — BO3MOXKHOCTh MOIy4eHUs] MH(DOPMALIUM U €€ HC-
II0JIb30BAHUS.

3akJ/iaiouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMAIMHU, CKPBITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMBI  WJIM  BHOCHMBI) B MECTa BO3MOXKHOTO CheMa
uHpopMaimy (B TOM YHCIIE B OIPaXKJICHUE, KOHCTPYKIIMIO, 000pPYA0BaHHE, MPEAMETHI
MHTEpPBHEPA, A TAKKE B TEXHUYECKHE CPEACTBA U CUCTEMBI 00pabOTKH MH(MOpMAIIN).

3amumaemasi mHpopmanus — uHbOpMALKS, SBISIOLIAACS TPEIMETOM CO0-
CTBEHHOCTM M TOMJISKAILAs 3alIUTe B COOTBETCTBUM C TPEOOBAHHMSAMH IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBaHUSIMU, YCTAaHABIMBAEMBIMUA COOCTBEHHUKOM MH(OPMAITUH.

NnenTudukanuss — npucBoeHue cyObeKTaM M OOBEKTaM JIOCTYyIa WIEHTH-
¢ukaropa U (WIM) CpaBHEHUE TPEIBABIAEMOrO HICHTUPHUKATOpA C TMEpeUyHEM
IPUCBOEHHBIX UIEHTU(UKATOPOB.

NupopMaTUBHBIN CUTHAJ — DJIEKTPUUECKUE CUTHAJIBI, AKYCTUYECKHE, DJIEK-

TPOMAarHuTHbIE W Jpyrue (PU3MUECKue IoJisl, MO TapaMerpaM KOTOPBIX MOXKET ObITh



packpbITa KoH(pUaeHIMaTBHAS HHpOpMAaIys (TIepCOHATFHBIC TaHHBIS) 0OpadaThiBacMas
B MH(OPMAITMOHHONW CUCTEME MTEPCOHATBHBIX TAHHBIX.

NndopMmanuoHHble TEXHOJOTHMU — IPOLIECCHl, METOBI TIOMCKa, cOopa, Xpa-
HEeHUsI, 0OpaOOTKH, TPEIOCTABICHHS, PACIpPOCTPaHeHNsT WH(POPMAIMA U CIIOCOOBI
OCYIIECTBJICHUS TAKUX MPOILIECCOB U METOJIOB.

Nudopmanuonnasi cucremMa mnepcoHadbHbiX AaHHbIXx (UCIIIn) -
COBOKYIMTHOCTh COJIEpKaIuXcsi B 0a3ax JaHHBIX IEPCOHANBHBIX JaHHBIX |
o0ecreynBaIMnX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJOTUH U TEXHUYECKUX
CPEICTB.

Hcnonb30BaHue MEPCOHANBHBIX JAHHBIX — JEHCTBUS (OIepanuu) C
MEPCOHANILHBIMU JTAHHBIMHM, COBEpILAEMBbIE OMNEPATOPOM B IEIAX NPUHITHSL
pPELICHUN WA COBEPUICHHUS HWHBIX JICUCTBUM, MMOPOXKAAIOMMNX OPUINYECKUE
MOCJIEJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHATBHBIX NAHHBIX WA JPYTUX JIUI
a1u00 MHBIM 00pa30M 3aTparuBarOIIMX MpaBa U CBOOOIbI CyObEKTa MEPCOHATBHBIX
JTAHHBIX WM IPYTUX JINII.

HcTouHuk yrpo3sl 6e3onacHocT uH(popManmuu — cyObeKT JIOCTYIa, MaTe-
PUATHHBIN O0BEKT WM (PU3MUECKOE SIBJICHUE, SIBIISIONIMECS TMPUUMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH H(MOPMAITUH.

Koutpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 31aHKE, YaCTh 3/IaHM,
MOMEIIIEHNE), B KOTOPOM HCKITFOYEHO HEKOHTPOJIMpPYEeMOe MPeObIBAHUE MOCTOPOHHUX
JIII, & TAKXKE TPAHCTIOPTHBIX, TEXHMUECKUX U MHBIX MaTEPUATIbHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNbHOE IS
COOJTFOICHUSI OTIEPaTOPOM WMJIM MHBIM TMOJTYYHMBIIUM JIOCTYI K MEPCOHATBHBIM JTAHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHhe Oe3 cornacusi CyObekTa
MIEPCOHATIBHBIX JTAHHBIX TN HATMYHMS MHOTO 3aKOHHOTO OCHOBAHUISI.

Me:xceTeBoi IKpPaH — JIOKATHHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-

pacrpeiefiecHHOe TIPOrpaMMHOe  (ITPOrpaMMHO-AIMIApaTHOE) CPEICTBO  (KOMILIEKC),



peam3yroliee KOHTPOITb 32 MH(DOPMAIHEH, TOCTYTAIOIICH B HH)OPMAIIMOHHYIO CHCTEMY
MIEPCOHATBHBIX JJAHHBIX U (MJIM) BBIXOASAIICH U3 UH(OPMAIIMOHHOW CUCTEMBI.

Hapymuresnb 6€30nacHOCTH NMEPCOHANBHBIX JAHHBIX — (DU3MYECKOE JIUIIO,
CITy4allHO WJIM MPETHAMEPEHHO COBEPILIAIOIIEE ACHUCTBUYS, CIEACTBUEM KOTOPBIX SBIISIETCS
HapyllleHue 0e30MacHOCTU MEPCOHATIBHBIX JAHHBIX MPU UX 00pabOTKE TEXHUUYECKUMU
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBanHas o0pa0doTKa MNEPCOHAJIBHBIX JAHHBIX —
00paboTKa MEepCOHANBHBIX JIAHHBIX, COACPKAIIMXCS B MHPOPMALIMOHHOMN crCcTeMe
MEPCOHANBHBIX JaHHBIX JMOO W3BJICUEHHBIX M3 TAaKOH CHCTEMBI, CUHUTAETCS
OCYIIIECTBICHHON oe3 WCITOJTb30BAHUS CpeICTB aBTOMaTHU3AINH
(HeaBTOMaTH3UPOBAHHOM ), €CJIM TaKue JEHCTBUA C MEPCOHAIBHBIMU TAHHBIMH, KaK
WCITOJIb30BAaHUE, YTOYHEHHWE, pACIpOCTpaHEHWE, YHUYTOKEHHE IEePCOHATBHBIX
JAHHBIX B OTHOIIEHWW KAXKJIOTO M3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYIIECTBIISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEIOBEKa.

HenekjsapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIMTEIIbHONM TEXHUKH, HE OIMCAHHBIE WM HE COOTBETCTBYIOILIME
OITMCAHHBIM B JIOKYMEHTAITUH, TIPH KCIOIB30BAHUM KOTOPHIX BO3MOYKHO HApYIIICHHE
KOH(HMIICHIIMATBHOCTH, JOCTYIIHOCTH WJIM IIEJIOCTHOCTH 0oOpabaThIBacMON  HH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIMOHUPOBAHHBIC JCHCTBUS) —
JOCTYI K MH(OPMAIMKA WM JISUCTBUSL C WHQOpMAIIMEH, HapyIIalope MpaBuia pas-
TPaHWYEHHS JIOCTyNa C WCHOJB30BAHUEM INTATHBIX CPEICTB, MPEIOCTABISIEMBIX
WH()OPMAITMOHHBIMHA CHCTEMaMH TTEPCOHABHBIX TAHHBIX.

Hocurtenb ungopmanum — Gu3nyuecKoe JUIO WM MaTepUaIbHBIA 00BEKT, B
TOM 4HCIIe (PU3MUYECKOe TI0JIEe, B KOTOPOM MH(OPMAIIUS HAXOHUT CBOC OTPHKCHHE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PELICHUI 1 TIPOIIECCOB, KOIMYECTBEHHBIX

XapaKTCPHUCTUK (1)I/I?>I/IIICCKI/IX BCJINYHH.



OO0e3nuyuBaHue NEPCOHANBHBIX [JaHHBIX — JICHCTBHS, B peE3yJbTaTe
KOTOPBIX CTAHOBUTCSI HEBO3MOXKHBIM 0€3 HCIOJB30BaHUS JOIMOJIHUTEIHHON
uH(OpMAIUU ONPEJCIUTh MPUHAJICKHOCTD MTEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY
CYOBEKTY MEePCOHATBHBIX JTaHHBIX.

OO0OpaboTka NmepcoOHAJBHBIX JAHHBIX — JII000€ AciicTBUE (omeparus) Uiu
COBOKYIHOCTb JIEUCTBUI (Omepalnii), COBEpIIAeMbIX C MCIOJIb30BAHUEM CPE/ICTB
aBTOMAaTU3allMd WM 0€3 HCHOJb30BAHMS TaKUX CPEACTB C NEPCOHATBHBIMU
JAHHBIMH, BKIIIOYas cOOp, 3amucCh, CHUCTEMATHU3AIMIO, HAKOIUICHWE, XpaHEHHE,
yTOuHEHUE (OOHOBJIEHHME, U3MEHEHHE), M3BICUEHHUE, HCIIOJIIb30BAaHUE, Iepefady
(pacnpocTpaHeHue, MpeAoCTaBlIeHUE, JOCTYI), o0e3MuuBaHue, OJIOKHUpPOBAHUE,
yAQJIEHUE, YHUUYTOKEHHUE NEPCOHAIBHBIX JaHHBIX.

OO0menocrynupie MNEPCOHAJbHbIC JAaHHbIE — IIEPCOHAIBHBIC JAaHHBIC,
JOCTYIl HEOI'PAaHWYEHHOTO Kpyra JIAI K KOTOPBIM MPEJOCTABIECH C COrJIacHus
CyOBEKTa MEpCOHAIBHBIX JAHHBIX WJIA Ha KOTOpPblE B COOTBETCTBUU C
(denepaibHBIMU  3aKOHAMU HE pacnpocTpaHseTrcs TpeOoBaHUE COONIOACHUS
KOH(UICHIIMATIBHOCTH.

Omneparop (mepCOHAJILHBIX [AaHHBIX) - TOCYJIApCTBEHHBIM OpraH,
MYHUILIMIIAJIbHBIA OpraH, IOpUAMYECKOe WU (U3UYECKOE JIUI0, CAMOCTOSITEIBHO
WIA COBMECTHO C JIPYTMMH JIMLAMH OpPraHMU3yloliue U (WIHM) OCYIIECTBISIONINE
00pabOTKy MEpPCOHAIBHBIX JAHHBIX, a TAKXKE OMNpEIENSIolue Ueau o0padOoTKH
MEPCOHANIBHBIX JIAaHHBIX, COCTAB MEPCOHATBHBIX JaHHBIX, MOJICKAIINX 00padoTKe,
NeHcTBUA (ONEpalMK), COBEPILIAEMbIE C IEPCOHATBHBIMU JIAHHBIMHU.

Texnuyeckue cpeacrsa MHPOPMALNMOHHOH CHCTEMBbI NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIUMCIUTEIBHON TEXHHKH, WH(POPMAIMOHHO-BBIYUCIUTEILHBIC
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tlepeiauu, ipuema v oopadotku [1/11 (cpencrra
U CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHs, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U

Jpyrre TEXHUYECKUE Cpe/iCTBa 00pabOTKH peueBoi, rpadrudeckoi, BUIeo- U OYKBEHHO-



poBoi MH(pOPMAIH), IPOrPaMMHBIE CPEICTBA (OTIEPAIMIOHHBIE CHCTEMBI, CUCTEMBI
yIpaBieHus: 6a3aMy JTaHHBIX U T.IL.), CPEACTBA 3aIIUTHI MH(POPMAIIMH, IPUMEHSIEMbIC B
MH()OPMAIMOHHBIX CUCTEMAX.

IlepexBaT (MH(pOpMaNUK) — HEMPABOMEPHOE MONy4YeHHE HHDOpManuu C
UCIIOJIb30BAaHUEM TEXHMUYECKOTO0 CPEACTBA, OCYIIECTBIAIONIETO OOHApYXEHUE,
npueM U 06paboTKy UH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIEe — Jt00as HHPOpPMAIHUA, OTHOCAMIASCS K MPSAMO
WIM KOCBEHHO OIPEACIICHHOMY WM oOmpenensieMoMy (U3UYECKOMY JIUILY
(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);

IloOoyHBIe  JIEKTPOMATHMTHBIE  W3JIy4eHHMs] W  HABOAKH  —
AJIEKTPOMArHUTHBIE H3IYYCHHS] TEXHMUYECKHX CPEACTB 0OpaOOTKH 3alluIaeMoun
uHbOpMaIK, BO3HUKAIOIIME Kak MMOOOYHOE SBJICHHE U  BBI3BAHHBIC
AIEKTPUUECKUMHU CUTHAJIAMU, IEUCTBYIOIIMMH B UX DJIEKTPUYECKUX U MATHUTHBIX
HEMIX, a TAK)KE AJIEKTPOMATrHUTHBIC HABOJKU 3TUX CUTHAJIOB HA TOKOMPOBOISIIINE
JMHUH, KOHCTPYKITUH U TICTIH TUTAHMSI.

I[MouTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OPTraHU3alMOHHBIX
MEPOTIPUATHHA, KOHTPOJMPYIOIIMX OTCYTCTBUE 3alKMCHIBAaHWS Ha OyMa’KHbBIE
HOCHUTENIM KItouel W aTpuOyToB nocTyma (mapojied) M XpaHEHUs uX BOJIM3H
00BEKTOB JIOCTYIIA.

[Hoab30BaTesib HUHPOPMALMOHHON CHUCTEMbI NMEPCOHAIBHBIX JTAHHBIX —
JUI0, Yy4YacTBywIiee B (QYHKIMOHUPOBAHMM HMH(POPMAIMOHHOW  CHUCTEMBI
MIEPCOHANIBHBIX TAHHBIX WJIA UCTIONB3YIOIIEe PE3yIbTaThl €€ (YHKIIMOHUPOBAHHUSL.

IIpaBusia pasrpaHuYeHusi J0CTYNA — COBOKYITHOCTb MPaBHUJI, pEriiaMeHTH-
PYIOIIMX TpaBa J0CTyna CyObEeKTOB JOCTYIA K 00hEKTaM JOCTyIa.

IIporpaMmMuasi 3aKj1aaKa — KO/ MPOTPaMMBI, PETHAMEPEHHO BHECEHHBIN B
MPOrpaMMy C IEJIbI0 OCYIIECTBUTH YTEUKY, U3MEHUTH, OJIOKMPOBATh, YHUUTOXKUTh

MH(OPMAIUIO WIH YHUYTOXHUTh U MOJIU(DUIIMPOBATH MPOrpaMMHOE oOecrieyeHue
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WH()OPMAITMOHHONW CHCTEMBI TIEPCOHAIBHBIX NAHHBIX W (WIH) OJOKWpOBATH ara-
paTHbBIE CPEICTBA.

IIporpammHoe  (mporpaMMHO-MaTeMaTH4YecKoe)  BO3JaelicTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHICTBHE Ha  pPECypchl  aBTOMATU3UPOBAHHOMU
MH(OPMAITMOHHONW CHCTEMBbI, OCYHIECTBIISIEMOE C HMCIOJIb30BAHUEM BPETOHOCHBIX
IPOrpaMM.

PackpbiTHe NepCOHAJBLHBIX JAHHBIX — YMBIIUICHHOE WU Clly4aliHOe
HapylieHne KOH(UICHIIUATbHOCTH EPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nmepcoOHAJbHBIX JAHHBIX — JEHCTBUS, HAIPaBJICHHBIC
Ha PacCKpbITHE MEPCOHATBHBIX TAHHBIX HEOMPEACICHHOMY KPYTY JIMII.

Pecypc uH(popMaIMOHHON CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
IIPUKJIATHOTO WU anIapaTHOTo oOecrieueHus (YHKIMOHUPOBAHUS
UH(OPMAIMOHHON CUCTEMBI.

CneunajibHble KAaTerOpvMH MEPCOHAJIBLHBIX [JAHHBIX — TIEPCOHAIBHBIC
JTaHHBIE, KACAIOIIMECS PACOBOW, HAIMOHAIIBHON MPUHAMJIC)KHOCTH, MOJIATHYECKUX
B3TJISIJIOB, PEITUTHO3HBIX WM (PUIIOCOPCKUX YOk ICHUM, COCTOSHUS 3/I0POBbS U
WHTUMHOM JKM3HU CYOBEKTa MEPCOHAIBHBIX JaHHBIX.

CpencrBa BbIYMCIUTEIbHOM TEXHUKHU — COBOKYITHOCTb IPOIPAMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKU JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEJIbHO WJIM B COCTABE APYTUX CHUCTEM.

Cyo0obekT aocryna (cy0ObeKT) — JMIO WIN MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTHUPYIOTCS TTPaBUJIaMH pa3rpaHUYEeHUs JOCTYTIA.

TexHuveckuil KaHaA yTe4YKH MH(OPMALMH — COBOKYITHOCTh HOCUTENS WH-
dopmarmu  (cpenctBa 00paOOTKH), (DUBHMUECKOM Cpebl pacnpocTpaHeHuss HHGOP-
MaTHBHOT'O CUTHAJIA ¥ CPEJICTB, KOTOPHIMH JJOOBIBACTCS 3alluIliaeMas HHGopMaIus.

TpancrpanuyHas mnepegadya MePCOHAJNBHBLIX JAaHHBIX — Tiepegada

MEPCOHAIBHBIX  JAHHBIX OMNEpaTopoM uepe3 ['ocynapCTBEHHYHO TpaHULY
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Poccniickon ~ ®denepanmu  Oprady  BIACTH  MHOCTPAHHOTO  TOCYAAapCTBa,
buznYeCKOMY WM IOPUIUYECKOMY JIUILy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(akTOpOB, CO3MAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIIyYaifHOTO,
JIOCTYTIA K IIEPCOHAJIBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOT'O MOKET CTaTh YHUUTOKEHHE,
U3MEHEHNE, OJIOKUPOBAHUE, KOITMPOBAHUE, PACIIPOCTPAHEHUE NIEPCOHAIBHBIX JIAHHBIX, a
TaKK€ UHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUIA MPU UX 00padOTKe B MHPOPMAITMOHHOM
CHCTEME IIEPCOHAIBHBIX TAaHHBIX.

YHHMUYTOKEHHE MEePCOHAJbHBIX [JaHHBIX — [ICHCTBUSA, B pE3YJIbTaTE
KOTOPBIX CTAaHOBUTCS HEBO3MO>KHBIM BOCCTAHOBUTBH COJIEPKAHUE IEPCOHAIBHBIX
JaHHBIX B HMH(QOPMAIIMOHHOM cHUCTEME MEepCOHAIBHBIX MJaHHbIX W (WIK) B
pe3yapTaTe KOTOPBIX YHHUYTOXKAKOTCS MaTEpPUAJIbHBIE HOCUTEIN IEPCOHAIBHBIX
JAHHBIX.

Yreuka (Bammmaemon) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE pacpOCTpaHeHUe MH(GOPMAIMK OT HOCUTEIIS 3alllMIIaeMor HH(Op-
Maluu 4yepe3 (PU3MYECKYI0 Cpedy IO TEXHMYECKOTO CpEICTBa, OCYLIECTBIISIOLIETO
nepexsBaT UHPOPMaLIUU.

Ya3BUMOCTD — CITa00CTh B CPEICTBAX 3ALIUTHI, KOTOPYO MOXKHO HCIIOJIb30BaTh
JUISl HApYIIIEHHS CUCTEMBI WM COJIEprKallieiics: B Hel MH(pOpMAaIIu.

HesocTHOCTH MHpOPMAIIUN — CTTIOCOOHOCTH CPEICTBA BHIYUCIUTEITLHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00€CeUnBaTh HEM3MEHHOCTh HH(OPMAIIH B

YCIOBHSX CITYYaitHOTO W/WJIM MPEAHAMEPEHHOTO NCKKEHHS (Pa3pyLLEHHMS]).



OBO3HAYEHHUSA U COKPAIIEHU A

ABC — aHTUBUpPYCHBIE CPENCTBA

APM — aBTOMaTH3UpOBaHHOE pabovee MECTO

BTCC — BcioMorarenbHble TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NCI1JIz — nabOpMaIFIOHHAS CHCTEMA TIEPCOHATBHBIX TAHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — koHTpompyemas 30Ha

JIBC — nokanbHas BEIYUCIUTENBHASI CETh

MD — MexceTeBoil FKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYIT

OC — onepanmoHHas cuctema

[1/11 — nepcoHabHBIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICHCTBHE

I1O — nporpamMHOe obecrieueHue

[I3MUH — no6ouHble 37IEKTPOMar HUTHBIE U3Ty4SHHUS U HABOJIKU
CA3 — cucrema aHann3a 3aIUIICHHOCTH

C3U — cpeactBa 3amuThl UHGOpMAIIUN

C3I1/In — cuctemMa (rmoAcucTEMa) 3alIUThI MEPCOHATIBHBIX JaHHBIX

COB — cucrema 0OHapy>KEeHHsI BTOPKEHUIN
TKYU — Texandeckue KaHaibl yTeUKu HHGOpPMAIN

VYBIIIH — yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

12
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BBEJAEHUE

Hactosimee Ilonmokenne wWHGOPMAIMOHHON 6€30MacHOCTH B A30BCKOM
paiionHOM oTnmene oOpaszoBanus (manee — MBJIOY n/c Nel7), smusercs
opuIMaTEHBIM JOKYMEHTOM, B KOTOPOM OTNpEJelieHa CHUCTeMa B3IVIAJIOB Ha
obecrieuenue nHpopmarmonnoi 6ezonacioct MBJIOVY n/c Nel7.

HeoOxomumocts paspabotku [lomoskeHuss oOycioBiieHa CTPEMHUTEIbHBIM
pacmmperreM chepbl TPUMEHEHUSI HOBEHIINX HWH()OPMAIIMOHHBIX TEXHOJOTUH U
nporeccoB B MBJIOY n/cNe 17, mpu oOpaboTke wuHpOpMamuu BOOOIIE, U
MEPCOHANIBHBIX JJAHHBIX B YACTHOCTH.

Hactosmee [lonokenne ompenensieT OCHOBHBIE IIENIM M 3a7aud, a TaKXKe
OOIIYI0 CTpPATeTHUI0 TOCTPOSHUS CHUCTEMBI 3aIUThl TEPCOHAIBHBIX JAaHHBIX
(C3M1 ) MBAOY n/c Nel7. IlonoxkeHue ompenensieT OCHOBHBbIE TPEOOBAHHS U
0a30BbIe TMOAXOMBI K WX pealu3alud, A JOCTIKEHHUS TpeOyemMoro YpOBHS
6e3omacHOCTH UH(POPMAITUH.

[TonokeHne pa3pabOTaHO B COOTBETCTBUM C CHUCTEMHBIM IOJXOJOM K
obecrnieueHuto  uHOpMaMOHHOW  Oe3omacHocTU.  CHUCTEMHBIM  TOAXOM
MpeanojaraeT  MpOBEJCHUE  KOMILIEKCAa  MEpPONPHSTHH,  BKIIOYAIOIIMX
UCCIIeIOBaHUE yrpo3 MH(OPMAIMOHHONW O€30MacHOCTU M pa3pabOTKy CUCTEMBbI
samuThl  [IJlH, C TO3WIMM KOMIUIEKCHOTO TIPUMEHEHUS TEXHUYCCKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3aIIUTHI.

[Ton uHdopmanuonHoi 6e3onacHocThio [1/[H MOHMMAETCs 3allUIEHHOCTh
MEePCOHANIBHBIX JIaHHBIX M 00pabarbiBaloOIIe MX HHPPACTPYKTYype OT JHOOBIX
CIIyYalHBIX WJIM 3JI0OHAMEPEHHBIX BO3JACHCTBHM, PE3YJIbTaTOM KOTOPBIX MOXKET
SBUTHCSI HaHeCeHHe ymiepba camoi uHpoOpMmaluu, ee BiajeiblaM (CyObeKTaMm
[111) i uadpactpykrype. 3agaun nHGOPMAIIMOHHON 0€30MaCHOCTH CBOJISATCS K
MUHHMMU3AIUU yiepoa OT BO3MOXKHOW peanu3anuu yrpo3 6ezomacHoctu [1J[H, a

TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAILICHUIO TAKUX BO3JICHCTBUMN.
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[Tonoxenue CIYy)XUT  OCHOBOHM 1  pa3paboTKu  KOMILIEKCa
OpPraHW3allMOHHBIX W TEXHUYECKUX Mep Mo obecreueHnuto HWH(POPMaIMOHHOM
oeszonmacioctu  MBJIOY n/c Nel7, a Takke HOPMATUBHBIX U METOAUYECKHUX
JIOKYMEHTOM, O0€CIEUYMBAIONINX €€ pean3alliio, U HE MPEANojaraeT MOJMEHbI
GyHKIIUH  TOCYIapCTBEHHBIX OpraHoB Biactu Poccuiickoit ~ denepanuu,
OTBEYAIONIMX 3a oOecrieueHre O0e30MacHOCTH MHGOPMAIIMOHHBIX TEXHOJIOTHH U
3alUTy UH(GOpPMALIUH.

[TonoxxeHue ABIAETCS METOAOJIOTMYECKON OCHOBOM IS

— (dopmMupoBaHHS U TPOBEACHHUS €IWHOM TMOJUTUKU B 0O0JACTH
o6ecneuenus 6ezomacHoctd MBJIOY n/c Nel7 ;

— TMPUHITUS YIOPABICHUYECKUX PEIICHUN U Pa3padOTKU MPAKTUUECKHUX
Mep IO BOIUIOIIEHUIO MOJUTUKU Oe3zomacHocTu [I/In u BeIpaboTKH
KOMILJIEKCa COTJIACOBAHHBIX Mep HOPMaTHUBHO-IIPABOBOTO,
TEXHOJIOTUYECKOTO W OpPraHU3allMOHHO-TEXHUYECKOIO XapakTepa,
HalpaBJICHHBIX HA BBISIBICHUE, OTPAKCHUE U  JUKBUIALUIO
MTOCJIEACTBUAN peam3aluy pa3IndHbIX BUI0B yrpo3 [1/1H;

— KOOpIWHALIMM AESATEIbHOCTU CTPYKTYPHBIX noxpasaenennii MBJIOY
n/c Nel7 mpu mpoBeneHur pabOT MO Pa3BUTHUIO U IKCILUTyaTallu
UCIIIur ¢ cobmogenueMm TpeboBaHUM oOecreueHusi Oe30MacHOCTH
I11H;

— pa3paboTKH TPEIJIOKEHUM 1O COBEPIICHCTBOBAHUIO IPABOBOTIO,
HOPMAaTHUBHOTO, METOAMYECKOT0, TEXHUUECKOTO U OPTraHU3allMOHHOTO
ob6ecnieuenus 6ezomacHoctu [11n 8 UCITIn MBAOY n/c Nel7.

[IpaBoBoit 06a3zoi i pa3pabOTKU HACTOSIIETO TOJIOKEHUS CITyKaT
TpeOoOBaHUs JEUCTBYIOIMX B Poccum 3aKOHOJATENbHBIX M HOPMATUBHBIX

JIOKyMEHTOB TI0 00ecTedeHnio 0€30MmacHOCTH epcoHaNbHbIX qaHHbIX ([1/1H).
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1 OOmmue nmoJsiokeHHus

Hacrosmee IlonoxkeHue omnpenensieT OCHOBHBIE LIEMW M 3aJauyM, a TaKKe
OOITyI0 CTPATETWIO0 TIIOCTPOCHUS CHUCTEMBI 3alllUTHI TEPCOHAIBHBIX JTaHHBIX
(C3I1 ) MBAOY n/c Nel7. IlonoxkeHue ompenesnsieT OCHOBHbIE TpeOOBaHUS U
0a30Bble TOAXOJBI K HUX pealu3aluu, sl JOCTHXKEHUS TpeOyeMoro ypOBHS
0e3omacHOCTH HH(OPMALIUH.

C3II[dn mnpencraBisieT co0OM COBOKYMHOCTh OpPraHU3AIMOHHBIX U TEX-
HUYECKUX MEpOnpuATHil s 3amuTthl [I/IH OT HEmMpaBOMEPHOrO WK CIYy4aiiHOTO
JIOCTyNa K HUM, YHMUYTOXKEHHUS, U3BMEHEHUsI, OJIOKUPOBaHUs, KOMUPOBAHUS, pac-
npoctpaneHus [1/1H, a Takke MHBIX HENPABOMEPHBIX JEUCTBUM C HUMM.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAeTCsl MyTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4alHOIO, JOCTyNa K IMEPCOHAJIbHBIM
JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHUE, HW3MEHEHHE,
0JIOKMpOBaHUE, KOMTUPOBAHUE, PACTIPOCTPAHEHUE TTEPCOHATBHBIX JAaHHBIX, a TAKXKe
WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUM.

CtpykTrypa, CcOCTaB W  OCHOBHbIE  (YHKIIMM  TEXHUYECKUX U
opranu3zanoHHbix Meponpustuid C3II[IH omnpenensitoTcss HUCXOAs W3 YPOBHSA
sammmieHHocT  (kinacca) MCII[AH, ycTaHOBIEGHHOTO B  COOTBETCTBUH C
tpeboBanusiMu IlocranoBnenust IlpaButensctBa Ne 1119 or 1 nHosa6ps 2012 r.,
npukaza OCTOK Poccunm Ne 17 ot 11 despans 2013 r., npuxaza ®CTIK
Poccun Ne 21 ot 18 ¢peBpans 2013 r., a Takke B COOTBETCTBUM ¢ TpeOOBaHUSIMU
[TocranoBnenust IlpaBurenbctBa Poccuiickoit @epeparuu Ne 687  «O06
yrBepkaenun [lonmoxxenust 00 0COOEHHOCTSX 00pabOTKH MEPCOHATBHBIX JAHHBIX,
OCYILIECTBIISIEMONM 0e3 HCMHoJIb30BaHMS CpeAcTB  aBTomatuzamumuy. C3I1/x
BKJIIOYAET OPraHU3allMOHHbIE MEPbl M TEXHUYECKUE CPEJICTBA  3AllHUThHI
uHdopmaruu (B ToM umciie mudpoBaibHbIe (Kpunrorpaduyueckue) CpeicTsa,
CpeAcTBa  NPEAOTBPAICHUS  HECAHKIIMOHUPOBAHHOTO  JIOCTyNa,  YTEUKHU

uH(OpPMAITUU 110 TEXHUYECKUM KaHalaMm, TPOrpaMMHO-TEXHUUYECKUX BO3JEHCTBUN
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Ha TeXHHUYeckue cpeacrtBa oOpabotku [IJ[H), a Takke WHCHOJB3yeMbIE B
nH()OPMAITMOHHON cucTeMe NH(POPMAITMOHHBIE TEXHOJIOTHH.
DT MephI MPU3BaHBI 00€CTICYUTH:

— KOH(UJICHIINATHHOCTh uHopMaru (3amuTa oT
HECaHKITMOHUPOBAHHOTO O3HAKOMJICHUS );

— IEJIOCTHOCTh WH(pOpMamu (aKTyalbHOCTh W HEMPOTHBOPEYMBOCTH
uHpopMaruu, ee 3aIUIIEHHOCTD OT paspylieHus U
HECaHKITMOHUPOBAHHOTO U3MCHECHHS);

— JOCTYITHOCTh HWH(pOpMaIuu (BO3MOKHOCTh 3a TPHUEMIIEMOE BpEMs

MOJIYYUTh TPEOyeMyt0 HH(POPMAIIMOHHYIO YCIIYTY).

Craguu co3ganust C3I1/IH BKIIOYAIOT:

— TpEANpPOEKTHAS CTa/usl, BKIIOYAIOMIas MPEANPOEKTHOE 00CIeI0BaHNE
NUCIIH, pa3paboTKy TEXHMYECKOro (YacTHOrO TEXHUYECKOIO)
3a/1aHUs HA €€ CO3/IaHMUE;

— CTajusl MPOEKTUPOBaHUA (pa3pabOTKU MPOEKTOB) U Pealu3alliu Mep
samuTel C3I1/1H;

— cragua BBojga B gedcrBue C3II/[IH, BkIrOUaromass OMNBITHYIO
AKCIUTyaTallMl0 U NPUEMO-CAATOYHbIE HMCHIBITAHUS CPEICTB 3alUTHI
uHpopmanuu, a takxke oueHky coorBeTcTBusi C3II/IH TpeOoBaHuAM

6e3omacHOCTH UH(POPMAIIUH.

OpraHu3alMOHHBIE MEpBl NPEAYCMATPUBAIOT CO3JaHUE WM TOJJCPKAHUE
npaBoBoil 0a3el OezomacHoctu I[I/lH u pa3paboTky (BBeneHHE B JCHCTBUE)
npeaycMoTpeHHbix  [lonutukoit  uHpopmarmonHoit 6e3onacHoctu  UCIIIn
CJIECIYIOLIUX OPTraHU3aAlUOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB:

— Ilman wmeponpustuii 1o oOecnedeHuto 3amuthl [IJIH 1npu wux

o6padotke B UCII/IH;
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— [Ilnan meponpusaTHii Mo KOHTPOJIO obecrieueHus 3amuThl [1/1H;

— Ilopsimok pe3epBUpOBaHUS U BOCCTAHOBJICHUS PabOTOCHOCOOHOCTH
TC u I10, 6a3 ganaeix u C3U,;

— JomxHocTHas wuHCTpyKuus aamuHuctparopa WCII[H B dactu
obecneuenus 6ezomacuoctu [1/1n npu ux obpadotke B UCII/IH;

— JomkHocTHas MHCTpYKIMS aaMuHUCTpaTtopa 6ezonacHocty UCIT/IH;

— JlomxHocTHass wuwHCTpykuus nonb3oBarenss UWCIIIn B yactu
obecnieuenus 6ezonacHoctH [1JH npu nx o6padotke B UCII/H;

— HMHcTpykuus Ha ciiyyail BOSHUKHOBEHHUS BHELITATHOM CUTYallUU;

— HHcTpykius 1o pa3MenieHno, 000py10BaHUIO U OXpaHe NOMEIEHU,
IZIE XpPaHATCS MEPCOHAIBHBIC TaHHBIE, II0 XPAaHECHUIO MEPCOHAIBHBIX
JAHHBIX Ha OyMa)KHBIX HOCUTENSAX M MOPSIAKY paOOThl UCTIOTHUTEICH

C NICPpCOHAJIBHBIMN JAHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaLII/II/I.

TexHndeckre MephI 3alUThl PEAUTU3YIOTCS IIPU OMOIIM COOTBETCTBYIOLINX
MPOrPAMMHO-TEXHUYECKUX CPEJACTB U METOJIOB 3aILIUTHI.
[lepeueHb HEOOXOIUMBIX MeEp 3alIUThl HHGOPMALUU OMPEACISIETCS 0

pesyapTataMm BHyTpeHHer npoBepku 6e3onacHoctd UCITIx MBOY n/c Nel7.
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2 3anmaum C3I1n

OcHoBHol nenpto C3I1/IH sBisieTcss MUHUMU3AIMS yiiepoa OT BO3MOXKHOU

peanu3zanmu yrpo3 6e3onacuoctu [1/1H.

Jlns nocTHKEeHHMsT OCHOBHOM Ieu cuctema OesomacHoctd [I[IH momkHa

oOecrieunBath 3PPEKTUBHOE PEIICHHUE CICAYIOMIMX 3a/1a4:

3alIUTy OT BMemIarenbcTBa B mporece dyHknuonupopanus MCIIIx
MOCTOPOHHMX JINI] (BO3MOKHOCTh ucnonb3oBanust MUCIIJIn u noctyn
K €€ pecypcaM [OJKHbI HMMETh TOJBKO 3apEruCTPUPOBAHHBIC

YCTaHOBJICHHBIM MOPSIKOM MOJIb30BATENN);

— pasrpaHUYE€HUE JOCTyNa 3apETHUCTPUPOBAHHBIX IMOJB30BATENIECH K

anmnapaTHbIM, MPOrpaMMHBIM U HH(popMarmoHHbiM pecypcam UCTI/Ixn
(BO3MOKHOCTh JIOCTyNa TOJBKO K TEM pecypcaM H BBITIOJHEHUS
TOJIbKO TE€X OIepaluii ¢ HUMHU, KOTOpble HEOOXOIUMbI KOHKPETHBIM
nonb3oBatesisiMm - VMICII/IH 118 BBIMONTHEHUS CBOMX — CITY>KEOHBIX
00s13aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKITMOHUPOBAHHOTO JJOCTYTIA!

1) x undopmanuu, mupkyaupyromei B MUCIT/H;

2) cpenctBam BerurcauTenbHol Texuuku UCIIIH;

3) ammapaTHBIM, IPOrPAMMHBIM M KpUITOrpahUIeCKUM

cpeacTBaM 3amuThl, ncnoibzyeMbiM B UCIIIH;

— pErucTpauui0 JEWCTBUM  TOJB30BATENIEM MPU  HUCIOJb30BAHUU

sammiiaemMbix  pecypcoB HCII/JIH B CHUCTEMHBIX JKypHalIaxX H
MEPUOANYECKUIN KOHTPOJIb KOPPEKTHOCTH JEWCTBUU IOJIB30BATENIEU
CUCTEMBI IIyTEM aHaJIM3a COACPKUMOTO ITHX KYPHAJIOB;

KOHTPOJIb  LEJOCTHOCTU  (oOecrieyeHue HEU3MEHHOCTH) Cpebl
UCIIOJIHEHHUSI IPOTPAaMM U €€ BOCCTAHOBJICHHE B CIIy4ae HApYILICHHUS;
3alIUTY OT HECAaHKLUHMOHUPOBAHHOW MoOAU(UKAIIMK U KOHTPOJIb

uenoctHoctu ucnoib3dyembix B MCIIJIH mporpaMMHBIX CpEACTB, a
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TAaKKe 3alIUTy CHUCTEMBbl OT BHEIPEHUS HECAHKLUMOHUPOBAHHBIX
IIPOTPaMM;

3anuTy [1JlH OT yTeuku o TeXHHYeCKUM KaHajaaMm mpu ee o0paboTke,
XPAaHEHUH U Mepeaye o KaHajlaM CBSI3H;

samuty [IJIH, xpanumoi, oOpabGarbiBacMOll M TiepegaBaeMoOM 10
KaHalaM CBSI3H, OT HECAHKIMOHMPOBAHHOIO pa3rjall€Hus WIH
UCKa)XEHUS,

oOecrieyeHue KUBYUYECTH KPUNTOTPAPUUECKUX CPEACTB 3aIlUTHI
MH(pOpMaIMH NPU KOMIPOMETAIMH YaCTH KIIFOUEBOI CUCTEMBI,
CBOEBPEMEHHOE BBISIBJIEHUE MCTOYHHUKOB yrpo3 Oe3zomacHoctu I1/1H,
NPpUYMH M YCJIOBHH, CIOCOOCTBYIOIIMX HAaHECEHUIO yuiepOa
cyobexram I1J[H, co3naHnue MexaHM3Ma ONEpPaTUBHOIO PearupoBaHUs
Ha yrpo3bl 0ezonacHoctu [1J[H u HeraTuBHBIE TEHACHIINH;

CO3JlaHHE YCIIOBUM JUIsI MUHUMHU3ALUU U JIOKAJIU3alMUM HAHOCHMOTIO
yiiep0a HeMpaBOMEPHBIMU ACHCTBUAMH (QU3HUECKUX U FOPUIUUECKUX
T, OCJIa0JIeHNe HETaTUBHOTO BIIMSHUA W JIMKBUAALUS MOCIEACTBUM
HapyuieHus: 6e3omacHocTu 11/1H;

00OpyZ0BaHUE M OXpaHa MOMEILECHUW, T/I€ XPAHATCS MEePCOHAIbHbBIE
JAHHBIE;

cOONIOICHHE TOpsiIKa XpaHEHUs [EepPCOHAJIbHBIX JAaHHBIX Ha
OYMaKHBIX HOCUTENSX;

coOJIoIcHUE TOpsAKa XpaHEHUs KIoYed OT TMOMENIeHUuN rie
xpanstes [1J[H Ha OyMaKHBIX HOCUTEISX;

coOmoieHne MopsAaka paboThl HCHOJHUTENEH C NEepCOHATBHBIMU

JaHHBIMHU Ha 6YMa)KHBIX HOCHTCIIAX I/IH(l)OpMaI_[I/II/I.
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3 OObeKTHI 3aIIUTHI

Ilepeyenb HHGPOPMAUOHHBIX CUCTEM

B MBIOY n/c Nel7 mpousBoautcs o0pabOTKa MEPCOHAIBHBIX JTaHHBIX B

uH(OpPMAIMOHHON cucTeMe 00paboTKu nepcoHanbHbIX qaHHbIX (MCIIH).

[lepeuenr WCII[IH ompenensercs B mpolecce padOThl KOMHUCCHH, IO

uTOTaM paboT KOTOpPO# coctaBiseTcs akT kinaccupukaruu UCI/IH.

IlepeyeHb 00bEKTOB 3alIIUTHI

OObeKTaMu 3alIUThI ABISIOTCS — nHpopManus, oopadateiBaemas B MCIT/IH,

N TCXHHUYCCKHC CpCACTBa C€C O6pa6OTKI/I N 3alllUThI. Crcok IICPCOHAJIbHBIX

JaHHBIX, IOJICKAIIUC 3alUTC, OIPCIACICH B Hepequ MCPpCOHAJIBHBIX JTaHHBIX,

nojexanux 3amute B MCII/.

OOBEKTHI 3allIUThl BKJIIOYAIOT:

1.

2
3
4.
5
6

Oo6pabateiBaeMas UH(pOpMaIH.

Texnonornueckas uHGoOpMaIus.
[IporpaMMHO-TEXHUYECKUE CPEACTBA OOPAOOTKH.

Cpenctsa 3amuts! [1J1H.

Kanainer nadopMaimoHHOro 0OMeHa U TeICKOMMYHUKAIIHH.

OOBEKTHI H IIOMCHICHHUA, B KOTOPBIX PasMCIOCHBI KOMIIOHCHTLI

WUCTIIn.
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4 Kaaccupuxkanus nogan3osareaer UCIIIn

Ilonp30BaTenem HUCITIn SIBJIIECTCS JIMIIO, YYaCTBYIOLIEE B
GYyHKIMOHUPOBAHUM WHOOPMAITMOHHONW CHUCTEMBI TEPCOHANBHBIX JTaHHBIX WIH
HCIIOJB3YIONIee pe3yibTarhl ee (GyHkimonupoanus. Ilomp3zoBarenem UCII/IH
spisieTcs moo6oi corpynauk MBJIOVY n/c Nel7, umeronuit noctyn k UCII/H u ee
pecypcaM B COOTBETCTBUM C YCTAHOBJICHHBIM MOPSIKOM, B COOTBETCTBHH C €rO
(G YHKITMOHATBLHBIMU 00513aHHOCTSIMU.

[Tonb3oBatenu MCII/IH aenarcs Ha TpU OCHOBHBIE KaTE€TOPUU:

AnMuHHCTPATOP HHOOPMATMOHHON 0€30ITACHOCTH.

Cotpynauku MBJIOY n/c Nel7, koTopble 3aHUMAIOTCSI HACTPOWUKOW, BHEIPEHUEM
U COMPOBOXIEHUEM cHUCTeM Oe3omnacHocTd. Anmunuctpatop Wb oOnagaer

CJIEYIOIINM YPOBHEM JOCTYMA:

oOJiajaeT MOJHOM HHQpOpMauMed O CHUCTEMHOM U MPUKIATHOM

nporpammHom obecnieuennu UCIIH;

— obOnamaer mnonHOM wuHGOpPMAME O TEXHUYECKUX CPEACTBAX H
koHpurypanuu UCIIH;

— WMeeT JOCTyll KO BCEM TEXHHUYECKHUM CpPEJCTBaM O00pabOTKH
uHpopmanuu u nanabiM UCITH;

— He o0jagaeT mpaBaMU KOH(DUTYpPUPOBAHUS U AJIMUHUCTPATUBHOU

HacTpoilku TexHuuueckux cpeacts UCII/IH.

A pvuauctpatop UCI/1H.

Cotpynuukun MBJIOY n/c Nel7, koTopble 3aHUMAIOTCSI COMPOBOXKICHUEM
MPOTPaMMHOTO 00€CTICUEHUSI.
Anmvunuctpatop UCII/IH o61agaeT cienyommuM ypoBHEM JOCTYyIIA:
— obmamaet mH(poOpMaluelr 00 anropuTMax U MporpaMmax 0OpabOTKH
unpopmanuu Ha UCIT/IH;
— 005amaeT BO3MOXKHOCTSIMA BHECEHUS OIIMOOK, HEICKIapUPOBAHHBIX

BO3MO>KHOCTEH, MPOTPAaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX MPOrPaMM B
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nporpammHoe obecneyenne MCIIJIlH Ha cragum ee pa3pabOTKH,
BHEJIPEHUS U COMPOBOXKJICHHUS;

— MOXET pacnosaraTb JIIOOBIMM  (parMeHTamMH HH(OpMaLuu o
tonojoruu UCIIJIH 1 TeXHMYECKUX CpeAcTBaX 0OpaOOTKH U 3aIIUTHI
I1/1x, o6padareiBaecmbix B UCIT/IH;

— o0namaer mnpaBaMM KOH(QUIYpUPOBaHHA M  aJMUHUCTPATUBHOM
HacTpouku Texunueckux cpeacts MCII/In.

Omneparop UCIT/H.

Cotpynnuku noapazaeneHuit MBJIOY n/c Nel7 yuyacTByromux B mpoiiecce
skcrryaratu - UCIIIn. Omneparop WCII[JH obnagaer clieqyromuMm YpOBHEM
JOCTyIIa:

— 005amaeT BceMU HEOOXOAUMBIMU aTpuOyTaMu (HarpuMep, MapoyieMm),
00€eCcreynBaOIMMU TOCTYTI K HEKOTOpOMY noAMHOkecTBY 11/1H;
— pacnoJjlaraeT KOH(PUACHIMAIbHBIMU JaHHBIMH, K KOTOPBIM HMEET

JOCTYII.
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S OcHOBHbBIC NIPUHUMIIBI IOCTPOCHUSI CHCTEMbI KOMILJIEKCHOH 321U ThI
uHpopMauu

[TocTtpoenue cuctembl obecnedenus 6eszonacHoctu [1nx UCITIn MBIOY

n/c Nel7 u ee GyHKIMOHUPOBAHUE JOJKHBI OCYIIECTBISITHCS B COOTBETCTBHH CO
CJIEAYIOIIMMU OCHOBHBIMU MPUHITUTIAMH:

— 3aKOHHOCTb;

— CHCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HENpPEpPBIBHOCTS;

— CBOEBPEMEHHOCTH;

— MPEEMCTBEHHOCTh U HEMTPEPHIBHOCTH COBEPIICHCTBOBAHUS;

— TMEepPCOHAIIbHASI OTBETCTBEHHOCT;

— MHUHUMH3ALHUS TOJTHOMOYH;

— B3aUMOJICVICTBUE U COTPYAHUYECTBO;

— TUOKOCTh CUCTEMBI 3aIlIUTHI;

— OTKPBITOCTh aJITOPUTMOB U MEXAHU3MOB 3alUTHI;

— MPOCTOTa IPUMEHEHHUSI CPEJICTB 3AILIUTHI;

— Hay4Hasi 000CHOBAaHHOCTb U TEXHUYECKAsI PeaIn3yeMOCTh;

— CIenuamu3anys 1 npopecCuoHalu3M;

— 00s13aTeIBbHOCTh KOHTPOJISL.

3aKOHHOCTH
[Ipenmonaraer OCyIIECTBICHHUE 3alMTHBIX MEPONPHATHH M pa3pabOTKy

C3I1 11 MBJIOY n/c Nel7 B cOOTBETCTBUY C ACHCTBYIOIINM 3aKOHOJATEIHCTBOM B
obnmactu 3amutel IIJIH W JpyruX HOPMATUBHBIX AaKTOB I10 OE30MAaCHOCTH
uH(pOpMaIK, YTBEPKIACHHBIX OpraHaMH TOCY/IapCTBEHHOMN BJIACTH M YIPaBJICHUS

B IIpc€aciiax ux KOMIICTCHIIUH.
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[Tomp3oBaTenu u obcmyxkuBaronuii nmepcoran [1JIlmx UCITJIle MBJIOY n/c
Nel7 npomxHBI OBITH OCBEJOMJIEHBI O TMOpPSAKE pPadOTHl C  3alUIIAEMOM
uHpopMalei 1 00 OTBETCTBEHHOCTH 32 HapylleHue mnopsika 3amuTsl [1/1H.

CucTeMHOCTD
Cuctemubii  moaxon k mnoctpoenutro C3IIJln MBJIOY na/c  Nel7

IpeanojgaraeT  yd4eT BCEX  B3aUMOCBS3aHHBIX, B3aUMOJACUCTBYIOIIMX U
U3MEHSIOIINUXCSI BO BPEMEHHU JJIEMEHTOB, YCIOBUH U (DAKTOpPOB, CYIECTBEHHO
3HaYMMBIX JUIsl NOHMMaHHUS M pelleHus: npoliemMbl obecrieueHus: 0e30macHOCTH
[11x UCTTn MBIOY n/c Nel7 .

[Tpu co3maHuMK cHCTEMBI 3alUTHl JOJDKHBI YYUTHIBATHCS BCE cladble U
Haubosee ys3BUMBbIE MecTa cucTeMmbl oOpaboTku I[1/lH, a Takke xapakrep,
BO3MOYKHbIE OOBEKTBI U HAIIPaBJIEHUS aTaK HA CUCTEMY CO CTOPOHBI HAPYIIHUTENEH
(ocobeHHO BBICOKOKBAJIN(DULIMPOBAHHBIX 3JI0YMBIILIJIEHHUKOB), Iy TH
NPOHUKHOBEHUs1 B pacupeneneHHbie cuctembl 1 HCJ k mHpopmanmu. Cuctema
3aIIUTHl JIOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX H3BECTHBIX KaHAJIOB
npoHukHoBeHus: 1 HCJl k uHpopmaiuu, Ho U C y4€TOM BO3MOKHOCTH MOSIBJICHUS
NPUHIIMINAIBHO HOBBIX ITyTEH peanu3aliuu yrpo3 0€30MacHOCTH.

KoMmiekcHocTh
KomrekcHoe MCIonb30BaHUE METOJIOB M CPEACTB 3alIUTHI MPEAIOIaractT

COIIACOBAaHHOE NMPUMEHEHUE PA3HOPOIHBIX CPEACTB MPU MOCTPOCHHUM LIETOCTHOU
CUCTEMBI 3aIUTHI, MEPEKPHIBAIOIICH BCE CYLIECTBEHHBIE (3HAYMMBIE) KAHAJIBI
peain3allid yrpo3 M HE cojJepskalleil ci1aObIX MECT Ha CTBIKAaX OTAEIbHBIX €€
KOMITOHEHTOB.

3amura J0HKHA CTPOUTHCS SIETOHUPOBaHO. I KaKI0ro KaHana yTeUKU
uHpopMaMu W IS KaXIOH yrpo3bl 0€30MacHOCTH JOJKHO CYLIECTBOBATH
HECKOJIBKO 3alUTHBIX pyOexeil. Co3naHue 3alIUTHBIX pyOekei OCyIeCTBIIETCS C
Y4€TOM TOTO, YTOOBI JIJISi UX MPEOJO0JIEHUS MOTEHUIUAILHOMY 3JI0YMBIIIICHHUKY
TpeOOBaIMCh MPOGECCUOHANbHbBIE HABBIKM B HECKOJbKHX HEB3aMMOCBS3aHHBIX

o0acTx.
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Buemmnss 3amura JopKHa oOecrednBaThecs (DPU3MUECKUMMH CpPEICTBAMHU,
OpPraHM3alMOHHBIMU U TPaBOBbIMH Mepamu. OgHUM H3 HanboJiee YKpEeIJICHHBIX
pyOexeil mpu3BaHbl ObITh CPEACTBA KPUNITOTpaUUECKON 3aIUThI, PEATU30BaHHBIC
c wucnoib3oBanueMm TexHosorun VPN. IlpukiagHoil ypoBEeHb — 3allMTHI,
YUUTBHIBAIOIIMM OCOOEHHOCTH MPEAMETHOM 00JIaCTH, MPEACTABISET BHYTPEHHMN
pyOEX 3alUTHI.

HenpepsiBHOCTb 3a1uuThl 11/{H
3ammta [I/[H — HEe pa30BOe€ MEPONPHUATHE U HE NPOCTAasi COBOKYIHOCTH

IIPOBEICHHBIX MEPOINPUATUNA U YCTAHOBIIEHHBIX CPEJICTB 3alIUThI, 4 HEMPEPHIBHBIN
L[€JICHAIIPABJICHHBIM IPOLECC, NPEANOJAralollui MPUHATHE COOTBETCTBYIOIIUX
Mep Ha BceX aTanax >ku3zHeHHoro nukiaa MCITJIH.

NCIIIH momKHBI HAXOAUTHCSA B 3aILUIIEHHOM COCTOSIHUM Ha MPOTSKECHHUH
BCEr0 BpEMEHU UX (PYHKIMOHUPOBaHUSA. B COOTBETCTBUM C 3TUM MPHUHLIMUIIOM
JNOJDKHBI NPUHUMATBCST Mepbl 1o HenmomymeHuto nepexona MCIIIH B
HE3AIUIIEHHOE COCTOSHUE.

BonbmIMHCTBY  (U3MUECKUX M TEXHUYECKUX CPEICTB 3allIUThl  JUIA
3¢ ()EKTUBHOTO  BBINOJHEHUS CBOMX (YHKIMI HeoOXoAuma IOCTOSTHHAs
TEXHUYECKas " OpraHu3alMOHHAas (aAMUHUCTpATUBHAS ) HNOJJIEPKKA
(cBOEBpeMeHHasi cMeHa M o0OecreyeHre MPAaBUJIBHOTO XPAHEHUS U MPUMEHEHUs
MMEH, MapoJied, KIYed MU(ppOBaHMs, NEPEOINpeaesieHUe MOJTHOMOYUN U T.IL.).
[lepeppiBBl B paboTe CpEeACTB  3alIUThl MOTYT OBITh  HCIIOJIb30BAaHbI
3JIOYMBIIUICHHUKAMH I aHAJIU3a MPUMEHSIEMBIX METOJOB U CPEICTB 3aIlMTHI,
JUIS BHEPEHUS CIICHUAIIBHBIX MPOTPAMMHBIX U allapaTHbBIX "3aKIafok" U Apyrux
CPEACTB  IIPEONOJIEHHUs] CUCTEMBl  3allUTBI  IIOCJIE  BOCCTAHOBJICHHUS €€
(GyHKIHOHUPOBAHMUS.

CBOEeBpeMEHHOCTDH
[Ipeamonaraer ynpexmaronIuil XapakTep Mep oOecredeHuss 0e30MMacHOCTH

IT1/IH, TO ecTh MOCTAaHOBKY 3a/1a4 1o komiuiekcHou 3amute UCIIIH n peanm3zanuto
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mep obecrieuenus 6e3omacHocTu [1/1H Ha pannux craausx paspadborku WUCII/IxH B
IIEJIOM M €€ CUCTEMBI 3alTUThl UHPOPMAIIUH, B YACTHOCTH.

Pa3paboTka cucTeMBI 3alUThI JOHKHA BECTUCH NTApaUICTHLHO ¢ Pa3paboTKON
U pa3BUTHEM CaMOM 3aIMIIAEMON CHUCTEMBI. JTO MO3BOJUT y4eCTb TpeOOBaHUS
0€30IMacHOCTH TIPHU TIPOEKTUPOBAHUN aPXUTEKTYPHI U, B KOHEYHOM CUETE, CO37aTh
oonee »(ddexkTuBHBIC (KaK IO 3aTpaTaM peCcypcoB, TaK M IO CTOMKOCTH)
3alUIIEHHBIE CUCTEMBI.

IIpeeMcTBEHHOCTH U COBEPIICHCTBOBAHME
[IpenmonararoT MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP M CPEICTB 3aIUTHI

uH(OpMAIIMU Ha OCHOBE MPEEMCTBEHHOCTH OPTaHMU3AIMOHHBIX U TEXHUYECKUX
peleHuii, KaapoBOro cocraBa, aHanu3a ¢ynkuuonuposanus WCIIn u ee
CHUCTEMbl 3allUThl C YYETOM HU3MEHEHUM B METOJIaXx U CpEJCTBaxX IMepexBaTa
uHopMaIuu, HOPMATUBHBIX  TpeOOBaHWUW MO  3alUTe, JIOCTUTHYTOTO
OTEUYECTBEHHOI'O U 3apyOE’KHOT0 OIbITA B 3TOM 00JIaCTH.

Hepconam,ﬂaﬂ OTBCTCTBCHHOCTD
HpezmonaraeT BO3JIO0XCHHC OTBCTCTBCHHOCTH 3a obecricueHue

oe3zonacHoctu [I/IlH m cuctembl ux 0OpabOTKM Ha KaXAOro COTPYIHUKA B
Ipesesiax ero NoJHOMOYMK. B COOTBETCTBUU € 3TUM NPHUHLMIIOM PaCIpEACIICHUE
npaB U O0S3aHHOCTEN COTPYAHUKOB CTPOUTCS TaKMM 00pa3oMm, 4yToObI B cilydae
J000r0 HapylIeHHsT KPYyr BHUHOBHUKOB OBUT YETKO HM3BECTEH WM CBEIEH K
MUHHAMYMY.

IpuHIUI MUHMMHA3ALMA TOJTHOMOYUI
O3HavaeT mpeoCTaBICHUE MOJIb30BATEISIM MUHUMAJIBHBIX IIPaB JI0CTyIa B

COOTBETCTBHH C MPOU3BOJICTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE TIPUHITUIIA «BCE,
YTO HE Pa3PELIEHO, 3aIIPELIEHO.

Hoctyn k [1J[H mommkeH MpeaocTaBIAThCs TOIBKO B TOM CiIy4dae U oO0beme,
€CIIM ATO HEOOXOIUMO COTPYIHMKY JUIsl BBITIOJHEHUS €ro JOJDKHOCTHBIX

0053aHHOCTEN.
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B3aumoaeiicTBre U COTPYAHNYECTBO
[Ipennonaraer co3gaHue OJaronpusITHOM aTMocdepbl B KOJJIEKTUBAX

noApazaeneHuit, ooecrneunBaromux aesareabHocth UCIIa MBIOY a/c Nel7, nns
CHUKECHUSI BEPOSTHOCTA BO3HMKHOBEHHS HETATUBHBIX JIEMUCTBUN CBA3AHHBIX C
YeJI0BEYECKUM (haKTOPOM.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJKHBI OCO3HAaHHO COOJIIOAATh
YCTAHOBJICHHbIC TpaBWJIa U  OKa3blBaThb COJCHUCTBUE B  JCSATEIBLHOCTU
noApa3eaeHU TEXHUUECKOM 3a1uThl HH()OPMAIIUHU.

I'mokocTb cucremnl 3amuThl 11/1H
[IpuHsaTEIE MeEphl M YCTAHOBJIEGHHBIC CpEJCTBA 3alllUThl, OCOOEHHO B

HaYaJIbHBIN MEPUOJI X IKCIUTyaTallid, MOTYT 00eCIIeUrBaTh KaK Ype3MEpHBIi, TaK
M HEJOCTaTOYHBIM ypoBeHb 3amuThl. J[ns obOecrneyeHUs BO3MOXXHOCTH
BapbUPOBAaHUS YPOBHEM 3alIMILEHHOCTH, CPEACTBA 3alIUThl JOJDKHBI 00JaIaTh
OnpeNiesIeHHOW THOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCA B TEX
Cllydasix, KOTJIa YCTAHOBKY CpEICTB 3alllUThl HEOOXOIMMO OCYIIECTBISATh Ha
paboTaroulyro  cHUCTeMy, HE  Hapylmas Ipolecca €€  HOPMaJbHOro
(GyHKIHOHUPOBAHMUS.

OTKprTOCTb AJITOPUTMOB U MEXAaHU3MOB 3aIIIMThI
CYTB IMpHUHOUIIA OTKPBITOCTH aJITOPUTMOB U MEXAHU3MOB 3allITUTEI COCTOUT B

TOM, YTO 3alldTa HE JOJDKHA OOECTeunMBaThCA TOJBKO 3a CYET CEKPETHOCTHU
CTPYKTYPHOUM OpraHu3alid W airopuTMoB (YHKIIMOHUPOBAHUS €€ IOJCUCTEM.
3HaHWE aNTOPUTMOB PaOOTHI CHCTEMBI 3aIIUTHl HE JOJDKHO JaBaTh BO3MOKHOCTH
ee mpeojosieHus (naxe aBropam). OHaKO, 5TO HE 03HAYAET, 4TO WHMOPMAIUI O
KOHKPETHOM CHUCTEME 3alUThI JOJKHA OBITH 00IIIEIOCTYITHA.

IIpocToTa NpUuMeHeHHsI CPEACTB 3aIUThI
MexaHu3Mbl 3alUTHl TOJKHBI OBITh MHTYUTHBHO TOHSTHBI M TPOCTHI B

HUCIIOJIB30BaHHUM. HpI/IMeHeHI/IC CpE€ACTB 3allIMTLEI HC IOOJI2KHO OBITH CBSI3aHO CO
3HaAaHHUCM CIICHHAJIbHBIX S3BIKOB HJIM C BBIIIOJTHCHHCM I[CﬁCTBHfI, Tpe6y101111/1x

3HAYWUTEIBHBIX  JIOTIOJHUTENBHBIX  TpPyAO3aTpaT Tmpu  OObIYHOW  paboTe
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3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TMOPSJIKOM TOJIb30BaTENE, a TakKe He
JIOJDKHO TPeOOBATh OT TMOJIH30BATEINS BBHITOJIHCHHSI PYTHHHBIX MAJIOTIOHSITHBIX €MY
orepanuii (BBOJ HECKOIBKUX MapoJIei U UMEH U T.1.).

JloibkHa JOCTUTraThCs aBTOMATH3allMsl MaKCHUMaJIbHOTO YHCIA JEHCTBUI

nojbp3oBareneit u agMuHuctparopos MCITH.

Haquaﬂ 000CHOBAHHOCTb U TEXHHYECKASA peanu3yemMocCTb
I/IH(I)OpMaHI/IOHHI)IEE TCXHOJIOTHH, TCXHUYCCKHUC U IIPOrpaMMHBIC CPCACTBA,

CpelcTBa M Mepbl 3allUThl MHGOPMALMK JOKHBI OBITh pEaJu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUKH
3peHUs] JOCTHXKEHHUS 3a/laHHOTO YPOBHsI 0€30MacHOCTH HMH(OPMALUU U JOJHKHBI
COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpPMaM W TPEOOBAaHHUSAM IO OE30IaCHOCTH
IT/1n.

C3I1dx noykHa ObITh OPUEHTHPOBAHA HA PEIICHUS, BO3MOXKHBIE PUCKH IS
KOTOPBIX M MEphl NPOTHUBOJECUCTBHS ITUM pPHUCKaM MPOLUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IIPAKTUUECKYIO ITPOBEPKY.

Crnenuanusanus v npodeccuoHaIu3M
[Ipeanonaraer mpuBieUYeHHE K pa3padOTKE CPEJACTB W peaju3alud Mep

3alMTl  MH(OpManuu  CHEHMAIM3UPOBAHHBIX  OpraHU3alMii,  HaumboJee
MOATOTOBJICHHBIX K KOHKPETHOMY BHJY JI€SITEJIBHOCTH IO OOECIEeUYECHUIO
6e3onacHoctu [1/]H, UMEIONUX OMBIT MPAKTUYECKOU PabOThI U TOCYAAPCTBEHHYIO
JUIIEH3WI0 Ha TMpaBO OKazaHus yclIyr B JToM oOnactu. Peanuzanus
aIMUHUCTPATUBHBIX MEp M  JKCIUIyaTanuus CpPEACTB  3allUThl  JIOJDKHA
OCYIIECTBISITHCA MPO(ECCHOHATBHO TOATOTOBICHHBIMU crienrannctaMmu MBJIOY
n/c Nel7.

00513aTeILHOCTH KOHTPOJIA
[Ipenmonaraer 00s3aTEeNBPHOCTh W CBOCBPEMEHHOCTH  BBISBIICHUS U

NpeCCUCHUA IIOIIBITOK HAPYIICHUA  YCTAHOBJICHHBIX  IIPpaBUJI oOecneyeHus

oe3omacHoctu II/[H Ha OCHOBE UCHOJB3YEMBIX CHUCTEM M CPEACTB 3allIUTHI
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uHbOpMAIllMU TIPU  COBEPIICHCTBOBAHUM KPUTEPUEB U METOJOB  OIICHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM U CPEJCTB.

KoHTponb 3a neqTenbHOCTBIO JIIOOOro MOJIb30BaTeNsA, KaXKIOIO CPEACTBA
3alIUTHl 1 B OTHOIICHUHU JIIOOOTO OOBEKTA 3aIlUTHI JOJDKEH OCYIIECTBISTHCS Ha
OCHOBE IPUMEHEHHsI CPEJCTB ONEPATUBHOIO KOHTPOJS M PETUCTPALMU U JOJDKECH
OXBAaTbIBaTh KaK HECAHKI[MOHMPOBAHHBIC, TAaK U CAHKLIMOHUPOBAHHBIC JIEHCTBHS

OJb30BaTEIEH.
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6 Mepbl, MeTOABI M CPEACTBA O0ecnedeHus1 TpedyemMoro ypoBHs
3aIUIIEHHOCTH

Obecnieuenre TpeOyeMOro ypoBHS 3allMIIEHHOCTH JOKHOCTU IOCTUTAThCS
C UCIOJIb30BAaHUEM MEp, METOJIOB M CPEACTB Oe3omacHOCTH. Bce Meps
obecrnieuenus 6ezonacHoctr MICII/{n nonpaznensiores Ha:
— 3aKOHOJAaTeNbHbIE (TIPaBOBLIC);
— MOPAJIbHO-ITUYECKUE;
— OpraHu3alMoHHbIE (aIMUHUCTPATUBHbIC);
— (uzuyeckue;

— TEeXHMYECKHUE (armapaTHble U MPOTPAMMHBIE).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MEPbI 3AIUTHI
K npaBoBbIM MepaM 3alluThl OTHOCATCS JICHCTBYIOIIUE B CTpPaHE 3aKOHHBI,

yKa3bl 1 HOPMAaTUBHBIE aKThl, perilaMEeHTUpYIoLIe mpaBmwia oopamenus ¢ [1[H,
3aKpEIUISIONINE paBa U 00s13aHHOCTH YYaCTHUKOB MH(OPMALIMOHHBIX OTHOILIEHUHN
B Ipouecce ee O0OpadOTKM M HCIIOJNb30BAaHUSA, a TaKKe YCTaHaBIMBAIOUIUE
OTBETCTBEHHOCTh 32 HApYLIEHUs JTUX MPaBWI, NPENATCTBYS TEM CaMbIM
HEMpaBOMEPHOMY Hcnodib3oBanuio [IJ[H w  sBusomMecs CcAepKUBAIOUIUM
(bakTOpOM 711 IOTEHIMAJIBHBIX HAPYIIUTEIEH.

[IpaBoBbIE  MEpBI  3alIATBI HOCAT B  OCHOBHOM  YIIPEXKJIAMOLIWM,
NpPOPHUIAKTUUYECKUI XapaKTep U TPeOyIOT MOCTOSHHON Pa3bsCHUTEIbLHON pabOTHI C
M0JIb30BATEISIMU U 00CTYKUBAIOLIUM IEPCOHAIOM CHCTEMBI.

MopanbHO-3THYECKHE MepPbI 3aLUThI
K MopanbHO-3THYECKHMM MepaM OTHOCSITCS HOPMBbI TOBEACHHS, KOTOPbIE

TPAJUILIMOHHO CJIOKUIIMCh WM CKIIQJIBIBAIOTCA MO Mepe pacupoctpanenus OBM B
CTpaHe WM oOOmEecTBe. OTH HOPMBI OOJBIIECH YaCThlO HE  SBISIOTCS
00s3aTEIPHBIMUA, KAaK 3aKOHOJATEIBHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJIHAKO, WX HECOOJIIOJICHHE BeACT OOBIYHO K TAJCHHUIO aBTOPHUTETA, MPECTHkKa

YCJIOBCKA, I'PYHIILI JIMI[ UJIM OpTraHU3aluu. MOpaHBHO-BTI/I‘ICCKI/Ie HOPMBI OBIBAIOT



31

KaK HEMHCaHbIE (HalpuMep, oOeNpU3HAHHbIE HOPMbI YECTHOCTH, TATPUOTU3MA U
T.I.), TAK W MHACaHbIE, TO €CThb O(POPMIIEHHBIE B HEKOTOPBIN CBOJ (yCTaB) MpPaBUII
WIH [IPENIUCaHUI.

MopanbHO-3TUYECKHE MEphl 3aIIUTHl SIBISIOTCS TPOQUIAKTHYECKUMH U
TpeOyIOT MOCTOSIHHOM pa0OThI MO CO3JIaHUIO 3I0POBOTO MOPAJIBHOIO KJIMMAara B
KOJUIEKTUBAX Nojpa3ziesieHuii. MopalbHO-3TUYECKHUE MEpbl 3alllUThl CHUXKAIOT

BCPOATHOCTL BOSHUKHOBCHUS HCTATUBHBIX I[GﬁCTBHfI CBA3aHHBIX C YCJIIOBCUYCCKHUM

(hakTopOM.
Opranu3annoHHble (AAMHUHUCTPATHBHBbIE) MePbI 3aAIUTHI
OpraHuzaioHHble (aJMUHUCTPATUBHBIE) MEPHI 3alUTHI - 3TO MEPbI
OpTraHU3aIMOHHOTO Xapakrtepa, perIaMeHTHPYIOIIHNE TIPOIIECCHI

dbynkuuonuposanust UCIIJIH, ucnons3oBanue pecypcoB UCIIH, nesTenbHOCTH
00CITy’KMBAIOIIET0 MepCcoHaia, a TaKke MOPSAJO0K B3aMMOJEHCTBUS MOJIb30BaTENIEH
¢ UCII[Ax Takum o0Opa3oM, 4TOObl B HauOOJbIIEH CTENEHW 3aTPYJHUTH WIH
UCKJIIOYUTh BO3MOXHOCTh peall3alliy yrpo3 0e30MaCHOCTU WM CHU3HUTh pa3Mep
MOTEPh B CIy4ae UX peau3alyi.

['maBHass wUeab aJAMUHUCTPATUBHBIX Mep — chopmupoBaTh IllomuTuky
uHpopmarmonHonr Oe3omacHocti [IJIH (OTpakaromIyr0 TOAXOAbI K 3aIlUTe
uH(popMaIuu) U 00eCIeYnTh €€ BBIIIOJIHEHUE, BBIACISSI HEOOXOUMbIE PECYPChl U
KOHTPOJIMPYSI COCTOSIHUE JIETI.

Peanuzauus [lomutuku muHdopmanumonHoin 6e3onacHoctu I1[In B UCIIH
COCTOST U3 MEP aAMUHUCTPATUBHOTO YPOBHS U OPTraHU3ALMOHHBIX (ITPOLIETYPHBIX )
Mep 3aluThl UH)OpMAIUH.

K agMUHHCTpaTUBHOMY YpPOBHIO OTHOCSITCSL PEIICHHS PYKOBOCTBA,
3aTparuBatomue aearenbHoctb UCII/IH B nienom. DTH pelieHus 3aKpervisitoTcs B
[Tonutuke mHoOpmMamoHHOW Oe3omacHOCTH. [IprumMepoM TakuxX peneHuil MOTyT

OBITh:
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— TMPUHATUE peuIeHUs: 0 POPMUPOBAHUU UITU NTEPECMOTPE KOMILJIEKCHOM
nporpammbl  obecrieuenus  OezonacHoctu  IIJIH, omnpenenenue

OTBCTCTBCHHBLIX 3a €C pCain3alnto,

— QopMynHpoBaHWE  IeJei, IOCTAaHOBKA  3a/1ad, OIpeeIeHre

HaIpaBJICHUN AESITEIHLHOCTH B 0bsactu 6e3onacHocth [1/]H;

— NOPUHATHE PEHIEHWW IO BONPOCAM PEAIM3ALUU  IMPOTPAMMBI
0e30macHOCTH, KOTOpble paccMarpuBaroTcs Ha ypoBHe MBJIOVY n/c

Nel7 B menmom;

— obecrnieueHue  HOpMATUBHOM  (mpaBOBO#)  0a3pl  BOMIPOCOB
0€30MacHOCTH U T.II.

[Tonutka BEpXHETO YpPOBHS JOJDKHA YETKO OUYEPTUTH cdepy BIUSHUA U
OTpaHUYEHUS TIPU omnpeneneHuu ueneil 6e3onacHoctu I1/{H, onpeaenuTs Kakumu
pecypcamu (MatepualbHble, MEPCOHAT) OHM OYAYT JOCTUTHYTHI M HaWTH
pa3yMHBIH KOMIPOMHUCC MEXIy MpPHUEMIIEMbIM YpOBHEM O€30MaCHOCTH U
¢ynkunonansHoCThI0 UCIT/IH.

Ha opraau3aliluoHHOM YypOBHE ONPEIEIAI0TCA NPOLENypbl M IIpaBuia
JOCTIDKEHUSI 11esiel u pemenus 3aaa4 [lomutuku naopmManmonHoi 6e30macHOCTH
[1/I1. DT paBuia ONpeneItoT:

— KakoBa 00JacTh NPUMEHEHUS NOJUTUKH Oe3onacHocTu 11/1H;

— KaKOBBbI pOJIM U OOSI3aHHOCTU JOJDKHOCTHBIX JIMI, OTBEYAIOUIUE 3a
MpoBeIeHHE MOMUTUKN Oe3onacHocTH I1/[H, a Tak ke UX yCTAHOBHUTH
OTBETCTBEHHOCTH;

— KTO uMmeeT mnpasa pocryna K [1/1H;

— KaKMMH MEpaMU U cpencTBamMu obecnieunBaetcs 3amura [1/1H;

— KakUMH MepaMH M CpeAcTBaMU OOecneuyMBaeTcs KOHTPOJIb 3a
cOOJIFOZICHHEM BBEJICHHOTO peKrMa O€30MaCHOCTH.

OpFaHI/I3aHI/IOHHBIe MCPBbI OOJI2KHEI:
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— TpeAycMaTpuBaTh  perjaMeHT HWH()OPMAIMOHHBIX  OTHOILCHHU,
HCKJTIOYAIOIMNX BO3MOXHOCTh HECAHKIIMOHWPOBAHHBIX JCHCTBUN B
OTHOUIEHUU OOBEKTOB 3aIlIUTHI;

— ONpeAensaTh KOUIMIWOHHBIE U UEPAPXUYECKUE NPUHLIUMNBI U METOJbI
pasrpannuenus gocryna K [1/1H;

— ONpeaensaTh MOPSAOK paboThl C MPOrPAMMHO-MAaTEeMaTUYECKUMU U
TEXHUYECKUMU (ammapaTHble) CPeICTBAMH 3aIUThl U KPUIITO3AIUTHI
U IPYyTUX 3alIUTHBIX MEXaHU3MOB,;

— opranu3oBaTh Mepbl mpotuBoneiictBuss HCJ[ monws3oBarensimu Ha
Jranax ayTeHTU(PUKALIUH, aBTOpPU3ALINH, UJCHTUDUKAIIH,
0o0ecreunBaOIIMX TapaHTUM pea3allii MpaB U OTBETCTBEHHOCTH

CyOBEKTOB HUH(POPMAIIMOHHBIX OTHOLIIEHUH.

OpraHu3aliMoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

— pernamenTa gocrtyna B nomenienns UCII/Ix;

— MOPSAOK AOMYCKAa COTPYAHUKOB K MCMNOJIb30BaHUI0 pecypcoB UCII/In
MBJIOV n/c Nel7;

— perjaMeHTa NpOLECCOB BeJIEHUs 0a3 NaHHBIX U OCYILECTBICHUS
Moau(pUKaIUA HHPOPMAITMOHHBIX PECYPCOB;

— perjiaMeHTa  NOpOLECCOB  OOCIHY)KMBAHHA W OCYIIECTBICHUS
MOAU(DUKALIMY aNMAPATHBIX U TporpammHubiX pecypcoB UCTI/IH;

— uHcrpykuui nons3oBarened MCII/n (agmunuctpatopa HCIIH,
aAMUHUCTpaTopa Oe3omnacHocTy, onepatopa UCIIIx);

— HWHCTPYKLMS TOJIb30BaTeNli NP BO3HUKHOBEHHWHM BHEIUTATHBIX
CUTYaIUM.

— HMHCTPYKIUS MO pa3MEIICHUI0, 000PYI0BAHUIO U OXpaHE TOMEILCHUM,

rac XpaHAaTcCAa MCPCOHAJIBHBIC JAHHBIC, II0 XPAHCHHUIO IICPCOHAIBHBIX
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JaHHBIX Ha 6YMEDKHBIX HOCUTCIIAX W IMOPAAKY pa6OTBI HUCIIOJIHUTEICH

C NICPpCOHAJIbHBIMN JAHHBIMH Ha 6YMEDKHBIX HOCHUTCIIAX I/IHqDOpMaLII/II/I.

dusnueckue MEPbI 3alUTHI
duzndeckue MCPBbI 3alllUTBl OCHOBAHBI HA4 IIPUMCHCHHH PAa3HOTO0 poOJa

MEXaHUYECKHUX, AJIEKTPO- WU DJIEKTPOHHO-MEXAHMYECKUX YCTPOUCTB W
COOPY)KEHUM, CHEIUaIbHO TMPEAHA3HAYCHHBIX IS CO3JaHusA  (DU3UICCKUX
MPEMATCTBUN HAa BO3MOXXHBIX MYTAX MPOHUKHOBEHUSA W JIOCTYNa MOTCHIHUAIBHBIX
HapyIIUTENe K KOMIOHEHTAM CHUCTEMbI U 3alluiiaeMod MH(oOpMaluu, a Takxke
TEXHUYECKUX CPEJICTB BHU3YaJbHOTO HAOJIOJCHUS, CBSI3M W  OXpPaHHOMU
CUTHAJIM3ALIUH.

dusnyeckass 3amuTa 3JaHUN, TMOMENICHUH, OOBEKTOB U  CPEACTB
nHpopMaTH3auK JOJKHA OCYIIECTBIIATHCS IIyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIUX IMOCTOB OXPaHbl, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPaHbI
WU JIIOOBIMM JIPYTUMHU CHOCOOaMHM, MPEAOTBpAIlalOIUMU U CYIIECTBEHHO
3aTPYAHSIONMMH TIPOHUKHOBEHUE B 3JIaHUE, IOMEIICHUS ITIOCTOPOHHUX JIHII,
XUIIEHHEe WH()OPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiAcTB UH(opMaTh3aluu,
HCKITIOYAIOIIMMH  HAXO0XKJICHUE BHYTPH KOHTPOJIUPYEMOM (OXpaHsSeMOM) 30HBI

TCXHHUYCCKUX CPCACTB Pa3BCIAKHU.

AnmnapaTtHo-nporpamMmMHblie cpeacTsa 3amuthl I1J{n
TexHuyeckue (amnmapaTHO-MIPOTPAMMHBIE) MEpPhI 3alllUThl OCHOBAaHBI Ha

MCIIOJIb30BaHUU PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CIEHHUATBHBIX MPOrPaAMM,
BxoJamuXx B coctaB MCIIJIH 1 BBIMOJHSIOMNX (CAMOCTOSTEILHO MU B KOMILIEKCE
C IPYTUMH CpeJcTBaMu) (PYHKIIUM 3aUTHI (MACHTU(UKALMIO U ayTEHTU(PUKAIINIO
MOJIB30BATENICH, pa3TpaHUUYCHUE JOCTyNa K pecypcaM, PErucTpaiuio COOBITHH,

Kpunrorpadguueckoe 3aKpbiTie HHGOpPMAIUHU U T.11.).
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C ydetoM Bcex TpeOOBaHUI U MPUHITUIIOB oOecreueHus oezonacHocTH [1/1H
B WCII/IH mo BceM HaIpaBJICHUSIM 3alIUTHI B COCTAB CUCTEMbI 3aIUTHI JTOJHKHBI
OBITh BKJIFOYEHBI CIIEAYIOIINE CPEICTBA:

— cpenctBa uiaeHTHGUKAIMKA  (OMO3HABaHMSA) W ayTCHTU(DUKAIUH
(moatBepkaeHUs MOAIMHHOCTH) noJib3oBateneit UCI/IH;

— cpexacTBa pasrpaHUyYCHUS JOCTyTa 3apeTrUCTPUPOBAHHBIX
noJib3oBatesne cucreMsl K pecypcam UCIT[In MBIOY n/c Nel7;

— cpeacTBa O0ECIEeYeHUsI U KOHTPOJISL LEJIOCTHOCTU MPOTrPaMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

— CpeIcTBa OINEPATUBHOTO KOHTPOJS U  PETUCTPALlUM  COOBITHIA
0e30I1aCHOCTH;

— Kpunrorpaduueckue cpeactsa 3amurhl [T/1H.

VYcnemHnoe NpUMEHEHUE TEXHUYECKUX CpPEICTB 3allUThl HAa OCHOBAHUU
NPUHUIUNOB (pa3aen 5) MpeArnoJiaraeT, 4To BBIIOJTHEHUE MEPEUYUCICHHBIX HUXKE
TpeOOBaHU O0ECIEUECHO OPTraHU3alMOHHBIMU (aJIMUHUCTPATUBHBIMU) MEpPaMU U
UCIIOJIb3yeMbIMH (PU3NYECKUMHU CPEJICTBAMU 3AIUTHI:

— obecrieueHa gusndeckas 1es1ocTHOCTh Bcex kommoHeHT UCIT/IH;

— Kaxaeli corpynHuk (monb3oBatens MCII[H) wnm  rpynma
NOJIb30BATENIE HWMEET YHUKAIbHOE CHUCTEMHOE MMSI U MUHUMAJIBHO
HEOOXOJIMMBbIC i1 BBIMIOJHEHUSI WM CBOUX (DYHKIIMOHAIBHBIX
00s13aHHOCTEM MOJIHOMOYHS T10 IOCTYITY K pecypcaM CUCTEMBI,

— B UCIIJn MBAOY n/c Nel7 pa3paboTka M OTIaJKa MOporpamm
ocymectBisiercss 3a npenaenamu  WCII[IH, Ha uHcObITaTEIbHBIX
CTEHJIax;

— BCE W3MCHEHHUS KOH(DUTypalud TEXHUYECKUX M MPOTPaMMHBIX
cpeacts UCII[IH npou3BOASATCA CTPOrO YCTAHOBIICHHBIM IMOPSIKOM
(perucTpupyroTcsi M KOHTPOJIMPYIOTCSI) TOJBKO HA OCHOBAaHUU

pacniopspkenuii pykoBojictBa MBJIOY n/c Nel7;
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CETEBOE o0opyioBaHue (KOHLIEHTPATOPHI, KOMMYTAaTOpHI,
MapuIpyTHU3aTOpPbI U T.I1.) PACHOJIAraeTCsl B MECTaX, HETOCTYIHBIX IS
IOCTOPOHHUX (CIeNUaIbHBIX MOMEUICHMSIX, IKadax, U T.I1.);

cnenunanuctamu MBJIOY n/c Nel7 ocyiiecTBisieTcsi HEMpepbIBHOE
yOpaBlIeHUE W aJMUHUCTPATHUBHAS TOJACPKKAa (DYHKIMOHHUPOBAHUS

CPCACTB 3allIUTHI.
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7 Kountpoias d¢ppexrtusuocru C3I1/In

Kontpons sddexkruBnoctu  C3IIJIlH  momkeH oOcCylIecTBIsSETCS Ha
nepuoguyeckod  ocHoBe. Llempto  KOHTpOds  ADPEKTUBHOCTU  SIBISETCS
CBOCBPEMEHHOE  BBISIBJICHHE HEHAIekKammx pexumMoB paboter  C3I1/IH
(OTKIIIOUEHHE CPENCTB 3aIlMTHI, HapylIeHUE PEKUMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHWE peXHMa 3aluThl W T.0L.), a TakK
MPOTHO3UPOBAaHWE U TPEBEHTUBHOE pEArMpOBaHHE Ha HOBBIE  yIPO3bI
oe3onacuoctu [1J1H.

KoHTpoib MOXET MpOBOAUTHCA KaK aJMUHUCTpAaTOpamMu O€30MacHOCTH
UCIIn  (omepaTuBHBI  KOHTPOJb B  mOpolecce  HUHPOPMAIMOHHOTO
Baumoneiicteuss B MWCIIJIH), Tak u TOpUBICKAaeMbIMU [UJII OTOH LIENHU
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMCIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum u ®Chb Poccum B 1mpenenax HX
KOMIIETEHIINH.

KOHTpOIb MOKET OCYIIECTBISATHCS aAMUHUCTPATOPOM OE€30MACHOCTU KakK C
MOMOIIBI0 IITATHBIX CPEACTB cucTeMbl 3amuThl [I/[H, Tak W ¢ TOMONIBIO
CHIEIUAIIBHBIX TPOTPAMMHBIX CPEICTB KOHTPOJIS.

Onenka ¢ dextuBHOCTH Mep 3ammThl [1J{H mpoBOAUTCS ¢ UCTIOIB30BAHUEM
TEXHUYECKUX U MPOTPAMMHBIX CPEACTB KOHTPOJS Ha MPEAMET COOTBETCTBHUSA

YCTaHOBJICHHBIM TpC6OBaHI/I$IM.
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8 Cdepsl oTBeTcTBeHHOCTH 32 Oe3omacHOCTh I1/IH

OTBETCTBEHHBIM 3a pPa3pabOTKy Mep M KOHTPOJb HaJ oOOecredeHHeM
0€30MMacHOCTH MEPCOHANBHBIX JAHHBIX sBisieTcss pykoBoacTBo MBJIOY n/c Nel7.
PykoBoauTenb MOXET J€JIETUPOBATh YaCTh IOJHOMOYHMN 1O OOECIEUYCHUIO
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX.

Cdhepa  OTBETCTBEHHOCTHM  PYKOBOJHUTENS  BKJIIOYACT  CIEAYIOIINE
HarpaBieHus odecrieueHus: 6ezonacHoctu [1J1H:

— IlnanupoBaHue W peanuzaius Mep Mo OOECIEUYCHHUI0 OE30MaCHOCTH
I11H;

— Amnanu3 yrpo3 6e3onacHoctu [1/1H;

— Pa3paboTky, BHeIpeHHUE, KOHTPOJIb HUCIOIHEHUS U MOJJEpKaHUE B
aKTyaJlbHOM  COCTOSSHUM  TOJIUTHK, PYKOBOJCTB,  KOHUEIIIHNM,
MpOLEAYp, PErIaMEHTOB, MHCTPYKUIHUM U JIPYTHX OpPraHU3aIlMOHHBIX
JIOKYMEHTOB 10 00ecreueHnIo 0€301MacHOCTH;

— OO6yuenue u uHbopmupoBanue noisb3oBarenerd MCIIJIH, o mopsake
pabotsel ¢ [1JIH 1 cpencTBamu 3alIUTHI;

— IlpenotrBpaiiieHre, BBISIBICHHE, pEarupoBaHUE U pacclieIOBaHUE
HapyuieHui 6e3onacHoctu [1/1H.

[Ipy B3anMOAEMCTBUU CO CTOPOHHMMH OpPTaHMU3ALMIMU B CIydasiX, KOrjaa
COTPYIHHUKAM ITHX OpPTaHU3AIMi MPEJOCTABISIETCS JOCTYN K OOBEKTaM 3allluThl
(pazgen 3), ¢ ’TUMU OpraHU3aALUSIMU JOHKHO OBbITh 3akitoueHo «CorjameHue o
KOH(pHIeHInanpHoCcTHY, JMbo  «CornameHue o  COOJIOJEHUU  pexuMa
oe3onacuoctu I1JIn npu BeimonHeHun padotr B MCII/Ia». IToaroroBka THUITOBBIX

BAapUAHTOB 3TUX corjanieHuit ocymectisiercss topuctamu MBIOY n/c Nel7.,
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9 MopeJsb HapyuTe st 0€30MacHOCTH

[Ton napymmtenem B MBJIOY na/c Nel7 monHumaeTcs JWio, KOTOpoe B
pe3yabTaTe YMBIIIJICHHBIX WM HEYMBIILUICHHBIX IEUCTBUNA MOXKET HAHECTH YIIEpO
00BEKTaM 3aIlHTHI.

Bce Hapymutenu aensaTca Ha ABE TPYMIIbL:

— BHENIHWE HApYyIIHUTENIH — (PU3NYECKHE JIUIla, HEe HMEIOIIME IpaBa
npeObIBaHUSI HA TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B Mpejenax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak e XpaHATCS
[1/TH Ha OyMa)KHBIX HOCUTEISIX;

— BHYTPCHHHE HapylIuTeNnu — (QuU3MyUecKue Jnila, UMEIOIIUE MpPaBo
npeObIBaHUS Ha TEPPUTOPUU KOHTPOIMPYEMOM 30HBI, B IMpejesax
KoTtopoil pasmemntaetrcsi obopynoBanue MCII/IH, a Tak e XpaHATCS
[1/11 Ha OyMaXKHBIX HOCUTEIISX.

Knmaccudukanuss  HapymmTeneil  mpeacraBlieHa B Mojaenn — yrpos

0€30MacCHOCTH MEPCOHATBHBIX IAHHBIX.
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10 Moaeasn yrpo3 6e30nacHOCTH

Hna UCIIa MBJOY n/c Nel7 BbIIENAOTCS CICAYIOIIME OCHOBHBIC
KAaTeroOpuH yrpo3 0€30MacHOCTH MEPCOHANbHBIX JAHHBIX:

— YTIpo3bl OT YTEYKH 0 TEXHUYECKUM KaHaJaM.

— Yrpo3bl HECAaHKITMOHUPOBAHHOTO AOCTYTAa K HH(POpMALIHH.

— VYrpo3bl yHUUTOXEHHUS, XulleHus annapatHbix cpeactBs UCIIJIn HocuTenen
uHbopMaluu myteM ¢puzndeckoro noctymna K anementam UCIH.

— VYrpo3pl  XHWIIEHHSA,  HECAaHKIMOHUPOBAHHOM  MoaudUKauuu  WIH
OJIOKUpOBaHUS MHQPOpPMAIMU 32 CUET HECAHKIIMOHMPOBAHHOTO JOCTYyIa
(HCH) c npumeHeHueM nporpaMMHO-annapaTHbIX U MPOrpaMMHBIX CPEACTB
(B TOM 4HCIIe MPOrPaMMHO-MAaTEeMaTUYECKUX BO3ACHCTBHI).

— VYrpo3pl HE NPEIHAMEPEHHBIX JICUCTBHM TMOJB30BATEIC W HAPYIICHUN
oe3onacnoctu (ynkuonupoBanust UCII/In u C3IIJIH B ee cocTaBe u3-3a
cOO€EB B MPOrpaMMHOM OOECIIEUEHHH, a TAKKE OT YIPO3 HEAHTPOIIOrE€HHOrO
(cOoeB  ammapaTypbl  HM3-3a  HEHAQJEXKHOCTU  DJIEMEHTOB,  CcOOEB
AIEKTPOINUTAHUA) U CTUXUUHOTO (YIapOB MOJIHUM, MOXKAPOB, HABOJAHEHUN U
T.I1.) XapaKkTepa.

— YTrpo3bl IpeIHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYIIUTENEH.

- erosbl HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA 110 KaHaJIaM CBA3HU.

Onucanue yrpo3, BEpOSITHOCTh UX pealin3allii, ONaCHOCTh U aKTyaJbHOCTb
npejacTaBiieHbl B «Mojaenu yrpo3 0€30MacHOCTH TEpPCOHAIBHBIX JIAaHHBIX B

NCITIn».
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11 Mexanu3m peasmnzauuu Iosnoxenus

Peanuzanus  IlonokeHus ~ JOJDKHA ~ OCYIIECTBIATBCA  HA  OCHOBE
MEPCIEKTUBHBIX MPOrPAMM U IJIAHOB, KOTOPBIE COCTABIISIIOTCS HA OCHOBAaHUU U BO
HCIIOJIHCHUE:

— (¢enepanbHBIX 3aKOHOB B 00JacTu obOecreueHus: MHPOPMAMOHHON
0€30MMacCHOCTH U 3alUTHl HPOPMAIUH;

— mnocraHoByieHu [IpaBurenscTBa Poccurickoi denepanuu;

— PYKOBOJSIIUX, OpraHU3aIMOHHO-PACTOPSIAUTEIHHBIX u
Merogudyeckux nokyMeHToB @CTIOK Poccuuy;

— mnotpednoctert MCII/In B cpencrBax oOecreueHus OE30M1aCHOCTH

uH(popmanuu.
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12 Tlopsimok padoThl ¢ MEPCOHAIBbHBIMU JAHHBIMHM COTPYAHUKOB

Oo0s13anHOCTH padoToaaresi

B nensx ucnonHenus TpeboBaHui 3akoHojaTenabcTBa PD mpu oOpaboTke
NEPCOHANIBHBIX JAHHBIX, BCE PAOOTHUKU YUYPEXKICHUS JOJDKHBI HCIOIHATH
YCTaHOBJICHHBIN NOPAJIOK PaOOTHI:

PabGoTta ¢ mepcoHanbHBIMU JaHHBIMH PAOOTHUKOB JOJDKHA HE HapyllaTh
TpeOoBaHMil 3akoHOnaTenbcTBa P W JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliy, U JIOJKHA ObITh HETIOCPEACTBEHHO CBsI3aHa C OCYIIECTBICHUEM UMHU
CBOMX TPYJIOBBIX (PYHKITUH.

[Ipu cObope n 00paboTKEe MEPCOHANBHBIX JTaHHBIX pa0OTHUKA pabOTOATENb
Homxken pykoBoactBoBaThess Konctutynuein PO, TpyaoBeim koaekcom PD u
WHBIMU (PeiepalIbHBIMU 3aKOHAMU.

[lepcoHasibHblE JaHHBbIE PAOOTHUKOB JAOJDKHBI OBITH MOJYYEHBI TOJIBKO
HEIMOCPEJICTBEHHO Yy Hero. Eciu ais o6paboTKM €ro aHHBIX WIH UX TMOJyYeHHUS
NPUBJIEKAECTCA TPEThU JIMIA, TO PaOOTHHK JAOJDKEH JaTh IPEABApPUTEIILHOE
NUCbMEHHOE corjacue Ha 3To. OJHOBPEMEHHO pabOTHUK JOJIKEH ObITh
YBEJIOMJICH O IIeJisiX cOopa mH(pOpMAaIuU, UCTOYHUKAX €€ MOJY4YEHUs, a TakKe O
MOCJIEICTBUSX OTKa3a OT MPEJOCTABICHHUS NUCBMEHHOIO corjacus Ha cOop
uHdopMaIuu.

[lepcoHasibHbIE AaHHBbIE PAOOTHUKA O €ro MOJMTHYECKUX, PEIUTMO3HBIX U
WHBIX YOEXKIEHUAX, YaCTHOM >KU3HU, a TaKKE UICHCTBE B OOIIECTBEHHBIX U
npo(COIO3HBIX OPTaHU3ALMAX HE MOJUIekaT cOOpY OpraHu3aluel, eciu MWHOE He
MIPEAYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TEPCOHANBHBIX JaHHBIX pPAOOTHUKA JOJKHA OO0ECTeYrnBaATHCA

ITOJHOCTHBIO 3a CUCT pa6OTO)IaTCJ'I${.
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VYupexneHvue mnpu npuemMe Ha paboTy, a TakkKe MpU JIIOOBIX H3MEHEHMSIX
npaBuJl pabOTHl C MEPCOHATBHBIMU JAHHBIMU OOS3aHO MHUCHMEHHO 3HAKOMHUTH C
HUMH BCEX PaOOTHHUKOB.

VYupexxaeHue He UMEET MPaBO MPHUHYX IATh pAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alIUTY IICPCOHAJIbHBIX JAHHBIX.

Oo06s13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTonaTeNi0 BCE MEPCOHAIBHBIE JaHHBIC, YKa3aHHbIE B
COOTBETCTBYIOIINX IOKyMEHTAX.
B ycraHOBiIEHHBIM mpaBUiIaMU CpPOK coodOmate pabortomartento 00

HN3MCHCHHH CBOUX IICPCOHAJIBHLIX TaAHHBIX.

Ilepenaya nepcoHaIbLHBIX JaHHBIX

[Ipu ocymiecTBICHUU TIepeaaud TMEePCOHAIBHBIX JaHHBIX pPaOOTHUKOB
TPETHUM JIMIIAM pabOTOaTENb 005M3aH:

HE CcOoOOIIaTh TMEPCOHANbHBIE JaHHbIE 0€3 TOJYYEeHHOTO0 MHChMEHHOTO
coryiacus pabOTHHKA, KPOME CIlydaeB, KOTJa TaKhe OOS3aHHOCTH YCTaHOBJICHBI
3aKOHOJIATEIHCTBOM;

HE TIepelaBaTh MEPCOHANBHBIC JaHHBIC PaOOTHWKA JUISl WCIIONB30BAHUS B
KOMMEPYECKUX TIEIISIX;

TpeOOBaTh OT TPETHUX JIUI] COOJIO/ICHUS TTPABUI PabOThI C MEPCOHATBHBIMU
JAHHBIMH, a  TaKKe  MPEJOCTaBICHUS  IMUCBMEHHOTO  IOATBEPIKICHUS
WCIIOJIb30BAHUSI ~ TIEPCOHATBHBIX JIAHHBIX B TOPSIAKE, MPEAyCMOTPEHHBIX

HACTOAIINM ITOJIOXKCHHUEM O 3alIUTC IIEPCOHAJIBHBIX JaAHHBIX ]
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JaBaTh JIOCTYNl K MEPCOHAJIbHBIM JAHHBIM TOJBKO JMIAM, WMEIOIIHM
COOTBETCTBYIOIIMMA JOMYCK M HCIOJB3YIOIIUX WX TOJBKO [UISl BBIIOJIHEHUS
KOHKPETHBIX ITOJITHOMOYUH;

HE HCTpeOOoBaTh HMH(OPMALMIO O COCTOSHUU 3A0pPOBbS PpabOTHHKA, 32
UCKJIIOYEHHEM JITaHHBIX, KOTOPbIE MOTYT IMOBJUATh Ha MCIOJIHEHHE PAOOTHUKOM

CBOMX TPYJIOBBIX 00s13aHHOCTEH.

3amnTa NMEPCOHAJIBbHBIX TaHHbIX paﬁOTHI/IKa

B pamkax peanuzauuu myHKTOB Hactosiero IlomokeHus o 3ammre
MEPCOHANBHBIX JaHHBIX PA0OTHUKOB, PYKOBOAUTEH YUPEKACHUS U3IA€T MIPHUKA3 O
Ha3HAYeHUM JIMI[A, OTBETCTBEHHOTO 3a COOJIIOJIEHHME TMopsiaka paboThl C
NEPCOHAIBHBIMH JTaHHBIMH PA0OTHUKOB, HA KOTOPOM JIE)KAaT BCE€ OOSI3aHHOCTHU IO
o0ecrieueHn0 KOHPHUICHITMATBHOCTH TIOTYyUYEHHBIX JaHHBIX, a TAK)KE OpraHUu3alluu
paboThI C HUMH.

[lepenaya uHGOpMAIIUU MPOUCXOTUT TOJIBKO B MHUCHBMEHHOM BHJE. 3ampocC
JOJKEH OBbITh CeNlaH B MHCbMEHHOM BHJE C YKa3aHMEM BCEX PEKBU3UTOB JIMLIA,
3anpamuBaoliero uHgopmaiuo. OTBET JODKEH ObITh CeNaH Ha (UPMEHHOM
OJIaHKe YUYPEXJIECHHsI M OTIpPaBIEH JUOO KyphEepPCKOH CIyx)00il, TuOO 3aKa3HbIM
MUCHMOM.

Bce momyueHHbIe TIepCOHANBHBIE TaHHBIC JOJDKHBI XPaHUTHCS B MECTE,
UCKJTIOYAIOIIeM HECAaHKIIMOHUPOBAHHBIX TOCTYI TPETHUX JIHII.

DNEeKTPOHHBIE HOCUTENW HH(POpPMAlMM, JOJDKHBI OBbITh  3alUIIEHBI

KpUINITOrpaUueCKUMH CPECTBAMHU 3aUTHI HH(OPMAIIH.
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OTBEeTCTBEHHOCTD 32 pasrjaameHue an)opMauml, CBSI3AHHOM C

NEPCOHAJIBbHBIMHA JaHHBIMU paﬁoTHI/IKa

JIuna, mpU3HaHHBIE BUHOBHBIMU B HapylI€HUU TPEeOOBAHMI HACTOSAILETO
[TonoxeHuss 0 3alUTE MEPCOHANBHBIX JAHHBIX PAOOTHUKOM MPUBJIEKAIOTCS K
JUCHUIUIMHAPHOW, aJIMUHUCTPATUBHOM, TPaXXIaHCKO-NIPABOBOM M  YTOJIOBHOM
OTBETCTBEHHOCTH, B MOPSAAKE NPEIyCMOTPEHHOM 3aKOHOAATEIbCTBOM P®D wu

JIOKAJIbHBIMU HOPMATHUBHBIMH dKTaAMMH.
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13  Ilopsinok padoThl € NEPCOHATBHBIMHU JAHHBIMHA 00CIYKHBAEMbIX
rpaxaaH

[opsaok mosydeHusi 1 00padOTKHU MEPCOHATBHBIX TaHHBIX
00CJTIy:KBaeMbIX IPaKIaH

[lon  oOpabGotkoit  I[I/lH  moHMMaeTcs  TOJNyuye€HUE,  XPAaHEHUE,
KOMOMHUpOBaHUE, Mepeiaya Wi Jito0oe JPYyroe MCIOJIb30BaHUE MEPCOHATBHBIX
JAHHBIX 00CITY)KMBAEMBIX IPAKIAH.

PaboTa ¢ nmepcoHabHBIMU JJAHHBIMU OOCITYKMBAEMBIX I'paKIaH JOJKHA HE
Hapymath TpeOOBaHUI 3aKOHOJaTeNIbcTBa PP U JTIOKaNbHBIX HOPMATHUBHBIX aKTOB
OpraHu3allyu.

Hcrnonps30BaHre NEPCOHAIBHBIX JAHHBIX BO3MOXKHO TOJIBKO B COOTBETCTBHUHM
C LEJSAMH, ONPENENUBIIMMU WX MojydeHue. llepcoHanbHble aHHBIE HE MOTYT
OBITh UCIIOJIB30BaHBI B LEJSX MPUUYMHEHUS UMYILIECTBEHHOTO U MOPAJILHOTO Bpela
rpaxKiaHaM, 3aTpyJHEHHs peaju3alud IpaB U cBoOon rpaxaaH Poccuiickoil
dbenepanuu.

[Topsanok 00pabOTKK MEPCOHANBHBIX JAaHHBIX HAa OyMa)KHBIX MaTEpHUaJIbHBIX
HOCHUTENIIX perjiaMeHTUpoBaH «VHCTpyKUMel M0 XpaHEHWIO MepCOHATbHBIX
JJAHHBIX Ha OYMaXHBIX HOCUTENAX U TOPSJAKY pabOThl HCHOJHUTENICH C
NEPCOHAIBHBIMU  JAHHBIMM Ha  OyYMaXXHBIX  HOCHUTENSIX  HMH(QOpMAII,
YTBEPKIAECHHON PYKOBOIUTEIIEM.

ObpaboTka NIEPCOHAJIBHBIX JAaHHBIX B aBTOMATU3UPOBAHHBIX
MH(GOPMAILIMOHHBIX CUCTEMaX OCYLIECTBIISIETCS HA OCHOBAHUU PsAJla YTBEPKIECHHBIX
PYKOBOJIUTENEM HWHCTPYKIHI, pErIaMEeHTHPYIOIUX 00paboTKy NepCOHAIbHBIX

nanubix B UCIT/IH.
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J]OCTyH K MEPCOHAJIBbHBIM NaHHbIM

Bayrpennuit jgoctyn (AOCTYNl BHYTPU OpraHHM3allMM) OIpeACIseTCs
MEepeYHEM JIUIl, UMEIOIIUX JOCTYIl K MEPCOHAIBHBIM JTaHHBIM OOCITYKMBAaEMbIX
rpaxkaaH, ONPEEIsAeTCS IPUKA30M PYKOBOIUTE.

Buemnuit gocryi:

K 4mcmy MaccoBeIXx TOTpeOMTENCH  TMEpPCOHANBHBIX JaHHBIX  BHE
OpraHu3allid MOXXHO OTHECTH TOCYAapCTBEHHBbIE (YHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIC HWHCIEKIWH, IPABOOXPAHUTEIBHBIE OpraHbl, OpPraHbl CTAaTUCTHUKH,
BOCHKOMATbI, OpraHbl COLMAIBHOTO CTPAaxOBaHUs, TEHCUOHHBbIE (DOHIBI,
MOJIPA3/ICJICHNS] MYHUIIUTIAJIbHBIX OPTAaHOB YIIPABJICHUS;

HanzopHo-KOHTpOIBHBIE OpraHbl UMEIOT JAOCTYN K MUHGOPMAIMU TOJBKO B

chepe cBoei KOMIIETESHIIHH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh CY0ObEKTA NMEPCOHAJIbHBIX
JAHHBIX

3akperieHrue mpaB CyObeKTOB MEPCOHATBHBIX JaHHBIX, PETJIaMEHTHPYIOIIHNX
3aIIMTY €ro TEPCOHAIBHBIX JaHHBIX, O0ECIeUYHBAET COXPAHHOCTh TOJHOW U
TOYHOU MH(OpPMALIUU O HEM.

B mensx 3ammThl MEPCOHAIBHBIX JaHHBIX KOHTPAreHThl (3aKOHHBIE
MPEACTABUTEININ ) UMEIOT MPABO:

- TpeOOBaTh MCKIIIOUEHUS WM HCHPABJICHUS HEBEPHBIX WM HEMOJIHBIX
MEePCOHAIBHBIX JaHHBIX, CBOOOIHBIN OCCIUIATHBIM JOCTYII K CBOMM IePCOHATBHBIM
JIAHHBIM, BKJIIOYas MPaBO Ha IMOJYYCHUE KOMHUU HOBOM 3alMCH, COAECPIKAILIECH
MEPCOHAJIBHBIC JTAHHBIC;

- ONpPEIENIATh CBOUX NPEICTABUTENICH MJIA 3alIUThl CBOUX IMEPCOHAIBHBIX

JTAHHBIX HA COXPAHEHUE U 3aIIUTY CBOEU JIMYHOU TaWHBI.
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IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTH OIIEPaTOPA NMEPCOHAIBHBIX
JAHHBIX

[lepcoHanbHasi OTBETCTBEHHOCTh - OJHO M3 TJIABHBIX TpeOOBaHUI K
opranuzaiuu QyHKIIMOHUPOBAHUS CUCTEMBI 3AIUTHI EPCOHATBHON HHPOPMAIIH
U 00s13aTeIbHOE yCIoBHe oOecreueHus 3PPEKTUBHOCTH 3TOU CUCTEMBI.

Opuanueckue wu ¢Qusmyeckue JnumIa, B COOTBETCTBUUM CO CBOMMH
MOJIHOMOYMSIMU BJAJCIONIME O TPaKJaHaX IMOJY4YarollHe U HCIOJb3YIOIIUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHHM C 3aKOHOJATENBCTBOM Poccuiickoin
Qdenepauuy 3a HapylUIEHHE peXUMa 3allUThl, O0OpaOOTKM M  MOpsAKa
UCITIOJIb30BaHUs ATOM HH(POpPMaLIUU.

PykoBoguTenb, paspeliaromyii  JOCTYIl COTPYJIHHKAa K JOKYMEHTY,
coJlepKallleMy TE€PCOHAJbHBIE CBEACHHS OOCITYXUBAEMbIX TpaXkJaH, HECEeT
NIEPCOHAIIBHYIO0 OTBETCTBEHHOCTD 32 JJAHHOE pa3pelICHUE.

Kaxxnplil cOTpyJHUK OpraHu3aliH, MOJYyYAOMIUN 11 padOThl JTOKYMEHT,
coJiep Kallliii NIEPCOHAJIbHBIE JAHHBIE HECET €IMHOJMYHYIO OTBETCTBEHHOCTH 3a
COXPAaHHOCTb HOCUTENS U KOHPHUIECHINATbHOCTh HHPOPMAIUH.

Jlomyck K MEepCOHANIbHBIM JaHHBIM OOCITYXMBAEMbIX TpaklaH (3aKOHHBIX
OpeicTaBUTeNe)  OpPYrMX  COTPYAHMKOB  palOoTojaTens, HE  HMEIOUIMX
HaJyIeKanmM o0pazoM 0OPMIIEHHOTO JOCTYTA, 3aIPEIIaeTCs.

Ilepenaua (0OMEH U T.11.) MEPCOHATBHBIX JAHHBIX MEX]Y MOJIpa3AeICHUSIMU
OCYLIECTBJISIETCS  TOJIBKO MEXAY COTPYAHUKAMM, MMEIOIUMU JOCTYIl K
NEPCOHATIbHBIM JAHHBIM 00CITY>KMBAE€MBbIX I'PAXK/IaH.

3a HEHWCHOJHEHUE WIM HEHaJJIeXkKallee HCIOJHEHHWE PabOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HEro OOS3aHHOCTEM MO COOJIIOACHHMIO YCTAaHOBJIEHHOTO
nopsijika padoThl CO CBEIEHUSMH KOH(PHUACHIIMAIBHOIO XapakTepa paboTonaTesb
BIIpAaBE MPUMEHATh NpenycMoTpeHHble TpyaoBeiM KoaekcoM aucrumivHapHbIE

B3BICKAHMUI.
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14  O:xupaemblii 3¢ dexT ot peanusanuu Ilos1oxkeHus

Peanuzanus [Tonoxenus 6e3onacuoctu [1/1n B UCIT/IH mo3BoauT:

— OLEHUTh cocTosiHue Oe3omacHocTH uHbopmanuu WCII/H, BBISIBUTH
WCTOYHWKH BHYTPEHHUX ¥ BHEIIHUX YIpo3 HH(POPMAIMOHHOM
0€30I1acHOCTH, ONpPEAECTUTD MIPUOPUTETHBIC HaIpaBJICHUS
MPEIOTBPALIEHUS], OTPAKECHUSA U HEUTPAITM3ALNU ITUX YTPO3;

— pa3paboraTh pacHoOpsAUTENbHBIE W  HOPMATHBHO-METOIUYCCKHUE
JOKYMEHTHI puMeHuTeIbHO K MCITIH;

— mpoBecTH kiaccudukanuio u ceprudukanuro MCIIH;

— MPOBECTH OPraHU3ALMOHHO-PEKUMHBIE U TEXHUUYECKUE MEPOIPUATUS
o o6ecneuenuto 6ezomacuoctu [11a B UCIIdH;

— o0ecreuynTh HEOOXOIWMBIA YpPOBEHb 0€30MacCHOCTH  OOBEKTOB
3alIUTHI;

— paspaboTaTb  METOJAMYECKHE  JIOKYMEHThl IO  pa3MEUICHUIO,
000pYyZIOBaHUIO M OXpaHE MOMEIICHUH, TJIe XPaHATCS MepCOHAIbHbBIC
JAHHbIE, 1O XPAHCHUIO TEPCOHAIBHBIX JIAHHBIX Ha OyMa)XHBIX
HOCUTENIAX U TMOPAIKY paOOThl HUCIOJIHUTEIEH C TMEePCOHATLHBIMU

JAHHBIMHU Ha OyMa)KHBIX HOCUTEIISIX MH(GOPMAIIUH.

OcyiiecTBieHUEe OTUX MEPONPUITHI O00ECIEUYUT CO3[aHUE EIUHOM,
I[EJIOCTHON M CKOOPAMHUPOBAHHOW CUCTEMbI MH(POPMAIIMOHHON 0€30MacHOCTH U

CO3/1aCT YCJIOBUS ISl €€ JaJbHEHIIIEro COBEPIICHCTBOBAHMS.
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15 CHnHUCOK MCIOJIB30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-NPABOBBIMH " MeTOAUYCeCKUMM
JOKYMEHTAMH, HA KOTOPBbIX 0a3upyercs HacTosmee Ilonoxkenne ABISIIOTCA:

@enepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoOHANbHBIX JIAHHBIX)»), YCTaHABIMBAIOIIUN
OCHOBHBIC TNPUHIMUNBI U ycioBus oO0pabotku I1J[H, mpaBa, 0OS3aHHOCTH W
OTBETCTBEHHOCTh YYACTHUKOB OTHOIIIEHUM, CBA3aHHBIX ¢ 00paboTkoii [1/1H.

«TpeboBaHMsl K 3allUTE MEPCOHAIBHBIX JaHHBIX INPU HUX OOpabOTKE B
MHQOPMAIIMOHHBIX ~ CUCTEMax  MEPCOHAIBHBIX  JIAHHBIX»,  YTBEPKICHBI
[Tocranosnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«lTonoxenne 00 O0COOEHHOCTAX OOpPaOOTKM TEPCOHAIBHBIX JIAHHBIX,
OCYILECTBIsIEMOM 0€3 MCIOIb30BaHUs CPEACTB aBTOMATHU3AlMM», YTBEPKICHHOE
[Toctanosnenuem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

[Tocranosnenne IlpaButennctBa Ne 211 ot 21 mapra 2012 roma «OO0
YTBEPXKJICHUM TIEPEYHs MEp, HAMpaBICHHbIX Ha O0O0ECTeUYeHUe BBIMOJHEHUS
obsi3aHHOCTEH, TpeaycMoTpeHHbIX D3 «O mepcoHaTbHbIX JAHHBIX» U MPUHITHIMU
B COOTBETCTBUM C HUM HOPMATHUBHBIMU MPABOBBIMU aKTaMH, OIEPaTOPAMH,
SABJISIIOIIMMUCS TOCYITaPCTBEHHBIMU UM MyHULUNTAIIbHBIMU OpTraHaAMK.

«TpeboBanusi K  MaTepUATbHBIM  HOCUTENISIM  OMOMETPUYECKUX
MEPCOHAIBHBIX JAHHBIX M TEXHOJOTHUSIM XpPAaHEHUS TaKUX JaHHBIX BHE
WHQOPMAIIMOHHBIX ~ CHCTEM  MEPCOHAJBHBIX  JAHHBIX»,  YTBEP)KICHHBIC
[TIocranosnenuem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOqMUeckne JOKyMeHThl DefepanbHON  CIIyX)Obl 10
TEXHUYECKOMY M DKCIIEpTHOMY KOHTpoJto Poccuiickoit ®enepauuu (manee -
OCTOK Poccum) mo obecneuenuto OeszomacHoctu IIJIH mpum mx oOpaboTke B

WUCITx:



51

bazoBas Monens yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPHU HUX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX, yTB. 3aM.
nupekropa @CTIK Poccun 15.02.08 r.

Metoauka omnpeaeneHusl aKTyaldbHbIX yrpo3 0€30MacCHOCTU MEPCOHAIBHBIX
JAHHBIX Tpu uX 00paboTke B HH(POPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JNaHHbIX, YTB. 3aM. qupektopa @CTIOK Poccun 15.02.08 r.

[Ipukaz O®CTIK Poccum Ne 17 or 11 deBpans 2013 roma «O6
yTBepKJIeHun TpeboBaHuii o 3amure UWHOOpPMAIMU, HE COCTaBIAIONIMX
rOCyJIapCTBEHHYIO TaliHY, COJICPKAIIUXCS B TOCYIapCTBEHHBIX MHPOPMAIMOHHBIX
CUCTEMAX).

[Tpukaz ®CTIK Poccuu Ne 21 ot 18 deBpans 2013 roxa «O6 yTBep>KIaeHUU
CocTtaBa U coJiepaHusl OPraHU3aIMOHHBIX U TEXHUUYECKUX MEP MO 00ECIEYEHUIO
0€30MacHOCTH TEPCOHAJIBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CHUCTEMaX MEePCOHAIBHBIX JTAHHBIX).

[Ipuka3z ®enepanbHoil ciryx0bl Oe3omacHocTH Poccuiickoit denepanuu oT
10 wuronms 2014 r. N 378 "OO yrBepxaenun CoctaBa H COJEpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0eCHeuYeHHI0 0e30MacHOCTH
MEPCOHANIBHBIX JAaHHBIX MPU HX 00paboTke B WH(GOPMAIIMOHHBIX CHCTEMax
MEPCOHANIBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEJCTB KpUNTOrpaduyeCcKOn 3aIuThl
uHpopMaIu, HeOOXOUMBIX JJIsI BHITIOJIHEHUSI YCTAHOBIICHHBIX [IpaBUTENHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIllUTe IEPCOHAIBHBIX JAHHBIX JIJIS

KaKJI0T0 U3 YPOBHEM 3aIIUIIEHHOCTH .
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16 OcobeHHOCTH 00PAOOTKHU NMEPCOHAIBHBIX JAHHBIX 0€3 HCIO0Jb30BAHUS
CpPeICTB ABTOMATH3ALMHU

[Tpu HEaBTOMATHU3UPOBAaHHOU 00paboTKe pa3InYHbIX KaTeropuii
NEPCOHANIBHBIX JaHHBIX JIOJDKEH MCHOJb30BATHCS OTACNIBbHBIA MaTepHATIbHBIN
HOCUTENb I KKJOW KaTerOpUH MEPCOHATIbHBIX TAHHBIX.

[Ipy HeaBTOMATHU3MPOBAHHONW OOpPaOOTKE NMEPCOHAIBHBIX JaHHBIX Ha

OyMaXKHBIX HOCUTEIISX:

- He Jomyckaercss ¢ukcauus Ha OJHOM OyMa)kKHOM HOCHUTENE
NEPCOHANIBHBIX JAHHBIX, LEJIH 00paOOTKM KOTOPBIX 3aBEAOMO HECOBMECTHMBI,

- NEPCOHAIbHBIC JIaHHBIC JIOJDKHBI  000COOJIATHCS OoT WNHOU
uHpOpMaIlMU, B YaCTHOCTU MyTeM (PUKCAMU KX HA OTICJIBHBIX OyMa)KHBIX
HOCHUTEJISIX, B CHEHUANbHBIX pa3jenax Wiu Ha 1oJisix popM (G1aHKOB);

- JOKYMEHTBI, COJepralllie MepCOHANbHbIE AaHHbIE, (OPMUPYIOTCS B
Jena B 3aBUCUMOCTH OT LENIH 00paOOTKU MEPCOHATBHBIX JaHHBIX;

- Jena C JOKYMEHTaMH, COJEp>KAIlMMHU MEpPCOHAJIbHBIE JIaHHBIE,
JOJDKHBI MMETh BHYTPEHHHE  ONUCH  JOKYMEHTOB C YKa3aHHEeM IeJiu
00pabOTKM U KaTeropuu NEPCOHATBHBIX JaHHBIX.

JIOKyMeHThl ~ (HOcUTEeNId  MH(pOpMAILUH), COAEpXKalllie MEepCOHAIbHbIE
JaHHbIE, JOJDKHBI XPAaHUThCS B CIHY)KEOHBIX  TOMEIICHHUAX B HAJEKHO
3aMMpaeMbIX U OMNeYaThiBaeMbIX IKadax (cerdax).

VYHUUTOXKEHHEe WIM  O00E3JIMYMBAHUME YaCTU [EPCOHAIBHBIX JIaHHBIX,
€CIM  3TO JOMYCKAaeTCsl MaTepUalibHbIM HOCUTEJIEM, MOXKET MPOU3BOAUTHCS
CIIOCOOOM, HCKIIIOYAIOIIMM  JAJbHEHUIIYI0 00paOOTKy ATHUX  MEPCOHAIbHBIX
JTaHHBIX, C COXPAaHEHHUEM BO3MOKHOCTH 00paOOTKM UWHBIX  JaHHBIX,
3a()MKCUPOBAaHHBIX HAa MaTepUaIbLHOM HOCHUTEIE.

I[Ipu  HecoBMecTMMOCTH TIielell OOpabOTKM TMEPCOHAIBHBIX JaHHBIX,

33,(1)I/IKCI/IpOBaHHBIX Ha OJHOM MaTCpraJIbHOM HOCHTCIIC, €CJIn
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MaTepUaIbHBIA  HOCHUTEIh  HE MO3BOJISIET  OCYIIECTBIIATH 00paboTKy
IIEPCOHAIBHBIX JAaHHBIX OTIEIBHO OT JPYrHX 3a(UKCHPOBAHHBIX Ha TOM
K€ HOCHUTENE TEePCOHANBHBIX JaHHBIX, TOJDKHBI OBITh MPHHATHI MEpHI TIO
o0eCIieueHn 0 Pa3febHON O0pabOTKH TMEePCOHAIBHBIX TaHHBIX, B YACTHOCTH:

- mOpu  HEOOXOAWMOCTH  WCIOJNB30BAHHS WA PACIpPOCTPAHCHUS
OTIPE/ICTICHHBIX TIEPCOHANBHBIX JAaHHBIX OTIAEIBHO OT HAXOMSIIUXCS HAa TOM
K€ MaTePUATBbHOM HOCUTENEC JPYTrUX TMEePCOHATBHBIX JAaHHBIX OCYIIECTBIISETCS
KOITMPOBAaHUE TICPCOHAIBHBIX JAHHBIX, TMOJUICKAIINX PACIPOCTPAHCHUIO WU
WCITOJIb30BAHUIO, CIIOCOOOM, HCKITFOYAIONIMM OJHOBPEMEHHOE  KOIHMPOBAHUE
NEPCOHANBHBIX  JIAaHHBIX, HE  MOJISKAIMUX  PaCHPOCTPAHCHHIO u
UCIIOJIb30BAaHUIO, W HCIOJB3YeTCs (paclpoCTpaHseTcs) KOIMHUS TEPCOHATBHBIX
JaHHBIX;

- NpU HEOOXOAMMOCTH YHUYTOXKCHHS WM OJOKHUPOBAHUS YacTH
NIEPCOHAIBHBIX JIAHHBIX YHUYTOXKACTCI WM  OJIOKHPYeTCsS MaTephabHBIN
HOCHUTEJIb C TMPESABAPHUTEIBHBIM KOMHPOBAHUEM CBEIACHHMA, HE IOJUICIKAIINX
YHHUYTOKECHUIO WIH OJIOKUPOBAHUIO, crocooom, UCKJTIOYAOIIUM
OJTHOBPEMEHHOE  KONHUPOBAaHUE  IMEPCOHAJIBHBIX  JAHHBIX, IOJICKAIINX
YHHUYTOXKCHUIO WJIH OJIOKUPOBAHUIO.

YTOouHEeHHE TEPCOHANBHBIX JAaHHBIX TIPH OCYIIIECTBIICHUN 170
00paboTKK 0€3 UCTONBb30BaHUS CPEJICTB aBTOMATH3allMd MPOU3BOJIUTCA MyTEM
OOHOBJICHWSI WJIM W3MCHCHUsS JAaHHBIX Ha MAaTepUAIBHOM HOCHUTENE, a €CIH
3TO  HE TOMYCKAETCSI TEXHUYECKMMH  OCOOCHHOCTSAMH  MaTe€pHaIbHOTO
HOCHUTEJS, TyTeM (QUKCAIMA Ha TOM JK€ MaTepHAIBHOM HOCHTENIC CBEIACHUMI
O BHOCHUMBIX B HHX HW3MCHCHHAX JIMOO TIyTeM W3TOTOBJICHHUS  HOBOTO
MaTEPUAIbLHOTO HOCHUTEIS C YTOYHCHHBIMH IEPCOHAIBHBIMUA JTAHHBIMH.

O0paboTKa MEepPCOHATBHBIX JaHHBIX, OCYIIECTBIIIEMas 0€3 WCIOJIb30BAHUS
CPEIICTB aBTOMAaTH3allMH, JIOJDKHA OCYIICCTBIATHCS TaKUM 00pa3oM, 4TOOBI B

OTHOIICHUHN K&)K,Z[Oﬁ KaTeTrOpHH MEPCOHAJIBHBIX JAHHBIX MOKHO OBLI10 OnpeCaACINTL
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MECTa XpaHEHUs MEPCOHAJBHBIX JAHHBIX (MaTepUaJbHBIX HOCUTENEH) U
YCTaHOBUTH MEPEUCHbB JIUI, OCYIIECTBIIAIOMUX 00pabOTKy MEepPCOHATBHBIX JaHHBIX
A100 UMEIOIIMX K HUM JIOCTYIIL.

IIpn XpaHeHnHn MaTepuaIbHbIX HOCUTENIEH JOJIKHBI COOMIOAATHCS YCIOBUA,
00EeCreunBaOIINE COXPAHHOCTh IE€PCOHAJBHBIX JIAHHBIX M  HCKIIIOYAIOIIUE
HECAaHKIIMOHUPOBAHHBIM K HUM JOCTyIl. XpAaHEHHE IIEPCOHANBHBIX  JIAHHBIX
(MaTepHaIbHBIX ~ HOCHTENeH), 00paboTKa KOTOPBIX  OCYIIECTBISIETCS B

Pa3INYHbIX LOCIIAX HOJIKHO OBITH Pa3aACIIbHBIM.



