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OINIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEACIICHUS.

ABTOMATH3MPOBAHHASA CHCTeMa — CHCTEMA, COCTOsINasl W3 IEepcoHana u
KOMITJIEKCA CPEJICTB aBTOMATHU3AI[MH €ro JACITEIILHOCTH, peayin3yromas uHhopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUSI YCTAHOBJICHHBIX ()YHKITHA.

AyTeHTH(PUKALIMSA OTHPABUTEJISA JAHHBIX — IIOJTBEPKICHUE TOTO, YTO OT-
MPABUTEIIb MOJYYCHHBIX JAHHBIX COOTBETCTBYET 3asiBIICHHOMY.

be3onmacHOCTh MNMEPCOHANBHBIX [JAHHBIX — COCTOSIHHE 3allUIIEHHOCTH
MEPCOHATBHBIX  JAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  MOJIb30BATENCH,
TEXHUYECKUX  CPEACTB M  HUHPOPMAIIMOHHBIX  TEXHOJOTUHA  O0OECTEeUUTh
KOH(UICHITUATBHOCTD, IEIOCTHOCTh U JOCTYIMHOCTh MEPCOHAIBHBIX JAHHBIX TpU
ux 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

buomerpuyeckue mnepcoHAIbHbIC JaHHbIEe — CBEACHUSA, KOTOPHIE
XapaKkTepu3yrT (HU3HOJIOTUYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUTH €r0 JUYHOCTh, BKJOUas (ororpaduu, oTmedaTKU MNaJbIEB,
o0pa3 ceTyaTKH TJla3a, OCOOCHHOCTHM CTPOCHHS Tela M JAPYryl0 TOJI00HYIO
UH(pOpMaIHIO.

BioknpoBaHue mNepPCOHAJBHBIX JAHHBIX — BPEMEHHOE MpEeKpalleHue
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OXO0IMMa JIJIsi yTOUHEHUS TIEPCOHABHBIX IAHHBIX ).

Bupyc (koMIbOTEepHBbIA, IPOrPAMMHBIN) — HUCIOJIHIEMBbII MPOrPAMMHBII
KOJI WJIM MHTEPIPETUPYEMBbI HaOOp MHCTPYKIIMM, 00JIaaroIfii CBOMCTBAMH He-
CaHKIMOHUPOBAHHOTO PACIPOCTPAHEHUsI W caMmoBocnpou3BeAeHus. Co3TaHHbIC
TyOIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/la COBIAJAIOT C OPUTHHAIOM, HO CO-
XPaHSIIOT CIOCOOHOCTh K JIaJIbHEUIIIEMY pacpOCTPaHEHUIO U CaMOBOCIPOU3BE/IE-
HUIO.

BpenonocHasi nporpamma — rporpaMmma, IpeiHa3HaueHHas sl OCYIEeCTB-
JICHUS HECAHKIIMOHUPOBAHHOTO JOCTyIa W (WJIM) BO3JCUCTBUS HA NEPCOHAIIbHBIC

JAaHHBIE WM peCypchl HHPOPMAITMOHHOW CUCTEMBI IEPCOHAIBHBIX JaHHBIX.



BcnomoraresibHbIe TeXHHYECKHE CPeICTBAa M CHCTEMbl — TEXHHYECKHE
CPEIICTBA M CHUCTEMBI, HE MTPEIHA3HAYCHHBIE [T Mepenayr, 0OpabOTKU U XpaHEHUs
MEPCOHAJBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACT-
BaMU U CHCTEMaMH, IIpeIHAa3HaYCHHBIMU JUIsI 0OpaOOTKU MEPCOHATBHBIX JTaHHBIX
WIM B TOMEIIEHHUSAX, B KOTOPBHIX YCTAHOBJICHBI MH(OPMAIMOHHBIE CHUCTEMBI TIEPCO-
HaJIbHBIX JaHHBIX.

JlocTynl B ONEPALMOHHYIO cpeAdy KoMmbloTepa (MHGOPMaHMOHHOM
CHCTeMbI MEPCOHAIBHBIX JaHHBIX) — TIOJIy4YeHHEe BO3MOXKHOCTH 3alycka Ha
BBIITOJIHCHNE INTATHBIX KOMaHA, (YHKIWH, TPOIETYp OIEPAMOHHON CHCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TMEPEMEIIEHNsT M T.1.), HCIOMHIEMbIX (aiiioB
MPUKJIATHBIX TIPOTPAMM.

Joctyn kK mHGOPMAIUM — BO3MOXKHOCTb MOJTy4eHHs MH(OPMALMHA U €€ HC-
II0JIb30BAHUS.

3ak1a04HOe YCTPOCTBO — 3JIEMEHT CPE/ICTBA CheMa HHPOPMALIH, CKPBITHO
BHEJPSEMbIM  (3aKJIabIBAEMbIii WJIM BHOCHMBIA) B MECTa BO3MOXKHOIO CheMa
uHpopMaimy (B TOM YUCIIE B OIPaXKJICHUE, KOHCTPYKIIMIO, 000PYAOBAHUE, MPEAMETHI
MHTEphEPa, TPAHCHOPTHBIE CPEICTBA, & TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMBI
00paboTKN HH(POPMALIHH).

3amumaemasi uHpopmanusa — uHbOpMaLKs, SBISIOLIAACT TPEIMETOM CO0-
CTBEHHOCTM M TOAJIEKAILAs 3alMTe B COOTBETCTBUM C TPEOOBAHUSMH IPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIIMBAEMBIMHI COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanus — MpUCBOCHUE CyObEKTaM M OOBEKTaM JOCTyMa HWACHTH-
dbukaropa u (WIM) CpaBHEHUE TMPEIBSIBISIEMOTO UAECHTU(UKATOpA C TIEpeUHEM
MPUCBOCHHBIX UIACHTHU(PUKATOPOB.

NHpopMaTUBHBIM CUTHAJ — JJIEKTPUUYECKUE CUTHAJIBI, aKyCTUYECKHUE, DIICK-
TPOMAarHUTHBIE U JApyrue (HU3UYECKUE TOJISL, MO TapaMerpamM KOTOPBIX MOXKET ObITh
packpbITa KoH(pUaeHIMaTbHAs nHpOpMaIys (TIepCOHANTLHBIE TaHHbIe) 0OpadaThiBacMast

B MH(OPMAILIMOHHOM CUCTEME MEPCOHATBHBIX TAHHBIX.



HNudopmanuonHble TEXHOJOTHM — TPOLIECCHI, METObI MOMCKA, cOopa, Xpa-
HEeHUsI, OOpaOOTKH, TPENOCTABICHHS, PACIPOCTpaHeHNsT WH(OPMAIMA U  CHOCOOBI
OCYIIECTBJICHUS TAKUX MPOLIECCOB U METOJIOB.

Nudopmanuonnas cucreMa mnepcoHadbHbIX AaHHbIX (MCII[An) —
COBOKYMHOCTb COJEpKaluXcsi B 0a3zax JaHHBIX [EPCOHANBHBIX JIaHHBIX H
o0ecreynBaIMnX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnonb3oBaHne NEPCOHAJBHBIX [JAHHBIX — JCHCTBUA (omepanuu) ¢
NEPCOHAIbHBIMU JAHHBIMHM, COBEPIIAEMBIE OMNEPATOPOM B LEIAX HPHUHIATHSL
pPELICHUN WA COBEPUICHHUS HWHBIX JCUCTBUM, NOPOXKIAIOIMINX OPUIAYECKUAEC
MOCJIEJICTBUSI B OTHOIIIEHUHM CYOBEKTa MEPCOHAIBHBIX NAHHBIX WA JPYTUX JIUIL
J1M00 MHBIM 00pa30M 3aTparvBarolIMX MpaBa U CBOOOABI CyOBbEKTa NEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

Hcrounnk yrpo3nsl 0e3onacHocT mHGoOpMAnMu — CyOBEKT AOCTYyIa, MaTe-
PUATHHBINA O0BEKT WM (PU3MUECKOE SIBJICHUE, SIBIISIONIMECS TMPUUMHON BO3HUKHOBEHUS
yrpo3bl 0€30MaCHOCTH UH(OPMALIHH.

KonTpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 3AaHUE, YACTh 3/1aHM,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOe NpeObIBaHUE MOCTOPOHHUX
JIMLI, & TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX M UHBIX MATEPUAITBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNbHOE IS
COOJTFOZICHUST ONIEPATOPOM MJIA WHBIM TIOYYUBIIAM JIOCTYI K TIEPCOHAIBHBIM JIAHHBIM
JMIIOM TpeOOBaHWE HE JOMyCKaTh WX pacnpocTpaHeHue Oe3 coriacus CyObeKTa
MIEPCOHATBHBIX JAHHBIX WM HAJIMYKS HHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoi IKpaH — JIOKaTbHOE (OTHOKOMITOHEHTHOE) W (DYHKITOHATEHO-
pacrpeiesieHHOe TporpaMMHOE  (IPOTrpaMMHO-AIapaTHoe) CPEACTBO  (KOMILIEKC),
peam3yrolee KOHTPOIIb 32 MH(DOPMAIHEH, MOCTYMAroIIeH B HH)OPMAIIMOHHYIO CHCTEMY
MIEPCOHAIBHBIX JAHHBIX U (MJIH) BBIXOSIICH 13 HHPOPMAIIMOHHOMN CHCTEMBI.

Hapymuresnb 6€30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — (DU3HYECKOE JIULIO,

CITy4allHO WJIM MPEIHAMEPEHHO COBEPILIAIOIICE ACHUCTBUS, CIEACTBUEM KOTOPBIX SIBJISIETCS



HapyIlIeHne Oe30MacHOCTH TEPCOHATBHBIX JaHHBIX TPH MX OOpabOTKE TEXHUUYECKUMHU
cpeacTBaMH B MH()OPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JAHHBIX.

HeaBTomMaTu3upoBaHHasi o00pa0oTka MEPCOHAJBHBLIX [JAHHBIX —
00paboTKa MEePCOHANBHBIX JTaHHBIX, COACPKAIIUXCSI B MH(POPMAILIMOHHOM CUCTEME
NEPCOHANIBHBIX JAHHBIX JUOO M3BICUEHHBIX M3 TAKOM CHUCTEMBI, CUYUTAECTCS
OCYILIECTBICHHOMN 0e3 UCIIOJIb30BaHUS CPEACTB aBTOMATHU3ALNHU
(HEeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHUCTBUA C MEPCOHAIBHBIMUA JAHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHE, PACHPOCTPAHEHUE, YHUUYTOKEHUE NEPCOHAIBHBIX
JaHHBIX B OTHOIICHUHM KaXJOro M3 CYObEKTOB NEPCOHAIBHBIX JAaHHBIX,
OCYUIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HenexnapupoBaHHble BO3MOKHOCTH — (DYHKIMOHAJIbHBIE BO3MOXKHOCTU
CPEICTB BBIYMCIMTEIBHOM TEXHUKH, HE OIMCAHHbIE WIM HE COOTBETCTBYIOLLME
OITMCAaHHBIM B JTOKYMEHTALMH, IPH HCHOJIB30BAHUM KOTOPBIX BO3MOYKHO HapyIlEHHUE
KOH(UJICHIMAIBHOCTH, JOCTYITHOCTH WM LIEJIOCTHOCTH 0OpabaThiBaeMOil  HH-
dbopmanuu.

HecaHKIMOHUPOBAHHBIN JOCTYNl (HECAHKIIMOHUPOBAHHBbIE ACHCTBUS) —
JOCTyN K MH(OpMaIMK WM JEHCTBUS ¢ UHGOpPMALIME, HApyIIAIoLIMe MpaBmia pas-
IPaHUYEHHs JOCTyNla C HCHOJB30BAHMEM IITATHBIX CPEICTB, IPEAOCTABISAEMBIX
UH(OPMAITMOHHBIMUA CUCTEMaMH TEPCOHATBHBIX JaHHBIX.

Hocurensr ungopmanum — (usnyueckoe JULO WM MaTepHalbHbli OOBEKT, B
TOM 4HCIIe (PU3MYECKOE T0JIe, B KOTOPOM MH(POpMAIHs HAXOUT CBOE OTPAKEHUE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUI U MPOLECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (PU3NUECKUX BEIHYHH.

O0e3MuYnBaHue NEPCOHAJIBHBIX [aHHBIX — JEHCTBUS, B peE3yJIbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJb30BAHUS JIOMOJHHUTEIbHON
uH(OpPMAITUU OTIPEJEIUTh MPUHAJIC)KHOCTD MTEPCOHAIBHBIX IAHHBIX KOHKPETHOMY
CYOBEKTY MEePCOHATbHBIX JaHHBIX.

OO0paboTka MepCOHAJBHBIX JAaHHBIX — JI000€ JeiCTBUE (Oomepaius) uiu
COBOKYITHOCTb JACHCTBHI (omepaluii), COBEpIIaeMbIX C UCIIOIb30BAHUEM CPEICTB

aBToOMaTu3alnym HJn 0e3 HCHOJb30BaHUS TaKUX Cpeacts € ICPCOHAIBHBIMU



JaHHBIMHU, BKJIOYash cOOp, 3amuch, CHCTEMATH3allMIO, HAKOIUIEHWE, XpaHEHHE,
yTOYHEHUE (OOHOBJIIEHHE, W3MEHEHHE), M3BJICUYEHUE, HCIIOIb30BaHUE, Mepeaady
(pacripocTpaHeHue, MPEJOCTaBICHHUE, JOCTYI), O0e3NInYuBaHue, OJOKHPOBAHHE,
ylajeHue, yHHUTOKEHUE TIePCOHAIbHBIX JAHHBIX.

OOmenocTynHbie MNEepPCOHAJNbHbIE JaHHbIE — TEPCOHANbHBIC JaHHBIE,
JIOCTYIl HEOTPAaHMYEHHOTO Kpyra JHI[ K KOTOPBIM THPEIOCTaBI€H C COTJIacus
CyObeKTa TMEpCOHAIbHBIX JaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C
dbenepalbHBIMU  3aKOHAMH HE PacHpOCTpaHseTcss TpeOoBaHUE COOJIIOICHUS
KOH(UICHIIMATEHOCTH.

Oneparop (MepcoOHAJBHBIX [TAHHBIX) — TOCYHApCTBEHHBIM OpraH,
MYHUIIMIIAJIbHBIA OpraH, IOpUANYECKOe WM (U3UYECKOE JIUI0, CAMOCTOSITEIIBHO
WIM COBMECTHO C JAPYTMMH JIMIIAMH OpPraHU3yIOIME U (WJIM) OCYLIECTBIISIOLINE
00pabOTKy MEpPCOHAIbHBIX JAaHHBIX, a TAKXKE ONpPEIEISIIOIMINE LEean 00paboTKU
NEPCOHAIBHBIX JJAHHBIX, COCTaB MIEPCOHAIBHBIX JTAHHBIX, MOAJIEKAIUX 00paboTKe,
nercTBus (omepalum), CoOBepIIacMble C IEPCOHATbHBIMU JTAHHBIMHU.

Texnunuyeckue cpeacrsa HMHPOPMANUMOHHON CHCTEMbl NEPCOHAIBHBIX
JAHHBIX — CPEJCTBA BBIUMCIUTEIHLHON TEXHUKH, WH(POPMAIIOHHO-BBIYHUCIUTEHHBIC
KOMILJIEKCHI U CETH, CPEJICTBA M CUCTEMBI Niepeadu, npuema u oopadotku [1/1H (cpencrsa
Y CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJIEHHs, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIE U
TEeJICBU3MOHHBIE YCTPOMCTBA, CPEACTBA M3rOTOBJICHUS], TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHe TEXHUYECKHUE CPEICTBAa 0OpabOTKM peyeBoM, rpaduueckoid, BuIeo- U OyKBEHHO-
UQppoBoi HHPOpPMAIMHK), TPOTPaAMMHbBIEC CPEJICTBA (OTEPAIMOHHBIE CUCTEMbI, CHUCTEMBI
yIIpaBjieHusa 0a3amMH JaHHBIX U T.I1.), CPEACTBA 3AIUTHI MH(POPMALMH, IPUMEHSIEMbIE B
UH(POPMAIMIOHHBIX CUCTEMAX.

IlepexBar (uHopmManmu) — HENpPaBOMEPHOE MOJIy4eHHE MH(OpPMAIUU C
UCIIOJIb30BaHUEM TEXHHYECKOIO CpEICTBA, OCYIIECTBISIOLIEIO OOHapyKEeHHUE,
npueM 1 00paboTKy MHGHOPMATHUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBIE — J100ass MHPOpPMALIUS, OTHOCAIIAACA K TMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WM OINpeAensieMoMy (PU3NYECKOMY JIHILY

(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);



I[loOouHbIe  FJIEKTPOMATHMTHBIE  W3JIyYeHHMs W  HABOAKU  —
AJIEKTPOMArHUTHBIE M3JIYYCHHS] TEXHUUYECKHX CPEACTB OOpabOTKH 3aliuIaeMoin
uH(pOpMalMK, BO3HHMKAIOIMIME Kak [OOOYHOE  SBJICHWE W  BbI3BaHHbBIC
MEKTPUYCCKUMHU CUTHAJIAMU, ICUCTBYIOMUMH B UX JIEKTPUUCCKUX M MAarHUTHBIX
LEIsX, a TAKXKE IJEKTPOMATrHUTHBIE HABOJKU ATHX CUTHAJIOB HA TOKOMPOBOJSIINE
JIMHUU, KOHCTPYKIIUU U LETH MUTAHUS.

IMouTHKA  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OPTaHHW3aIlMOHHBIX
MEpOTPUATUNA, KOHTPOJUPYIOMIMX OTCYTCTBUE 3alMChIBAHMS Ha OyMa’KHbIE
HOCUTENU KIIIO4el W aTpuOyTOB JocTyna (mapoJieid) W XpaHEHHs UX BOJIM3U
00BEKTOB JOCTYIIA.

[Hoab30BaTes b HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, Yy4yacTBywollee B (PYHKIMOHUPOBAHUM HUHPOPMAIIMOHHOM  CHCTEMBI
MIEPCOHATBHBIX JAHHBIX WJIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHnyYeHusi 10CTYNa — COBOKYITHOCTb MPABUII, PErJIAMEHTHU-
PYIOLIUX IpaBa JOCTyNna CyObEeKTOB JOCTYIAa K 00bEKTaM JIOCTyTa.

IIporpamMmmuas 3akJiajKa — KoJi IPOrpaMMBbl, IPEIHAMEPEHHO BHECEHHBIN B
MIPOrPaMMYy C TIEJIbI0 OCYIIECTBUTH YTEUKY, U3MEHUTH, OJIOKHMPOBATh, YHHUTOKUTh
UHOOPMAIUIO WIM YHUYTOXHUTh U MOAU(PHUIIUPOBATH MPOrpaMMHOE OOecTieueHue
UH(OPMAITMOHHONW CHUCTEMbI MEPCOHAIBHBIX JTAHHBIX W (WiH) OJOKMpOBATH ara-
paTHbIE CpPE/ICTBA.

IIporpamMHoe  (mMporpaMMHO-MaTeMaTH4yeckoe)  BO3JaeilicTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBUE Ha  pPECypchl  aBTOMATU3UPOBAHHOMU
MH()OPMAITMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C MCIOJb30BAHUEM BPEIOHOCHBIX
IPOrpaMM.

PackpbiTHe NEPCOHAJBHBIX JAHHBIX — YMBIIUICHHOE WIW CIydaiiHOe
HapylieHne KOHOUICHIINATEHOCTH MEPCOHATBHBIX JTaHHBIX.

PacnpocTpaHenne mepcoHAJbLHBIX JAHHBIX — JICHCTBUSA, HAIpPaBIICHHBIC

Ha paCKpbITUC IICPCOHAJIBHBIX JAHHBIX HCONPCACICHHOMY KPYTY JIHII.



Pecypc nHpopManinoHHO# CHCTEeMBbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmnapaTHoro o0ecrnieueHus (YHKIIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CrnenuajbHble KATETrOPHMH MEPCOHAJBLHBIX JAAHHBIX — TEPCOHAIBHBIC
JTAaHHBIE, KACAIOIMecs PacoBOM, HAIIMOHAIBLHON MPUHAICKHOCTH, MOJTUTHYECKUX
B3TJISIIOB, PEITUTHO3HBIX WM (PUIOCOPCKUX YOk ICHUM, COCTOSHUSL 3/I0POBbS U
WHTUMHOM JKM3HU CyOBEKTa MePCOHATBHBIX JTAHHBIX.

CpeacrBa BbIYMCIUTEIbHON TEXHUKHU — COBOKYITHOCTh ITPOTPAMMHBIX U TEX-
HUYECKHX 3JIEMEHTOB CHUCTEM OOpaOOTKM aHHBIX, CHOCOOHBIX (DYHKIIMOHHPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYIUX CUCTEM.

CyObekT mocryna (cy0ObeKT) — JMIO WIN MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTUPYIOTCS PABWIIAMH pa3rpaHUYEeHHs J0CTyMa.

Texnnueckuii KaHaJ yTedyku MH(OPMAIMN — COBOKYITHOCTb HOCUTENISI MH-
dopmarmu  (cpenctBa 00paOOTKH), (PU3MUEcKOl cpembl pacnpocTpaHeHuss HHOOP-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMH JOOBIBAETCS 3allMIaeMas HHPOpMaIusl.

Tpancrpanuynasi mnepegadya NePCOHAJBHBIX JAHHBIX — Tiepenaya
NEPCOHANIBHBIX  JIaHHBIX oOImepaTopoM 4yepe3 [ocymapcTBEHHYHO TpaHUILY
Poccuiickon ~ @enepaumu  OpraHy  BJIACTM  MHOCTPAHHOIO  T'OCYJNapCTBa,
bu3MYeCKOMY WJIH IOPUANYECKOMY JIMIy MHOCTPAHHOTO TOCYapCTBa.

Yrpo3sl 0€301aCHOCTH NEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUHM U
(aKkTOpOB, CO3AIOLIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CIIy4ailHOro,
JIOCTYTIA K MEPCOHAITBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOI'O MOKET CTaTh YHUUTOKEHHE,
W3MEHEHNUE, OJIOKUPOBAHUE, KOTIMPOBAHHUE, PACIIPOCTPAHEHUE MTEPCOHATBHBIX JAHHBIX, a
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JISHCTBUM TIpU MX 00paboTKe B MH(DOPMAITMOHHOM
CHCTEME TIEPCOHATBHBIX JTAHHBIX.

YHUYTOKEHUE TEePCOHAIbHBIX JAHHBIX — JICUCTBHS, B pE3yJIbTaTe
KOTOPBIX CTAaHOBHUTCS HEBO3MO>KHBIM BOCCTAHOBUTH COJIEPKAHHUE TEPCOHATBHBIX
JAHHBIX B WH(GOPMAIIMOHHOW CHCTEME IMEePCOHAJBHBIX JaHHbIX W (WiIu) B
pe3ysbTaTe KOTOPHIX YHHUUYTOXKAIOTCS MaTepHAIbHBICE HOCHTENIN MEPCOHAIBHBIX

JaHHBIX.
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Yreuka (Bammmaemon) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PacIipoCTpaHeHne MH(OPMALIMKM OT HOCHTENS 3aIlMIIaeMoil HHGOp-
MalMKu 4Yepe3 (PU3MUECKYl0 cpeay 10 TEXHHYECKOTO CpEJCTBA, OCYLIECTBIIIOLIETO
nepexBaT HHPOpMaIIH.

Ys3BUMOCTB — CI1a00CTh B CPECTBAX 3ALIUTHI, KOTOPYIO MO>KHO MCIIOJIb30BaTh
JUTs1 HApYLLIEHHsI CUCTEMBI WM COZIEp Kallieiicsl B Hel MH(pOpMaLiH.

HenocTHocTh MHGOPMAIIUM — CTIOCOOHOCTH CPEJICTBA BBHIYMCIUTEIILHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00ECTIEYMBATH HEM3MEHHOCTh MH(OpPMAIIH B

YCIIOBUSIX CITy4aifHOTO W/WJIM MIPEAHAMEPEHHOTO UCKAXEHHS (Pa3pyIIeHHs ).



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTHUBHpPYCHBIE CPE/ICTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcnoMoraTeibHbI€ TEXHUYECKHUE CPEICTBA U CUCTEMBI
NCI1JIz — nadopMaImioHHas: CHCTEMA MIEPCOHATBHBIX JTAHHBIX
K3 — koHTpompyemast 30Ha

JIBC — nokanbHast BBIMUCIUTENbHAS CETh

MD — MexceTeBo 3KpaH

HCJI — HeCaHKILIMOHUPOBAHHBIN TOCTYIT

OC — onepanoHHas cucTema

[1/TH — nepcoHaNTbHBIE JAHHBIE

[IMB — nnporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

[1O — nporpamMmmHOe obOecrieueHue

[I3MUH — no6o4HbIe 271eKTPOMArHUTHBIC N3Ty4YEHUs 1 HABOIKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3U — cpeacTsa 3auThl HHPOPMaLUU

C3I1dn — cucremMa (moicucTeMa) 3ailyThl MEPCOHATBHBIX TAHHBIX
COB — cucrema oOHapyKeHUs1 BTOPKEHUN

TKY U — Texanueckre KaHaibl yTeUKy uH(popMarmm

VBIIIH — yrpo3bl 6€30MacHOCTH TIEPCOHAIBHBIX JAHHBIX

11
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BBEJAEHUE

Hacrosimass ITlonutuka wuHpOpManumoHHOW 0€30MaCHOCTH (mamee —
[Tonutuka) B MyHUIIMTIATHbHOM OIO/IXKETHOM 00III€00pa30BaTEIbHOM YUPEXKICHUU
['ycapeBckas cpenHsisa 001eoOpa3oBaTesbHas 1mKkojga A30BCKOro paiioHa (J1anee —
MBOY I'ycapeBckas COIL), sBiseTcss OQHUIHATBEHBIM JOKYMEHTOM.

[lonmutuka pa3paboTaHa B COOTBETCTBHUM C IENSIMH, 3aJadyaMH U
IpUHIIMIAMU o0ecriedeHus: 0e30MacHOCTU MEPCOHANBHBIX JaHHBIX U3JI0KEHHBIX B
[Tonoxenun wuHpopmannonHoit Oe3omacHoctn UCIIIlH MBOY T'ycapeBckas
COIII

[TonmuTuka paspaboTaHa B COOTBETCTBHM C TpeOoBaHusiMu DenepaiabHOro
3akoHa oT 27 wmtomst 2006 1. Ne 152-®3 «O mnepcoHaNbHBIX [aHHBIX», Ha
OCHOBaHUMU:

— Tlpukaz ®CTIK Poccun ot 18 deBpans 2013 roma Ne 21 «O6
yrBepxkaeHnn CocTtaBa W COAEPKAHHUS OPTAaHHU3AIMOHHBIX |
TEXHUYECKUX MEp MO 00ECHEeUeHNI0 0€30IaCHOCTH MEPCOHATBHBIX
JAaHHBIX MpU HX 00paboTKe B HHPOPMALMOHHBIX CHUCTEMAax
MEPCOHANBHBIX JaHHBIXY,

— «TunoBeIX TpeOOBaHUN 1O OpraHU3aAlUM U O0OECICUYCHUIO
(GYHKUMOHUPOBaHUS  IMHUQPPOBANBHBIX  (KpUNTOrpaduuecKux)
CPEICTB, TMpeIHa3HAYEHHBIX JUIS 3alUThl HHpOpMammu, He
coZep Kallel CBEJACHUN, COCTABISIIOIIMX TOCYIAPCTBEHHYIO TalHY
B Cllyyae W3 HCIONb30BaHUA g oOecreueHuss 0e30MacHOCTH
MEPCOHANBHBIX JTaHHBIX NPH UX 00paboTke B MH(POPMAIMOHHBIX
cUcTeMax NEePCOHAJIbHBIX JAHHBIX, YTBEPKACHHBIX
pykxoBozactBoM 8 Ilentpa ®CB Poccun 21.02.2008 r. No 149/6/6-
662.
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B Tomutuke ompenenensl TpeboBanus k mnepconany WCII[H, crenenb
OTBETCTBEHHOCTH  TEpPCOHAaja, CTPYKTypa HM  HEOOXOAMMBI  YpPOBEHD
3alUIIEHHOCTH, CTaTyC M  JIOJDKHOCTHBIE  OOS3aHHOCTH  COTPYJIHHUKOB,
OTBETCTBEHHBIX 3a obOecredeHrne 0e30MmacHoCT nepcoHanbHbIX AanHbiXx B UCII/IH

MBOY I'ycapesckas COLL.
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1.001mue mos1okeHus
Henpro Hactosmier Ilomutukm, sBIsgeTcs oOecleueHne Oe30MacHOCTH

oowekToB 3ammtel MBOVY I'ycapesckas COILl ot Bcex BUIOB yrpo3, BHEIIHUX U
BHYTPEHHHUX, YMBIIUICHHBIX M HEMPEAHAMEPEHHbIX, MHUHHUMH3alUs yliepbda oT
BO3MOXHOH peanuzanuu yrpo3 6ezonacHoctu [1Jn (YBITIH).

be3onacHOCTh TMEpPCOHANBHBIX JAHHBIX JIOCTHTACTCSl MYTEM HCKIIOYEHUS
HECaHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4alHOro, JOCTyHa K MEPCOHAIbHBIM
JaHHBIM, pE3yJbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOXKEHUE, W3MEHEHHE,
OJOKUpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHCHHUE TIEPCOHATBFHBIX JAaHHBIX, a TAKXKe
WHBIX HECAHKIIMOHUPOBAHHBIX JECHCTBUH.

WNudopmaiius u cBs3aHHBIE C HEMl pecypchl JODKHBI OBITh MOCTYIHBI IS
aBTOPU30BAaHHBIX MOJb30BaTeNed. JOJDKHO OCYIIECTBISATHECS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIIJIH.

JIOMKHO  OCYIIECTBIATHCS  NPEJOTBpAIICHUE TMPEAHAMEPEHHBIX  WJIH
CIIy4allHBIX, YACTUYHBIX WM MOJTHBIX HECAHKIIMOHUPOBAHHBIX MOJUDUKAIIUN WU
YHUYTOXCHUS JaHHBIX.

CoctaB 00BEKTOB 3amMThl npenactaBieH B «llepeduHe mnepcoHaNbHBIX
JAHHBIX, TIOJIJICKAIIHNX 3aIIATE.

CocraB UCIIIx nognexamux 3amure, npeacrtapiicH B «llepeune NCITIa».



15

2.006aacThb AeicTBUSA
TpeboBanus Hacrosmeid [loauTuku  pacnpocTpaHsIOTCS HA  BCEX

pabotHukoB u yvammxca MBOY I'ycapeBckas COIIl (mTaTHBIX, BPEMEHHBIX,
paboTarolMX MO KOHTPAKTY M T.I.), & TAKXKE€ BCEX MPOUUX JUI[ (MOIPSTIUKH,

ayJIUTOPHI U T.I1.).
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3.Cucrema 3alIUTHI EPCOHAIBHBIX TaHHBIX
Cucrema 3amuthl nepcoHalnbHbiXx JaHHbIX (C3II/IH), cTpouTcs Ha

OCHOBAHUU:

— MHWrorosoro otuera 00 oo6ciaemoBannu UCII/H;

— Ortuera o0 pe3yapTaTax MPOBEACHUS  BHYTPEHHEW MPOBEPKU
3amuThl [1JIH Ha OyMakKHBIX HOCUTEIISIX.

— Ilepeuns nepcoHaIbHBIX TAHHBIX, TOMJICKAINX 3aAIIUTE;

— Axra xnaccupukanuu HHPOPMAITMOHHOW CHCTEMBI MIEPCOHATBHBIX
JAHHBIX;

— Mogenu yrpo3 6e30MacHOCTH EPCOHATBHBIX JAHHBIX;

— Martpuupl JOCTyTIa M0JIb30BATENIEH K 3aIHIIAEMbIM
uHpopmanmonnsiM pecypcam UCITIH;

— PyxkoBogsmumx 1okyMeHToB @CTIOK u ®Ch Poccum.

Ha ocHOBaHuM STHUX JOKYMEHTOB OIpeesseTcsi HeoOXOIUMbIH YPOBEHb
sammienHocTy [1/Ixn kaxnon UCII[In MBOY I'ycapesckas COL. Ha ocHoBaHnn
aHanM3a akTyalbHbIX yrpo3 Oe3zomacHoctu [IJIH ommcanHoro B Mojaenu yrpos,
JieaeTcs 3aKII0YeHNEe 0 HEOOXOIMMOCTH UCTIOIb30BAHUS TEXHUYECKUX CPEICTB U
OpraHU3AllMOHHBIX MEpOomnpuaATHil s oOecrneuenuss Oe3omacHoctu  [1/1H.
Bri6pannbie HEOOXOAUMBIE MEPOIpUsATUs oTpaxkaroTcsi B «llmane meponpustuii
1o ooecreueHuto 3amuThl T11H».

Jns UCITJIH nomxeH ObITh COCTABJIEH CIHUCOK HMCIOIb3YyEeMbIX TEXHUYECKHUX
cpenctB 3amuThl (nmajgee - CHOHCOK), a Tak >K€ MPOTPAMMHOIO OOECICYCHHS
ydacTBytoiero B 0opadotke 111, Ha Bcex anementax MCITH:

— APM nonp30BaTenei;

— CepBepa NpUiI0KEHUH;

— CVYbB/;

— I'panuna JIBC;

— KananoB mnepemaun B ceTd OOILIEro TMOJBb30BaHUSA U (WUJIN)

MEXyHapOJIHOTO 0OMEHa, ecliv 1o HUM nepenatorcs [1J]H.



17

B 3aBucumoctu ot ypoBHs 3amuiieHHocTd VMCIIJIH u akTyanbHBIX yIrpos,

C3I1/IH MOKeT BKJIIOUYATh CJIECIYIOIINE TEXHUUYECKHUE CPEICTBRA:

AHTUBUPYCHBIEC CPEACTBA JUIsl pabdOYMX CTAHIIMKA MOJb30BaTeNel U
CEPBEPOB;

CpElICTBAa MEKCETEBOI0 SKPAHUPOBAHUS;

cpenctBa  Kpunrorpadguuecko 3amuThl  MHPOpPMALUU, MpU

nepeaadc SaI[IHHlaeMOﬁ I/IH(bOpMaHI/II/I I10 KaHaJIaM CBs3H.

Tak e B CIHCOK JOJIKHBI OBITh BKJIIOYCHBI (bYHKI_II/II/I 3alllUThI,

oOecrneynBaeMble IITAaTHBIMU cpcacTBaMu O6pa6OTKI/I HI[H OIICpAllMOHHBIMHU

CHUCTCMaMUu

(OC), mnpuknagaeiM [0 uw  cnenuadbHBIMH — KOMIUIEKCAMH,

peanu3yoMMU cpeACcTBa 3alUThl. CIUCOK (QYHKIIUHI 3alIUTHl MOXKET BKJIIOYATh:

Cricok

MEPOIPUATUN

YIIPaBJICHUE U pa3rpaHUUYCHUE JOCTYIA IT0JIb30BaTEIIEH;
PETUCTPALIMIO U YUET IeUCTBUM ¢ uHPOopMaIme;

o0ecrieunBaTh 11€JIOCTHOCTD JJAHHBIX;

MIPOU3BOJIUTH OOHAPYKEHUE BTOPIKEHUM.

WCIIOJIb3YEMBIX TEXHHYECKHX CpeACTB oTpaxaercsi B «llmane

1o 0oOecCIIeYeHUIO 3alllUTBl IICPCOHAJIBHBIX AOAaHHBIX). Crmcok

HCIIOJIB3YCMBIX CPCACTB JOJIZKCH MOAACPKUBATLCSA B aKTyaJIbHOM COCTOSHHUU. HpI/I

W3MEHEHHUM COCTaBa TEXHHUYECKUX CpEACTB 3amuTbhl uind syemeHtoB MCII/IH,

COOTBCTCTBYIOIIHNEC H3MCHCHUA JOJIKHBI ObITh BHECceHBI B CIIHCOK U YTBCPIKICHBL

pyxkoBoguteneM MbBOYVY I'ycapesckags COILLl wnm nuiom, OTBETCTBEHHBIM 3a

obecnieueHue 3ammThl [1/1H.
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4. TpedoBanus k nogcucremam C3I1/In
C3I1/Ix BrIIIOYAET B ce0s1 CAEAYIONIUE MTOACUCTEMBI:

— YNpaBJIEHUS JOCTYNOM, PETUCTPALIUU U YUETA;
— o0ecrneyeHus NEIOCTHOCTH U IOCTYITHOCTH;
— AHTUBHPYCHOM 3aIlINTHI;
— MEXCETEBOI0 IKPAaHUPOBAHMS;
— aHaju3a 3allUIIECHHOCTH;
— OOHapy»XeHUs BTOP>KEHHU;
— KpunTorpapuyeckoi 3anuThl.

[Toacuctemsr C3II/IH MMEIOT pa3inyHbIi (YHKIMOHAI B 3aBUCUMOCTH OT
kinacca UCIIIH, omnpeneneHHOro B «AKTe Kiaccudukanuu uHOOPMAIMOHHOU
CUCTEMbI NMEPCOHAIBHBIX JaHHBIX». CHUCOK COOTBETCTBUS (DYHKLUHUH IMOJACHUCTEM
C3II[IlH knaccy 3allMIIEHHOCTH MPEACTABIEH B TEXHUYECKOM 3aJlaHUUA 110
CO3JJaHUIO  CHCTEMBbl 3alIUThl HHGOpPMALUKM  HHPOPMALMOHHOM  CHUCTEMBI
IIEPCOHAJIBHBIX TAHHBIX.

HOI[CI/ICTCMBI YIPAaBJICHUA JOCTYIIOM, PCIUCTPAlIMM 1 YVUCTA

[TogcucreMa ympaBiaeHUs HOCTYIIOM, PETUCTPAllMU U y4yeTa MpeJHa3HaueHa
JUISL peau3aiiu ClAeayommuX QyHKIuI:

— wuAeHTU(PUKAIMKA U TPOBEPKa MOJIMHHOCTU CYOBEKTOB JOCTyIMa
npu Bxozae B UCII/H;

— wuAeHTU(UKAIMK TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBSI3U,
BHEIIHUX YCTPOMCTB IO JOTUYECKUM UMEHaM;

— uAeHTU(HUKAIMK TTpOorpaMM, TOMOB, KaTajloroB, (haijioB, 3amuce,
MoJIeH 3anucel 1o UMeHaM;

— perucTpanuu Bxoja (BbIX0/Aa) CyOBEKTOB JOCTyNa B cCUCTEMY (M3
CUCTEMBI), JHOO pEerucTparusi 3arpy3kd W HWHUIMAIN3alun
OTEpaIMOHHON CUCTEMBI U €€ OCTAHOBA.

— PETUCTpallM  TOMBITOK  JOCTYNa  MPOTPaMMHBIX  CPEJICTB

(Tporpamm, TIPOIIECCOB, 3a/1a4, 3aJJaHUI) K 3alUIIIaeMbIM (ailinam;
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— PperucTtpanuy IOMNBITOK JOCTyla MPOTPAMMHBIX CPEICTB K
TEpMUHAJIAM, KaHAJlaM CBS3M, MpOorpaMmaM, TOMam, KaTajaoram,
daiinam, 3anUcIM, MOJISIM 3aIUCeH.

[Toncucrema ynpaBieHus JOCTYIIOM MOXKET OBITh peain30BaHa C MOMOIIBIO
MTAaTHBIX cpencTtB oOpabotku [IJ[H (omepallMOHHBIX CHUCTEM, MPUIOKCHHN U
CYB/). Tak »e MOXeT ObITh BHEAPEHO CHEIHATbHOE TEXHUUYECKOE CPEICTBO WM
X KOMIUJIEKC OCYIIECTBISIONINE TOTOJHUTEIBHBIE MEPHI 10 ayTCHTHU(PUKAIUUA U
KOHTpONt0. Hampumep, npuUMEeHEHWE EAWHBIX XPAHWIUI] YYETHBIX 3alHCEen
MOJIb30BaTENEN u PErUCTPaMOHHOMN uHdopMaIuu, HCIIOJIb30BAHUE
OMOMETPUYECKUX M TEXHMYECKUX (C TMOMONIBIO JJIEKTPOHHBIX MPOMYCKOB) MEP

ayTeHTU(UKALIMKA U JTPYTHX.

HOI[CI/ICTeMa obecrieyeHus OEJIOCTHOCTHU M JOCTYIIHOCTH

[Toncucrema oOecneueHus: LETOCTHOCTH M JOCTYNHOCTH IpEIHa3HAYEeHA
Uil o0ecriedeHusl 1LeJOCTHOCTH W jaoctynHoctd II/lH, mporpamMMHbBIX U
annapatieix cpeacts UCII[In MBOY I'ycapeckas COIIl, a Tak ke cpencTs
3aIlUTHI, IPU CITyYalHOM WM HaMEepEeHHON MOoIUUKAIIIH.

[loncucrema peanusyeTcs C TOMOIIbIO  OpraHU3aldd  PE3EPBHOIO
KOMMPOBaHUs 00pabaThbIBaeMbIX JaHHBIX, a TaK e PE3ePBUPOBAHUEM KITIOUYEBBIX
sanemeHnToB UCII/IH.

IloacucremMa aHTUBUPYCHOM 3aIINUTHI

[Toncucrema aHTUBUPYCHOW 3alllMThl MpeaHa3HaueHa i oOecredyeHus
aHTUBUPYCHOM 3ammThl cepBepoB U APM mnonb3oBarenenn HCII[In MbBOY
['ycapeBckas COLI

CpeactBa aHTUBUPYCHOM 3alllUThl MpeIHAa3HAY€Hbl A pealu3aluu
CIIEYIOIMIMNX (PYHKITHN:

— PE3UIACHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;
— QAHTUBUPYCHOE CKAHMPOBAHUE;

— CKpHUNT-OJIOKHPOBAHUE;
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— ICHTPATN30BAHHYIO/YIAICHHYIO YCTaHOBKY/ACUHCTAIUISAIIAIO
AHTUBUPYCHOTO TMPOAYKTA, HACTPOWKY, aIMUHUCTPUPOBAHUE,
IIPOCMOTP OTYETOB M CTATUCTHYECKOW HMH(OpManuu 1Mo padote
IIPOYKTa;

— aBTOMATH3WPOBAaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

— OrpaHWYCHHE IIpaB IIOJIB30BATEIISI HAa OCTAHOBKY HCITOJHSICMBIX
3aJlad ¥ M3MCHCHHMS HACTPOCK AHTHBHPYCHOTO TIPOrPAMMHOIO
oOecIieucHu;

— aBTOMATHYECKHUH 3aIlyCK cpa3y IIOCjC 3arpy3KH OIeparlMOHHON
CHCTEMBI.

[Tomcucrema peanmsyeTcs MyTeM BHEIPEHUS CTCIIMATBHOTO aHTUBUPYCHOTO

nporpaMMHoro ooecrneuenust Ha Bce anemenTsl UCIIH.

HOI[CI/ICTeMa MCKCCTCBOI'O DKPAHUPOBAHUA

[ToncrucreMa MEXCETEBOIO 3KPAHUPOBAHUS MPEAHA3HAYCHA ISl peaIn3auu
CIENYIOMMX (PYHKIHN:

— (¢uiabTpallu¥ OTKPBITOro M 3ammdppoBaHHOrO (3akpeiToro) IP-
Tpaduka;

— (Qukcanuu BO BHyTPEHHUX XKypHaiax HH()OpMALMU O MPOXOIAIEM
OTKpPBITOM M 3aKpbIToM IP-Tpaduke;

— wuaeHTuUKanuu u ayTeHTU(UKAIUIO aJMUHUCTpPATOpa
MEXKCETEBOT0 IKpaHa MPH €ro JIOKAJIbHBIX 3alpocax Ha JOCTYII;

— peructpanuu BxoAa (BbIXOJAa) aJAMHUHUCTpPATOpa MEKCETEBOTO
JKpaHa B CUCTEMY (M3 CUCTEMBI) MO0 3arpy3Ku U MHUIIUATIU3AIUN
CUCTEMBI U €€ MPOrPaMMHOI0 OCTaHOBA;

— KOHTPOJIS IEJIOCTHOCTH CBOEHM MPOrpaMMHON M MH(POPMALIMIOHHON
YacTH;

— (QuiIbTpallMM TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIIYKAIUX JIJIst

JTMATHOCTUKY U YIIPABJICHUS paOOTON CETEBBIX YCTPOUCTB;
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— (QuapTpauMu € y4eTOM BXOAHOTO U BBIXOJHOTO CETEBOTO
uHTep(eiica Kak CpeACTBO MPOBEPKH MOATUHHOCTH CETEBBIX
aZpecoB;

— PpErucTpalyMy M ydeTa 3alpalluBacMbIX CEPBUCOB IPUKIIATHOTO
YPOBHS;

— OJIOKMpOBaHMS JOCTyNa HEUACHTU(PUIHMPOBAHHOTO OOBEKTA WM
CyOBbeKTa, MOJUIMHHOCTh KOTOPOrO MpH ayTeHTU(UKALUU HE
IIOATBEPANIIACH, METOJAMH, YCTOMYUBBIMU K IIEPEXBATY;

— KOHTpOJIS 32 CETEBOM aKTUBHOCTHIO MPUIOKEHUN U OOHApYKEHUS
CETEBBIX aTakK.

[logcucrema  peanu3yercss  BHEAPEHUEM  IIPOTPAMMHO-ANIMAPATHBIX
KOMIUIEKCOB MEKCETEBOTO IKpaHNpoBaHus Ha rpanule JIBC, kinaccom He HUKe 4.

IloacucreMa aHanmM3a 3allUIICHHOCTH

[Toncucrema aHanu3a 3alIUIIEHHOCTH, JOJKHA OOECICUMBATH BBISBICHUS
ySI3BUMOCTEH, cBsi3aHHbIX ¢ omnOkamu B KoHpurypamuu [1O0 UCIIAH, koTopsie
MOT'YT OBITh UCIIOJIB30BaHbl HAPYIIUTEIEM ISl peain3alliy aTakKu Ha CUCTEMY.

DYHKIMOHAII TOJCUCTEMbl MOXKET OBbITh peau30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-aNNapaTHbIMU CPEACTBAMH.

[Toncucrema 0OHAPYKEHUS] BTOPKEHUM

[Toncucrema oOHapy)eHUSI BTOPKEHUMU, JTOJDKHA OOECIIEUHBATh BBISIBICHUE
cereBrlx arak Ha osnemeHTol WCIIJIH moakimtoueHHbIE K CETIM  OOIIEero
MOJIb30BaHMS U (WJIM) MEKTYHAPOIHOTO OOMEHa.

OYHKIIMOHANI TOACUCTEMbI MOXET OBITh pEaM30BaH MPOTPaAMMHBIMU U

MporpaMMHO-aIapaTHBIMA CPCIACTBaAMU.
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Iloxcucrema KDHHTOFDEId)H‘-IGCKOfI 341U ThI

[ToacucreMa kpunTorpaduueckoi 3auThl IpeIHa3HAYEHA ISl UCKITFOUCHHUS
HCJ k 3amumaemoit undopmanuu B UCIIIn MBOY T'ycapesckas COILI, mipu ee
nepegadyd MO  KaHallaM CBA3M CeTed  OoO0mero mojb30BaHust ©  (WIM)
MEXIYHApOJITHOTO OOMEHa.

[loncucrema peanusyercs BHEIPEHUEM KPUNTOrpapUUYECKUX MPOrpaMMHO-

alraparHbIX KOMIIJICKCOB.
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S5.I1oan3oBaTesan UCIIIH
B Ilonoxxenun wuHGOpMalMOHHONW O€30MACHOCTU OMPEIEICHbl OCHOBHBIC

KAaTeropuu IMojb3oBareneid. Ha oOCHOBaHMM 3THX KaTeropuu JAOJDKHA OBITh
npousBeneHa Ttunmsauus nosb3oBatened MCIIIH, omnpeneneH HX ypOBEHb
JOCTYIIa ¥ BO3MOYKHOCTH.
B UCIIJlz MBOY TI'ycapeBckas COLI MOXHO BBIIEIHTH CIEIYIOLIUE
IpyMNIbl NOJIb30BaTENEH, yHaCTBYIOIUX B 00paboTke u XxpaneHuu [1J1H:
— Anmunuctparopa UCI/IH;
— AaMuHHCTpaTOpa 0€30MacCHOCTH;
— Onmneparopa APM;
JlanHple O Trpylmax  [oOJb30BaTeNAX, YPOBHE HX JOCTyna H
MH()OPMUPOBAHHOCTHU JOJKEH OBITH OTpaXkeH B Marpuue aocTyna noJjib3oBaTesien
K 3allMIIaeMbIM HH()OPMAIMOHHBIM PECYPCOB.

Anmvmunuctparop UCI

Anvmunuctpatop UCIIAH, corpynauk MDBOY I'ycapesckas COLL,
OTBETCTBEHHBIII 3a HACTPOMKYy, BHeapeHue u conpoBoxiaenne HWCII/H.
Ob6ecneunBaeT (HyHKIIMOHUPOBAHUE TOJICUCTEMBI yripaBieHnus noctyrnom UCIIIH
U YIOOJHOMOYEH OCYUIECTBJIATh MPEJOCTABICHUE W pa3rpaHUYeHHe JoCTyma
KOHeyHOro monb3oBarenss (Omeparopa APM) k »simeMeHTaM  XpaHSIIUM
NEPCOHAIIbHBIE IAHHBIE.

Anvunuctpatop HCII[H o6mamaer cieayoomuM YypOBHEM JOCTyma U
3HAHUM:

— oOsagaer MOJHOW HHQpOpMaIMed O CUCTEMHOM U MPUKIATHOM
nporpaMMmHoM obecnieuennu UCITH;

— o0namaer modHOW WH(pOpPMANUE O TEXHUYECKUX CPEJCTBAX U
koHpurypaunu UCIIx;

— HMMEeT JOCTyIl KO BCEM TEXHHUYECKHM CpelcTBaM 00pabOTKu

nHpopmaruu 1 gaanabM UCTTH;
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— oOnagaer mpaBaMH KOHGUTYPUPOBAHHUS W aJIMUHUCTPATUBHOMN
HacTpouku Texunueckux cpeacts MCII/In.

AI[MI/IHI/ICTDaTOD 0€3011aCHOCTH

Anmunuctpatop 6e3omacHoctd, cotpyaHuk MBOY I'ycapesckas COILI,
OTBETCTBEHHBIM 3a  (yHkuuonupoBanue C3II/IH, Bkirowass oOcCIyKMBaHHE H
HACTPOMKY aIMUHUCTPATUBHOM, CEPBEPHOMN U KJIMEHTCKOW KOMIIOHEHT.

AnmunncTpaTop 0e30macHoCTH 00Ja/1aeT CIEAYIOIMUM YPOBHEM JIOCTYIA U
3HAHUM:

— obnanaer npaBamu Anmunuctpatopa UCITIH;

— obnanaer noiaHoit uHdopmanueit 00 UCIH;

— HMMEeT JOCTyln K CpeACTBaM  3alUThl HHPOpPMALMH U
MPOTOKOJUPOBAHUS U K 4aCTH KIIFOYEBBIX 311eMeHTOB UCII/IH;

— HE HMEeT MpaB JOCTyNa K KOH(PUTYPHUPOBAHUIO TEXHUYECKUX
CPEACTB CETU 3a UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnMuHHCTpaTOp O€30MaCHOCTH YIOJIHOMOYEH:

— peanu30BbIBaTh TOJMTUKH OE30MaCHOCTH B YacTH HACTPOUKHU
CK3HM, MexceTeBbIX SKpaHOB M CHUCTEM OOHApyKEHHsI aTak, B
COOTBETCTBMM C KOTOpPBIMH Tosib3oBaTenb (Onepatrop APM)
MOJTy4aeT BO3MOXKHOCTh paboTtath ¢ anemeHTamu UCII/IH;

— OCYHICCTBJIATHb ayAUT CPCACTB 3alIUThI;

Onepatop APM

Onepatop APM, corpyanuk A3zoBckoro PailOO,  ocCyliecTBISIOUINMN
obpabotky IIJIln. OO0pabotka II/[H BkiIOYaeT: BO3MOXKHOCTH mpocmotpa I1/1H,
pyunoit BBoa I[1/In B cucremy UCII/IH, dopmupoBaHue crnpaBoK W OTYETOB IO
unpopmaruu, nonydeHHo u3 MCII/. OmepaTtop HE WMEET MOJIHOMOYMM ISt
yHpaBieHUs nojcucTeMaMu 00padoTku gaHHbIX U C3I1/IH.

Omnepatop UCII/IH obmagaeT cieayronM yYpoBHEM JOCTyNa U 3HAHUN:
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— oOnagaer BceMHU HEOOXOAMMBIMU aTpuOyTamu  (Harpumep,
napojieM),  OO€CNEeYMBAIOIIMMHU  JOCTYyH K  HEKOTOPOMY
noaMHoxecTBy [1/1H;

— pacnojaraeT KOHQHUIECHUUAIbHBIMU JTaHHBIMHU, K KOTOPBIM HMEET

TOCTYII.
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6.TpeGoBanus k nepcoHay no odecnedenuro 3amutsl [1/1n
Bce padotauku MBOY TI'ycapesckas COILI, sBasitomuecs: mojib30BaTeIsIMu

NCIIH, 10mKHBI YETKO 3HATh U CTPOTO BBINOJHATH YCTAHOBJIEHHBIE MpaBUia U
00513aHHOCTH TIO JIOCTYIy K 3alllMIIaeMbIM OOBEKTaM M COOIIOJCHUIO MPUHSATOTO
pexuma 6e3onacHoctu I1/1H.

[Ipu BcTymieHUH B JOHKHOCTh HOBOTO Pa0OTHHUKA AUPEKTOP HIKOJIBI 00s13aH
OpPraHM30BaTh €ro 03HAKOMJICHUE C JIOJDKHOCTHON MHCTPYKITUEH U HEOOXOIUMBIMH
JIOKyMEHTaMH, perjaMeHTUPYIOIUMH TpeOoBanus no 3amurte [I/IH, a Takxke
oOyuyeHHWE  HaBbIKAaM  BBIIOJIHEHUS  MPOLEIYD, HEOOXOIUMBIX  JJIst
CaHKIIMOHUPOBaHHOTO ncnoib3oBanua UCII/IH.

PaGoTHuUK fomKeH OBITh O3HAKOMJIEH CO CBEACHMSIMHM HAcTOSIIEH
[Tonmutuku, npuHATHIX npoueayp padots ¢ anementamu UCII/Ix u C3I11H.

Padoraukun MBOY TI'ycapeBckas COIll, wucnons3yromye TEXHUYECKUE
CpelcTBa ayTeHTU(PUKALIUH, JIOJIKHBI o0ecreynBaTh COXPaHHOCTb
UAEHTU(PUKATOPOB (ANIEKTPOHHBIX KiItoueil) u He nonyckate HCJI k HuM, a Tak xe
BO3MOYKHOCTh MX YTE€pPU WJIM HWCIIOJIb30BaHUs TpeTbuMu juuamu. [lons3zoBarenu
HECYT MEPCOHANBHYIO OTBETCTBEHHOCTb 3@ COXPAHHOCTh UJEHTU(UKATOPOB.

Pa6otauku MBOY I'ycapeBckass COLL nomkHBI clie1oBaTh YCTAaHOBICHHBIM
nporeaypaM TojAepkaHuss pexkuma OeszomacHoctu [IJlH mpu  BeIOOpe U
UCIIOJIb30BAaHUU TMapoJied (eciau HE UCIHOJb3YIOTCS TEXHUYECKUE CpeACcTBa
ayTeHTU(PUKALINH).

Pabotnuku MBOY  TI'ycapeBckas COILl  gomkHbl — oOecrieurBaTh
HaJJIeKAITYI0 3alUTy 000pYy/I0BaHUs, OCTABIsIEMOro 0e3 MpucMoTpa, OCOOEHHO B
TEeX Cily4asx, KOrJa B IOMEUIEHHME HMEIT JOCTYyN IOCTOpOHHHME juma. Bce
MOJI30BATENM JOJKHBI 3HaTh TpeboBaHus mo Oe3omacHoctu I1IH U mpouemypsl
3alIUThl  00OpPYJOBaHMs, OCTaBJIEHHOro ©€3 MpUCMOTpa, a TakXkKe CBOU

00513aHHOCTH IO OOECIICUEHUTO TAKOU 3aIIUTHI.
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PabGoTHuku 3ampemiaercs ycTaHaBIMBaTh IOCTOPOHHEE MPOrPaMMHOE
o0ecrieyeHre, MOJAKIIOYaTh JIMYHbIe MOOWJIBHBIE YCTPONCTBA W HOCHTEIH
uH(pOpMaIUK, a TaK K€ 3aIUChIBATh HA HUX 3allMIIaeMyI0 HH(POpMAIIUIO.

PabGoTHukaMm 3ampemiaeTcss pasriiamiaTh 3alldilaeMylo  HH(OpMaImio,
KOTOpas cTajla UM HU3BECTHA MPH paboTe ¢ HHPOPMAIIMOHHBIMU cucteMaMu MbOY
['ycapesckas COLL, TpeTbuM uLam.

[Tpu pabote ¢ I1In B UCII[An pabotauku MBOY I'ycapesckas COILI
00s13aHBl  00ECMEYUTh OTCYTCTBHE BO3MOXHOCTH TpocMoTpa I[IJ[H Tperbumu
JvIamMu ¢ MOHUTOPoB APM win TepmuHaos.

ITpu 3aBepennn padbotel ¢ UCII/IH cotpynHuku 06s3anbl 3amututh APM
WM TEPMHUHAJIBI C TTIOMOIIBIO OJIOKUPOBKH KIHOYOM WIIM KBUBAJIIEHTHOTO CPECTBA
KOHTpPOJIsl, HalpuMep, JAOCTYNOM MO IApOJII0, €CIM HE HCHOJB3YIOTCS OoJiee
CUJIbHBIE CPEJICTBA 3AIUTBHI.

Pa6orauku MBOY TI'ycapesckas COILl nomxHbI ObITH TPOUH(OOPMUPOBAHBI
00 yrpo3ax HapyuieHusi pexxuma oe3zomnacHoctu [IJ[H U OTBETCTBEHHOCTH 3a €ro
HapymieHue. OHU JOJDKHBI OBITh O3HAKOMJICHBI C YTBEPXKICHHON (hopManbHOU
IPOLIETYPO HAJIOKEHUSI TUCIMIUIMHAPHBIX B3bICKAHUN HA COTPYIHUKOB, KOTOPHIE
HAPYIIWJIN MPUHATHIE TIOJIUTUKY U TIpolieypbl 6e3onacHoctH [1/]H.

PaGoTHuku 00s3aHBI O0€3 TTpOMEUICHUST cO00IIaTh 000 BCeX HAOIIOTaeMbIX
WIM TOM03pUTENbHBIX ciydasx pabdorsl MCII/H, mMorymux mnoBiedb 3a coOou
yrpo3sl Oe3omacHoctu IIJIH, a Takke O BBIABICHHBIX MMM COOBITHSX,
3aTparuBaroimiux Oe3onacHocTh I[IJ[H, pyKOBOACTBY NOApa3ACiCHUs U JIUILY,

OTBEYAKOIIEMY 32 HEMEUICHHOE PearupoBaHue Ha yrpo3bl Oe3omacHocty [1/]H.

Jo/zxkHOCTHBIE 00s13aHHOCTH ToJib3oBaTeneit UCIIIn
HomkHocTHbIe  00si3aHHOCTM — moJib3oBateneid  MCII[In  ommcanbl B

CJIEIYIOIIUX JTOKYMEHTaXx:
— MHucrpykuus agmuanctparopa UCIIH;
— HWucTtpykuus anmuauctparopa 6ezonacnocta UCII/IH;

— MHucrpykuus nons3oarens UCII/IH;
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- I/IHCTPYI(HI/H[ IMOJIB30BATCJIA IIPWM BO3HUMKHOBCHHUM BHCHITATHBIX

CUTYyallNH;

OtBercrBeHHOCTHh padoTHUKOB UCIIIH MBOY I'ycapesckas COILI
B cootBerctBHM co cT. 24 DenepanbHoro 3akona Poccuiickoin denepanuun

ot 27 ntona 2006 r. Ne 152-®3 «O nepcoHaIbHBIX JTAaHHBIX» JIMIIA, BUHOBHBIC B
HapylieHuu TpeOoBaHMi JaHHOrOo DenepanbHOTO 3aKOHA, HECYT TPa)KJaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCLHHUIUIMHAPHYIO U UHYIO MPEIYCMOTPEHHYIO
3aKOHOJATENLCTBOM Poccurickon denepanu OTBETCTBEHHOCTb.

JleiicTBytolee 3aKOHOAATENbCTBO PD M0O3BOJIAET MPEABSBIATh TPEOOBAHUS
no obecrnedyeHuio Oe30MacHOM paboThl C 3amuiaeMol uHpopManuen u
MPElyCMAaTPUBAET OTBETCTBEHHOCTh 3a HAPYIIEHHE YCTAHOBJIEHHBIX MPABUII
skcruryaranu OBM u cucteM, HEMpaBOMEPHBIA TOCTYN K HHPOPMAaLIUU, €CIIU 3TH
JIEUCTBUS TMPUBEIIM K YHUUYTOXKEHHUIO, OJJIOKUPOBAHUIO, MOAU(PUKALIUYA UHPOPMAITUN
WM HapyuieHuto padotel DBM wnu cereit (crateu 272,273 u 274 YK PO).

Anvunuctpatop HWCIIJIH wu  agMuHHCTpaTop 0€30MacHOCTH  HECyT
OTBETCTBEHHOCTH 3a BCE JACHCTBHUS, COBEPILICHHBIE OT UIMEHU MX YUETHBIX 3alHCEN
WIM  CHUCTEMHBIX  Y4YeTHBIX  3amuceil, ecam  He  jJokazaH  (akr
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3AIUCEN.

[Ipu wHapymenusix padorHukamu MbBOY TI'ycapesckas COIII —
nonb3oBatenet UCIIJIH npaBun, cBszaHHBIX ¢ O6e3omacHocThio [1JIH, oHM HecyT
OTBETCTBEHHOCTb, YCTaHOBJICHHYIO JNEHCTBYIOIIUM 3aKOHOAATENBCTBOM
Poccuiickon ®@enepanumu.

[IpuBeneHHbie BbIIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3alUTE
uH(pOpMaIUU JOJIKHBI PACTIPOCTPAHSIIOTCS Ha paOOTHUKOB M ydalluxcs Quinana
MBOY TI'ycapesckas COIIl Kanunosckyro HOIL, ocymectBistomux o0padOTKy
[11a 8 UCIIdH 1 1OmKHOCTHBIX MHCTPYKIUAX pabotHnkoB MBOY I'ycapeBckas

COHUI u ero ¢unuana Kamunosckort HOI.
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7.CIINCOK HCNO0JIb30BAHHBIX HCTOYHHKOB
OCHOBHBIMH HOPMAaTUBHO-IIPaBOBBIMH U METOANYICCKUMH

JOKYMEHTaMH, Ha KOTOPBIX 0a3upyercs HacTosmas [loauTuka, ABJISIOTCS:
@®enepanpHbiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHambHBIX

naHHblx» (nanee — ®3 «O mnepcoHaNbHBIX JAHHBIX»), YCTaHaBIMBAIOIIMN

OCHOBHBIC TPUHIMIIBI M YycioBusi oOpabGotku II/[H, mpaBa, 00si3aHHOCTH U

OTBETCTBEHHOCTh YUaCTHUKOB OTHOIICHUH, CBSI3aHHBIX ¢ 00paboTkoi [1/1H.

«TpeGoBaHusi K 3alIMTe MEPCOHAIBHBIX JAHHBIX NpU HX 00paboTke B
UHPOPMAIIMOHHBIX ~ CHUCTEMaxX  MEPCOHAJBHBIX  JaHHBIX»,  YTBEPKIACHHOE

[Tocranosnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX OOpPabOTKH TMEPCOHAIBHBIX JIAHHBIX,
OCYIIECTBIISIEMO O€3 HCIIOIB30BAHUS CPEIICTB aBTOMATH3aIlMN», YTBEPIKICHHOE

[Tocranosnennem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

«TpeboBanus K  MaTepHAIbHBIM  HOCHUTEISIM OMOMETPUYECKUX
IIEPCOHAIBHBIX [JAaHHBIX M TEXHOJOTHUSAM XPAaHEHUS TaKUX [JAaHHBIX BHE
UHPOPMAILIMOHHBIX ~ CUCTEM  MEpPCOHANbHBIX  JaHHBIX»,  YTBEP)KICHHbBIC

[Tocranosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHo-MeToquueckue JokymeHThl DenepanbHOW  ciaykObl 1O
TEXHUYECKOMY M SKCIEpTHOMY KOHTpoJito Poccuiickoit ®enepauuu (nanee -
OCTOK Poccun) mo obecneuenuto OeszomacHoctu IIJIH mpum mx oOpaboTke B

WCTITu:

bazoBass monenb yrpo3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX MpPU HUX

00paboTke B HMH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHBIX, YTB. 3aMm.

nupektopa @CTIK Poccun 15.02.08 r.
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Meronuka onpeneneHus akTyalbHbIX Yrpo3 O€30MacHOCTH MEPCOHATBHBIX
JaHHBIX OpU HUX 00paboTKe B HMH(POPMAIMOHHBIX CHCTEMax IEPCOHAIbHBIX

JNaHHBIX, YTB. 3aM. aupektopa PCTIOK Poccum 15.02.08 r.

[Ipukaz ®CTIK Poccum Ne 17 ot 11 despans 2013 roma «O6
yTBepKIeHun TpeboBaHwii o 3amure WHOOpPMAIMU, HE COCTaBIISIOININX
roCyapCTBEHHYIO TaliHYy, COJEPKAIIUXCS B TOCYIapCTBEHHBIX MH(DOPMAIMOHHBIX

CHUCTCMaAx».

[Ipukaz OCTIK Poccum Ne 21 ot 18 deppans 2013 roma  «O6
yrBepkaeHnn CocTaBa M COACPKaHUS OPTaHU3AIMOHHBIX U TEXHHYECKUX MEp TI0
oOecrieyeHnt0 0e30MacCHOCTH TEPCOHANBHBIX JIAaHHBIX MPU HMX 00paboTKe B

I/IH(bOpMaI_[HOHHBIX CUCTCMAX IICPCOHAJIBHBIX JAaHHBIX).

[Ipuka3 denepanbHoit ciryx0b1 6e3omacHocTu Poccuiickoit denepanuu ot
10 wrona 2014 1. N 378 "OO6 yrBepxkaenun CoctaBa U COAEpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0ECHeUYeHuI0 Oe30MacHOCTH
MEPCOHANIBHBIX JaHHBIX MPU HX 00paboTke B WHGOPMAIIMOHHBIX CHCTEMax
MEePCOHATBHBIX JAHHBIX C UCIIOJIb30BAaHUEM CPEACTB KPUIITOIPAPUUECKON 3aIUTHI
uHdopMaIuu, HEOOXOIMMBIX JIJIsl BBITIOJIHEHUS YCTaHOBJIEHHBIX [IpaBuTenscTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3alllUTe MEPCOHAIBHBIX JAHHBIX JIJIsI

Ka)XJI0r0 U3 YPOBHEM 3aIUILIEHHOCTH .

JIMpEeKTOP IMIKOJIBI: M.C.OBUnHHUKOBA



