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OIIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEIECIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMa — CHCTEMA, COCTOsIIIAasl W3 IEepcoHana u
KOMIUIEKCA CPEACTB aBTOMATH3AlUU €T0 ACSITEIBHOCTH, peau3yroas uHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUSI YCTAHOBJICHHBIX (hYHKITHIA.

AyTeHTH(UKALIMSA OTHPABUTEJISI JAHHBIX — ITIOJTBEPKICHUE TOTO, YTO OT-
MPABUTEIIb MOJYYCHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be30nmacHOCTh MNMEPCOHANBHBIX [JAHHBIX — COCTOSIHUE 3allUIIEHHOCTH
NEPCOHATBHBIX JAaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO  MOJIb30BATENEH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIIMOHHBIX  TEXHOJOTUWA  00ECIeUUTh
KOH(UIEHITMATBHOCTD, [EJIOCTHOCTh U JOCTYIMHOCTh MEPCOHANBHBIX JAaHHBIX MpPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

buoMerpuyeckue mnepcoHAJbHbIC [JaHHbIe — CBEACHUSA, KOTOPHIE
XapaKTepu3yrT (GU3HOJOTUYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €ro JUYHOCTh, BKJOUasi (pororpaduu, OTIEUATKU MAJIBIIEB,
oOpa3 ceTuaTKH TJla3a, OCOOCHHOCTHM CTPOCHHS Tela W JAPYryl0 TOJ00HYIO
UH(pOpMaIHIO.

BioknpoBaHue mNeEPCOHAJBHBIX JAHHBIX — BPEMEHHOE MpEeKpalieHue
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OX0IMMa JiJIs yTOUHEHUS TIEPCOHATBHBIX JTAHHBIX ).

Bupyc (koMIbOTEepHBIA, IPOrPAMMHBIN) — HUCIOJHIEMBbII MPOrPAMMHBII
KOJI WJIM UHTEPIPETUPYEMbI HaOOp MHCTPYKIIMH, 00Jajaroniuii CBONCTBaMHU He-
CAaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHus. Co3naHHbIe
TyOIUKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCET/Ia COBMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT CIOCOOHOCTh K JIajbHEHIIEMY paclpOCTPaHEHUIO U CAMOBOCITPOU3BEE-

HHIO.



Bpenonocnasi nporpamMma — nporpaMma, npeJHa3Haue€HHas ISl OCYIIECTB-
JIEHUS] HECAHKIMOHMPOBAHHOI'O JIOCTYIa U (WMJIM) BO3JEWUCTBHS HAa NEPCOHAIbHBIC
JAHHBIE WM peCypChl HHPOPMAIIMOHHONW CUCTEMBI TEPCOHATIBHBIX JaHHBIX.

BcnoMorare/ibHble TeXHHYECKHE CPeICTBA U CHCTeMbl — TEXHUYECKUE
CpEIICTBA M CHUCTEMBI, HE MpeIHA3HAYCHHBIE IS Tepenayu, 00paboTKU U XpaHEHUs
MEPCOHAIBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEACT-
BaMU U CHCTEMaMU, IIPeIHA3HAYCHHBIMU U1 00paOOTKH MEPCOHANBHBIX JTaHHBIX
WIM B TOMEIIEHUSAX, B KOTOPBHIX YCTAHOBJIEHbI MH(OPMAIIOHHBIE CHCTEMBI IEpCO-
HaJIbHBIX JaHHBIX.

JocTtyn B oOnepanMoHHYK cpeay KommblTepa (MHGOPMALMOHHOM
CHCTEMbI MEPCOHAJBHBIX JaHHBIX) — TOJIy4YeHHE BO3MOXHOCTH 3allycka Ha
BBIIIOJIHEHUE IUTATHBIX KOMaHJA, (YHKUWH, NpOUEIyp OIEpPalMOHHON CHUCTEMBI
(YHUYTOXKEHUSI, KOIUPOBAHUS, TIEPEMEICHUsT M T.1.), UCIOMHIEMbIX (aiiloB
MPUKJIAJHBIX TIPOrPaMM.

JocTtyn kK MHGOPMAIMN — BO3MOXKHOCTh MOIy4eHUs] MH(DOPMALIUM U €€ HC-
MOJIb30BAHUSI.

3akJ/iaiouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMAIMHU, CKPBITHO
BHEIPSIEMbIN  (3aKJIaJbIBAEMBI  WJIM BHOCHMBIA) B MeCTa BO3MOXKHOTO CheMa
uH(popMaIy (B TOM YHUCIIE B OTPAXKICHUE, KOHCTPYKIIMIO, 00OPYIOBaHHE, TIPEIMETHI
MHTEphEPa, TPAHCHOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMBI
00paboTKN HH(POPMALIHH).

3ammnmaemass uHpopmanusa — uHGoOpMAaIUs, SBISIOMIASICS TPEIMETOM CO0-
CTBEHHOCTM W TOMJIEKAILAs 3alUTe B COOTBETCTBUM C TPEOOBAHUSIMH IPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIIMBAEMBIMHI COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanus — MpUCBOCHUE CyObEKTaM M OOBEKTaM JOCTyMa HWACHTH-
dbukaropa u (WIM) CpaBHEHHE TPEIBSBIIEMOr0 WIACHTH(PUKATOpa C TEpeuHeM

MPUCBOCHHBIX UACHTU(PUKATOPOB.



HNHpopMaTUBHBIN CUTHAJ — DJIEKTPUUECKUE CUTHAIIBI, aKyCTUYECKUE, DIICK-
TPOMarHuTHbIE W Jpyrue (DU3UYECKHe TMOJs, MO TapaMeTpaM KOTOPBIX MOXET ObITh
packpbiTa KOHpHICHIIMATbHAs HH(popMaIms (TIepcoHATbHBIE JaHHBIC) 00padaThIBacMast
B MH(OPMAIIMOHHOM CHCTEME MEPCOHATIBHBIX JAHHBIX.

NndopManuoHHble TEXHOJOTHN — IPOLIECCHl, METOBI TIOMCKa, cOopa, Xpa-
HEeHusl, 0O0paOOTKH, TMPEIOCTABICHHS, PACIPOCTPaHEHUsT WH(OpPMAIMU U  CHOCOOBI
OCYLIECTBJIEHUS TAKUX IPOLECCOB U METOJIOB.

Nudopmanuonnas cucrema mnepcoHadbHbIX AaHHbIx (MCILIH) -
COBOKYMHOCTb COJEpKaluXxcsi B 0a3ax JaHHBIX [E€PCOHAIBHBIX JIaHHBIX H
00ecreynBaIMNX UX 00padOTKy MH(POPMALIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX
CPEICTB.

Hcnonb3oBaHne NEPCOHAJBHBIX [JAHHBIX — JCHCTBUA (Orepanuu) c
IIEPCOHAJIBHBIMU JJTAHHBIMH, COBEPIIAEMBIE ONEPaTOPOM B LEIAX IPUHATHUSA
pPELICHUN WA COBEPUICHHUS WHBIX JCUCTBHUM, MNOPOXKIAIOMNX HOPUIAYECKUAEC
MOCJIEICTBUSI B OTHOLIEHHH CYOBEKTa MEPCOHAIBHBIX JAHHBIX WA JPYTUX JIUI
a100 MHBIM 00pa30M 3aTparuBaroIMX MpaBa U CBOOOABI CYObEKTa NEPCOHAIBHBIX
JAHHBIX WM IPYTUX JIULL.

Hcrounnk yrpo3nsl 0e3onacHocT mHGopManMu — CyObeKT JOCTyIa, MaTe-
PHATBHBIN O0BEKT WM (DU3MUECKOE SIBJICHUE, SIBIISIOIIMCCS TPUUMHON BO3HHUKHOBEHUS
yrpo3bl 0€30MACHOCTH UH(OPMAIUH.

KonTpoanpyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHUS, 31aHUE, YaCTh 3/1aHUs,
MIOMELIECHUE), B KOTOPOM HCKJIFOUYEHO HEKOHTPOIMpPYEMOE MpeObIBAHUE MOCTOPOHHUX
JILI, @ TAKKE TPAHCTIOPTHBIX, TEXHUUYECKUX M MHBIX MaT€pUAIbHBIX CPEJICTB.

Kon(puaeHunaJabHOCTh NEPCOHANBHBIX JAAHHBIX — 00s3aTeNbHOE JUIs
COOJIOJICHUST ONIEPATOPOM MJIA MHBIM TOJYYMBIIAM JOCTYI K TIEPCOHAIBHBIM JIAHHBIM
JUIOM TpeOOBaHHE HE JOMyCKaTh WX paclpocTpaHeHHe Oe3 coryacusi CyObeKTa

MNEPCOHATIBHBIX JaHHBIX WM HAJIMYKA KHOI'O 3aKOHHOI'O OCHOBAHU.



Me:xceTeBoii IKpaH — JIOKATHHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-
pacrpeiesIeHHOEe TpOrpaMMHOE  (IIPOTrpaMMHO-AIIApaTHOE) CPEACTBO  (KOMILIEKC),
peanm3yroliee KOHTPOJIb 3a MH(OpMaIeH, mocTynarolel B MHOOPMAIMOHHYIO CUCTEMY
MEPCOHAIBHBIX JJAHHBIX U (M) BBIXOASAIICH U3 UH(OPMAIIMOHHOW CUCTEMBI.

Hapymuresnb 6€30nacHOCTH NMEPCOHANBHBIX JAHHBIX — (DU3MYECKOE JIUIIO,
CITy4aifHO W MpeTHAMEPEHHO COBEpIIIAIOIEee ASHCTBUS, CIICICTBIEM KOTOPBIX SIBIISIETCS
HapyIIIeHHEe OE30MacHOCTH TIEPCOHATBHBIX JTaHHBIX MPH UX O00pabOTKE TEXHUUYECKUMH
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBToOMaTu3upoBaHHasi o00padoTKa MNEPCOHAJIBHBIX JAHHBIX —
00paboTKa MepCOHANBHBIX JTaHHBIX, COACPKANTUXCSI B MHGOPMAIIMOHHONH CHUCTEME
MEPCOHANIBHBIX JaHHBIX JUOO W3BJICUEHHBIX M3 TAaKOM CHUCTEMBI, CUYUTACTCS
OCYUIECTBJIECHHOM 0e3 UCIIOJIb30BaHUs CPEACTB ABTOMATHU3AINH
(HeaBTOMaTH3UPOBAHHOM ), €CJIM TaKue JEHCTBUSA C MEPCOHAIBHBIMU TAHHBIMH, KaK
WCITOJIb30BAaHUE, YTOYHEHUE, PACIPOCTPAHCHHUE, YHUYTOXKCHHE TIEPCOHATBHBIX
JAHHBIX B OTHOIIEHWH KaXKIOTO W3 CYOBEKTOB IIEPCOHANBHBIX JaHHBIX,
OCYIIECTBJISIOTCS NMPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HenekgapupoBaHHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIHMTEIIHHONM TEXHWKH, HE OIMCAHHbIE WIM HE COOTBETCTBYIOIIUE
OIMMCAaHHBIM B JIOKYMEHTAIIUH, TIPH KCIOJIBb30BAHUM KOTOPHIX BO3MOXKHO HapyIlIEHHE
KOH(UIICHIIMATBHOCTH, JOCTYIIHOCTH WM IIEJIOCTHOCTH 0OpaOaThlBaeMON  WH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIMOHUPOBAHHBIE JCHCTBUS) —
JOCTyN K WH(OpMaIMK WK JAEUCTBUSL ¢ MH(pOpMALIMEl, HapyIIalole MpaBuia pas-
rpaHUYEHHS JIOCTYNa C HCHOJBb30BAHUEM IITATHBIX CPEICTB, MPEIOCTABISIEMBIX
UH(OPMAITMOHHBIMHA CHCTEMaMH TTePCOHABHBIX TAHHBIX.

Hocurtenb ungopmanum — Gu3nyuecKoe JUIO WM MaTepHaIbHBIA 00BEKT, B

TOM umcie (puzryeckoe nose, B KOTopoM MHGOpMALIKS HAXOUT CBOE OTPAKEHHE B BUJIE



CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PEIICHUI M TIPOIIECCOB, KOIMYECTBEHHBIX
XaPAKTEPUCTHUK (PU3UICCKUX BEITMUH.

OO0e31uYuBaHue TNEPCOHAJIBHBIX [JaHHBIX — JIEHCTBUS, B pe3yJbTaTe
KOTOPBIX CTAaHOBHUTCS HEBO3MOKHBIM 0€3 HCIOJIb30BAaHUS  JOMOJTHUTEIBHON
uH(OpMAIUU ONPEEIUTh MPUHAJJICKHOCTD MEPCOHANIBHBIX IAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHANBHBIX JTAHHBIX.

O0paboTka nmepcoHAJBHBIX JAHHBIX — JII000€ JeiicTBUE (omepaliusi) Win
COBOKYIHOCTb JIEUCTBUI (Omepalinii), COBEpPIIAeMbIX C MCIOJIb30BaHUEM CPEJCTB
aBTOMATU3allMd WM 0€3 HWCIOJIb30BaHMS TAaKWX CPEICTB C TEPCOHATHHBIMH
JTAHHBIMH, BKIIOYas cOOp, 3amuch, CHCTEMAaTH3aIlMIO, HAKOIUICHWEe, XPaHCHHE,
yTouHeHHEe (OOHOBJICHHE, W3MEHEHHE), H3BJICUCHHUE, HCIIOJIb30BaHUE, Iepeady
(pacnpocTpaHeHnue, MpeAoCTaBICHUE, JOCTYI), OO0e3IMYMBaHUE, OJIOKUPOBAHUE,
yIaJieHue, YHUUTOKEHUE MePCOHATBHBIX JaHHBIX.

OO0menocrynubie MNMEPCOHAJbHbIC JAaHHbIE — IIEPCOHAIBHBIC JAaHHBIC,
JOCTYIl HEOTPAaHWYEHHOTO Kpyra JIMII K KOTOPBHIM MPEJOCTABJICH C COTJIacHs
CyOBeKTa TMEepPCOHAIBHBIX JAHHBIX WJIA Ha KOTOPblE B COOTBETCTBUU C
dbenepabHBIMH  3aKOHAMHA HE PacHpOCTPaHSACTCS TpPeOOBaHUE COOIIIOICHMUS
KOH(HICHIIMATEHOCTH.

Oneparop (NMEPCOHAJBHBIX JTAHHBIX) — TOCYIApCTBEHHBIM OpraH,
MYHHUITUTIATBHBIA OPTaH, IOPUINYECKOE WM (PU3UYECKOE JIMIIO, CaMOCTOSATEIHLHO
WM COBMECTHO C JAPYTMMH JIMIIAMH OPTaHU3YIOIMe U (WUIU) OCYIIECTBIISIONINE
00pabOTKy TEepPCOHANBHBIX JaHHBIX, a TAKXKE OMPEICIAIONIUE eI 00pabOoTKH
MIEPCOHANILHBIX TAHHBIX, COCTaB MEPCOHAIBHBIX JaHHBIX, MOJICKAIINX 00padoTKe,
JeNCcTBUS (OTIEpaIlNK ), COBEPIIIAeMbIE C TIEPCOHATBLHBIMH JIAHHBIMHU.

Texunueckue cpeacTrBa HHGPOPMAIMOHHOW CHCTEMBI NMEPCOHATbHBIX
JAHHBIX — CPEJICTBA BHIUMCIUTEIBHON TEXHHWKH, WH(POPMAITMOHHO-BBIYUCIUTEILHBIE
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tlepeiauu, ipuema u oopadotku [1/11 (cpencrea

N CHCTCMbI 3BYKO3AIllMCH, 3BYKOYCHJICHM:, 3BYKOBOCIIPOM3BCIACHW:A, IICPETOBOPHLIC U



TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHe TEXHUYIECKHUE CPEICTBAa 0OpabOTKN pedeBol, Tpaduueckoid, BUIeo- U OyKBEHHO-
dpoBoit HHpOpMaIUK), IPOrPaAMMHBIE CpeICTBA (OMEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIpaBieHus: 6a3aMy TaHHBIX U T.IL.), CPEACTBA 3aIIUTHI MH(POPMAIIMH, TIPUMEHSEMbIC B
MH()OPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HEMpPaBOMEPHOE MOJIydeHHE WHGOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO CpEICTBa, OCYIIECTBISIONIEIO OOHapyKEeHHUE,
npueM U 06paboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — J00ass MHPOpPMALMS, OTHOCAIIAACA K IMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WU OMpeAensieMoMy (PHU3NYECKOMY JIHILY
(cyOBeKTYy MepCOHABHBIX JAHHBIX);

[lo6ouHble  3IJIEKTPOMATHHUTHbIE  W3JIy4YeHUs] M HABOAKH  —
AJIEKTPOMArHUTHbIE HM3IY4YEHUS TEXHUUYECKUX CPEACTB OOpadOTKH 3alMIacMOn
uHbOpMaIK, BO3HUKAOIIME Kak MMOOOYHOE SIBJICHHE W  BBI3BAaHHBIC
AIIEKTPUYECKUMH CUTHAJIAMU, EHCTBYIOIIMMH B MX DJIEKTPUYECKUX M MAarHUTHBIX
HEIsX, a TAKXKE IEKTPOMAarHUTHBIE HABOJKU THX CUTHAJIOB HA TOKOMPOBOJISIIINE
JUHUH, KOHCTPYKITUH U IICTIA TUTAHUS.

I[MouTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OPTraHU3alMOHHBIX
MEPOTIPUATUNA, KOHTPOJIMPYIOMIMX OTCYTCTBHE 3alKCHhIBAHWS Ha OyMa’KHbIE
HOCHUTENIM KJoued W aTpuOyToB aocTyna (mapoJieid) W XpaHEHUs HUX BOJIM3HU
00BEKTOB JIOCTYIIA.

[Hoab30BaTesib HHPOPMALMOHHON CHUCTEMbI NMEPCOHAIBHBIX JTAHHBIX —
JUI0, Yy4yacTBywIlee B (PYHKIMOHUPOBAHUKM HUHPOPMAIIMOHHOW  CHUCTEMBI
NEPCOHAJIBHBIX IaHHBIX WJIA UCIIOJIB3YIOIIEe pe3ysbTaThl €€ (PYyHKUNOHUPOBAHMUS.

IIpaBuia pa3rpaHuYeHusi JOCTYNA — COBOKYITHOCTb MPaBHUJI, periiaMeHTH-
pYIOILIUX MpaBa JA0CTyIa CyOBEKTOB IOCTyIa K 00BEKTaM J0CTYIIA.

IIporpaMmMuasi 3aKj1aaKa — KO/ MPOTPaMMBI, PETHAMEPEHHO BHECEHHBIN B

nporpaMmy C LCJIIbIO OCYHICCTBUTDL YTCUKY, USMCHHUTD, 6J'IOKI/IpOBaTB, YHHUYTOXUTD
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WH(OPMAITUIO WIH YHHUYTOXHUTh U MOJIU(DHUIIMPOBATH MPOrPaMMHOE OOeCIieueHue
WH()OPMAITMOHHONW CHCTEMBI TIEPCOHAIBHBIX NAHHBIX W (WiIH) OJIOKMpOBATH amma-
paTHbIE CPEACTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTH4ecKoe)  BO3JelicTBHEe — —
HECAHKIIMOHUPOBAHHOE  BO3JCHCTBHE HAa  PECYpChl  aBTOMAaTHU3WPOBAHHOMU
MH()OPMAIMOHHONW CHCTEMBI, OCYHIECTBIISIEMOE C MCIOJIb30BAHUEM BPETOHOCHBIX
IIPOrPAMM.

PackpbiTHe NEepCOHABLHBIX JAAHHBIX — YMBIIUIEHHOE WJIM CIIy4allHOE
HapylieHue KOHPUACHIIMATbHOCTU EPCOHATBHBIX TAHHBIX.

PacnpocTpaHeHue nmepcoOHAJbHBIX JAHHBIX — JECHCTBUS, HApPaBJICHHBIC
Ha PacCKpbITUE MEPCOHATIBHBIX TAHHBIX HEOMIPEAECIEHHOMY KPYTY JIHLI.

Pecypc nH(popManinoHHO# cMCTEeMbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO W amnmapaTHOIO oOecrieueHus (GYHKIIMOHUPOBAHUS
MH(OPMAIIMOHHON CHCTEMBL.

CneunajibHble KAaTerOpHMH MEPCOHAJIBLHBIX [JAHHBIX — TIEPCOHAIBHBIC
JJAHHbIE, KacalollINeCcs] PacOBOM, HAIMOHAJIBLHOW MPUHAIIEKHOCTH, MTOTUTUYECKUX
B3IJISIIOB, PEIUTHO3HBIX WM (PUI0COPCKUX YOEKIEHUM, COCTOSIHUS 37I0POBbSl U
WHTUMHOM XKM3HU CyOBEKTa MePCOHANBHBIX TaHHBIX.

CpencrBa BbIYUCIUTEIbHOH TEXHMKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKM JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEJIbHO WJIM B COCTABE JIPYTUX CUCTEM.

CyObekT pocryna (cy0ObeKT) — JUIO WIN MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTUPYIOTCS PABWIIAMH pa3rpaHUYeHUs J0CTyMa.

TexHnuyeckuil KaHaJ yTe4YKd MHGPOPMALUM — COBOKYITHOCTb HOCUTEJSI UH-
dbopmatmu  (cpeactBa 00paOOTKU), (HU3MYECKOW Cpebl pacnpocTpaHeHus: HHOOp-
MaTHBHOTO CUTHAJIA M CPEJICTB, KOTOPBIMH JOOBIBACTCS 3alvIiaeMast HPpOopMaIiusi.

TpancrpanuyHasi mnepegadya NEPCOHAJBHBIX JAaHHBIX — TIepenaya

MEPCOHAIBHBIX  JAHHBIX OMNEpPAaTOpoM uepe3 ['oCcynapCTBEHHYHO TpaHULY
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Poccniickon ~ ®denepanmu  Oprady  BIACTH  MHOCTPAHHOTO  TOCYAAapCTBa,
buznyeCcKOMyY WIH IOPUIUIECKOMY JIUILy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(akTOpOB, CO3MAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIIyYaifHOTO,
JIOCTYTIA K IIEPCOHAIBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOI'O MOYKET CTaTh YHUUTOXKEHUE,
U3MEHEHNE, OJIOKUPOBAHUE, KOITMPOBAHUE, PACIIPOCTPAHEHUE NIEPCOHAIBHBIX JIAHHBIX, a
TaKK€ UHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUIA MPU UX 00padOTKe B MHPOPMAITMOHHOM
CHCTEME IIEPCOHAIBHBIX TAaHHBIX.

YHHMUYTOKEHHE MEePCOHAJbHBIX [JaHHBIX — [ICHCTBUSA, B pE3YJIbTaTE
KOTOPBIX CTAHOBUTCS HEBO3MO>KHBIM BOCCTAHOBHUTBH COJEPKAHUE MEPCOHAIBHBIX
JaHHBIX B HMH(QOPMAIIMOHHOM cHUCTEME MEepCOHAIBHBIX MJaHHbIX W (WIK) B
pe3yapTaTe KOTOPBIX YHHUYTOXKAKOTCS MaTEpPUAJIbHBIE HOCUTEIN IEPCOHAIBHBIX
JAHHBIX.

Yreuka (Bammmaemon) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaM —
HEKOHTPOJIMPYEMOE pacpOCTpaHeHUe MH(GOPMAIIMK OT HOCUTENIS 3alllUIIAaeMoi HHQOp-
Maluu 4yepe3 (PU3MYECKYI0 Cpedy IO TEXHMYECKOTO CpEICTBa, OCYLIECTBIISIOLIETO
nepexsBaT UHPOPMaLIUU.

Ya3BUMOCTD — CITa00CTh B CPEICTBAX 3ALIUTHI, KOTOPYO MOXKHO HCIIOJIb30BaTh
JUISl HApYIIIEHHSI CUCTEMBI WM COJIeprKallieiics: B Helt mHpOpMaIvu.

HesocTHOCTH HH(pOPMAIIUN — CTTIOCOOHOCTH CPEICTBA BHIYUCIUTEITLHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00€CeUnBaTh HEM3MEHHOCTh HH(OPMAIIH B

YCIOBHSX CITYYaitHOTO W/WJIM MPEAHAMEPEHHOTO NCKKEHHS (Pa3pyLLEHHMS]).



OBO3HAYEHUSA N COKPALIEHUA

ABC — aHTUBUpPYCHBIE CPENCTBA

APM — aBTOMaTH3UpOBaHHOE pabouee MECTO

BTCC — BcnoMoraresibHble TEXHUYECKHUE CPEACTBA U CUCTEMBI
NCI1JIz — nabOpMaIFIOHHAS CHCTEMA TIEPCOHATBHBIX TAHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — koHTpompyemas 30Ha

JIBC — nokasnbHasi BBIYMCIIUTEbHAS CETh

MD — MexceTeBoil FKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYIT

OC — onepanmoHHas cuctema

[1/11 — nepcoHabHBIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICHCTBHE

I1O — nporpamMHOe obecrieueHue

[IBMUH — no6ouHble 37eKTPOMarHUTHBIE U3Ty4SHHUS U HABOJIKU
CA3 — cucrema aHann3a 3aIUIICHHOCTH

C3U — cpeactBa 3anuThl HHGOpMAITUN

C3I1/In — cuctemMa (rmoAcucTEMa) 3alIUThI MEPCOHATIBHBIX JaHHBIX

COB — cucrema 0OHapy>KEeHHsI BTOPKEHUIN
TKYU — Texandeckue KaHaibl yTeUKu HHGOpPMAIN

VYBIIIH — yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

12
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BBEJAEHUE

Hacrosmee Ilonoxenue nHbopmainmonHoi 6e3omacHoctd B MBJIOY Ne30
«Ymxuk» x. [TaBnoBka (mamee - JIOY), sBisieTrcss opUIMATBHBIM JTOKYMEHTOM, B
KOTOpPOM OIpeJieieHa CHUCTeMa B3IUIAJIOB Ha oOecreyeHue HHGOPMAIIMOHHON
oe3omacHoctu JIOY.

HeoOxomumocth paspabotku [lomoskeHns oOycnoBiieHa CTPEMHUTEIbHBIM
pacupenreM cdepbl MPUMEHEHUS HOBEHITNX MH(OPMAIMOHHBIX TEXHOJIOTHHN U
nporeccoB B JIOY, mpu o6paboTke uHpOpManuu BOOOIIE, W TEPCOHATHLHBIX
JTAHHBIX B YACTHOCTH.

Hactosmee [lonokenne ompenensieT OCHOBHBIE IIENIM M 3a7aud, a TaKXKe
OOIIYI0 CTpPaTeTHUIO TIOCTPOCHUS CHUCTEMBI 3aIUThl TEPCOHAIBHBIX JAaHHBIX
(C3I1dun) HAOY. IlomoxkeHue ormpeaenseT OCHOBHbIE TpeOoBaHUS W 0Oa30BbBIC
MOAXO0/bl K UX peaju3aliu, ISl JOCTHKEHUS TpeOyeMoro ypoBHsA 0€30MacHOCTH
uHpopmaIuu.

[Tonoxenue pa3pabOTaHO B COOTBETCTBUU C CHUCTEMHBIM IIOJIXOJIOM K
obecnieueHuto  uHopManuoHHOW  Oe3omacHocTH.  CHCTEMHBIM  MOJXOJ
MpeanojaraeT  MpOBEJCHUE  KOMILIEKCAa  MEpPONPHSTHH,  BKIIOYAIOIIMX
UcCclieIOBaHUE yrpo3 MHGOPMAIMOHHONW O€30MacHOCTU M pa3pabOTKy CUCTEMBbI
samuThl  [IJlH, C TO3WIMM KOMIUIEKCHOTO TIPUMEHEHUS TEXHUYCCKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3AIUTHI.

[Ton uHdopmanuonHoi 6e3onacHocThio [1/[H MOHMMAETCs 3allUIEHHOCTh
MEPCOHANIBHBIX JIaHHBIX M 00pabaThiBaloOIIe MX HHPPACTPYKTYype OT JHOOBIX
CIIyYalHBIX WJIM 3JI0OHAMEPEHHBIX BO3JACHCTBHM, PE3YJIbTaTOM KOTOPBIX MOXKET
SBUTbCSI HaHeCeHHe ymiepba camoil wHGOpMaluM, €€ BiajaenbliaM (CyObeKTam
[111) i uadpactpykrype. 3agaun nHGOPMAIIMOHHON 0€30MaCHOCTH CBOJISATCS K
MUHHMU3AIUU yiepoa OT BO3MOXKHOU peanu3ainuu yrpo3 Oe3omacHoctu [1/1H, a

TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAILICHUIO TAKUX BO3JICHCTBUMN.
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[Tonoxenue CIY>KUT  OCHOBOM It pa3pabOTKH  KOMILIEKca
OpPraHW3allMOHHBIX W TEXHUYECKUX Mep Mo obecreueHnuto HWH(POPMaIMOHHOM
oe3onacHoctu JIOY, a Takxke HOPMATUBHBIX W METOJUYECKHUX JIOKYMEHTOM,
00ECIeUNBAOIINX €€ pealn3aluio, U HE MpearoyiaraeT IMOJAMEHbI (YHKIIHMA
roCyJapCTBEHHBIX OpraHoB BiacTu Poccuiickoit ®Penepanuu, OTBEUAONIMX 32
oOecrieueHue 0e30MacHOCTH  MHGOPMAIMOHHBIX ~ TEXHOJIOTMM W 3allUTy
uH(pOpMaInu.

[TonoxxeHue ABIAETCS METOAOJIOTMYECKON OCHOBOM IS

— (dopmMupoBaHHS U TPOBEACHHUS €IWHOM TMOJUTUKU B 0O0JACTH
obecneuenus 06e3omacHoctu JJOVY;

— TMPUHITUS YOPaBICHYECKUX PEIICHUN U Pa3pabOTKU MPAKTUYECKUX
MEp MO BOIUIOIICHUIO MOJUTUKK Oe3omacHocTu [IJIH u BbIpabOTKH
KOMILJIEKCa COTJIaCOBAHHBIX Mep HOPMaTHUBHO-IIPABOBOTO,
TEXHOJIOTUYECKOTO W OpPraHU3alMOHHO-TEXHUYECKOIO XapakTepa,
HalpaBJICHHBIX HA BBIABICHUE, OTPAKECHUE U  JIMKBUAAIUIO
MIOCJIEACTBAN pealM3aliy pa3IndHbIX BUIOB yrpo3 [1/1H;

— KOOpIAWHALIMM JIEATENIBHOCTH CTPYKTYpPHBIX mnoapaszaeneHnii JOY
npu MPOBEACHUU palboT mo pa3Buturo u skcruryatanuu UCIIH ¢
cobroeHueM TpeboBaHuil odecneduenus oezonacuoctu [1]1H;

— pa3paboOTKM NPEIJIOKEHUH 1O COBEPIICHCTBOBAHUIO IPAaBOBOIO,
HOPMAaTUBHOT'0, METOJIMYECKOTO, TEXHUYECKOTO U OPraHU3alMOHHOIO
obecrnieuenus 6e3onacuoctu I1/{n B UCIIn JIOY.

[IpaBoBoi1 06a3oil st pa3pabOTKU HACTOAIIETO TOJOXKEHUS CIIyXKaT
TpeOOBaHUsI JEUCTBYIOIIUX B Poccuu 3aKOHOJATENbHBIX UM HOPMATHBHBIX

JIOKYMEHTOB MO 00ecreueHno 0€30MacHOCTH epcoHaNbHbIX JaHHbIX (I1/1H).
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1. O0mume MoOJI0KEeHUSA

Hacrosimee [lonoxenue ompenenser OCHOBHBIE LIENM M 3aJay, a TaKxKe
OOIIYI0 CTpaTeTHi0 TOCTPOCHHUS CHUCTEMBl 3aIUThl TNEPCOHAIBHBIX JAaHHBIX
(C3I1dn) AOY. IlonoxkeHue ompenenseT OCHOBHbIE TpeOOBaHMS U 0Oa30BbIC
MOJIXOJbI K UX peaNu3alliu, sl JOCTIKEHUs TpeOyeMoro ypoBHS 0€30MmacHOCTH
uHbOpMaInu.

C3I1[dn mnpencraBisieT co0OM COBOKYMHOCTh OpPraHU3AIMOHHBIX U TEX-
HUYECKUX MEpOonpusaAThil Jis 3amuthl [I/IH OT HEmMpaBOMEPHOrO WK CIYy4aiiHOTO
JIOCTyTa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKMpPOBaHUS, KOMUPOBAHUS, pac-
npoctpadenus [1/{H, a TakkKe HHBIX HENPABOMEPHBIX JECUCTBUI C HUMH.

be3onacHOCTh MEpPCOHAIBHBIX JAHHBIX JIOCTUTAETCS IYTEM HCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4alHOIo, JAOCTyna K IEPCOHAIBHBIM
JAHHBIM, PE3yJbTaTOM KOTOPOIO MOXKET CTaThb YHUYTOXKEHHE, HW3MEHEHHE,
OJIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHHUE IEPCOHATIBHBIX JAaHHBIX, a TAKKE
WHBIX HECAHKI[IMOHUPOBAHHBIX JIEUCTBUIA.

CtpykTypa, CcOCTaB W  OCHOBHBIE  (DYHKIIMM  TEXHUYECKUX U
opranu3zannoHubix Meponpustuid C3II[IH omnpenensitorcss uUCXoAss W3 YPOBHS
samuineHHoctr  (kinacca) MCII[H, yCTaHOBJIEHHOTO B COOTBETCTBHH  C
tpeboBanusimu [loctanosnenus IlpaButensctBa Ne 1119 ot 1 nHosi6ps 2012 r.,
npukaza OCTOK Poccun Ne 17 ot 11 despans 2013 r., mnpukaza OCTIOK
Poccun Ne 21 ot 18 deBpans 2013 r., a TakKe B COOTBETCTBUHU C TPEOOBAHUSIMU
[ToctanoBnenust IlpaButensctBa Poccuiickoii @enepanuun  Ne 687  «O06
yrBepxkaeHun [lonoxxennust 00 0COOEHHOCTSAX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYILIECTBIISIEMONM 0e€3 HCMHOoJIb30BaHMS CpeAcTB aBToMmatuzamumuy. C3I1/x
BKJIFOYAET OPraHU3allMOHHBIE MEpbl W TEXHUYECKUE CpPEICTBA  3aIMTHI
uHpopmaruu (B ToM uucie mudpoBaigbHble (KpUNTOrpauuecKkue) CpencTsa,
CpelCcTBa  NPENOTBpPALICHUS  HECAHKIMOHUPOBAHHOIO  JOCTYINA,  YTEUKHU

uH(OpPMAITUU 110 TEXHUYECKUM KaHalaMm, TPOrpaMMHO-TEXHUUYECKUX BO3JECHCTBUN
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Ha TeXHHUUYecKue cpenacrtBa oOpabotku IIJ[H), a Takke HCHOJB3yeMbIE B
nH()OPMAITMOHHON cUCTeMe MH(DOPMAITMOHHBIC TEXHOJIOTHH.
DT MephI MPU3BaHBI 00€CTICYUTH:

— KOH(UJICHIINATHHOCTh uHopMaru (3amuTa oT
HECaHKITMOHUPOBAHHOTO 03HAKOMJICHHS );

— IEJOCTHOCTh WH(pOpMauu (aKTyalbHOCTh W HEMPOTHBOPECUYUBOCTH
uHpopMaruu, ee 3alUIIEHHOCTh OT paszpyuieHus u
HECaHKITMOHUPOBAHHOTO U3MCHECHHS);

— JOCTYITHOCTh HWH(pOpMaIuu (BO3MOKHOCTh 3a TPHUEMIIEMOE BpEMs

MOJIYYUTh TPEOyeMyt0 HH(POPMAIIMOHHYIO YCIIYTY).

Craguu co3ganust C3I1/IH BKIIOYAIOT:

— TpEeANpPOEKTHAS CTaJusl, BKIIOYAIONIAs IPEANPOCKTHOE 00CIeIOBaHUE
NUCII[H, pa3paboTKy TEXHUYECKOro (4aCTHOTO TEXHUYECKOTO)
3a/1aHUs HA €€ CO3/IaHMUE;

— CTajusl MPOEKTUPOBaHUs (pa3pabOTKU MPOEKTOB) U pealih3alliud Mep
samuTel C3I1/1H;

— cragua BBojga B gedcrBue C3II/[IH, BkIrOUaromass OMNBITHYIO
AKCIUTYaTallMl0 U MPHUEMO-CAATOUYHBIE HCIBITAHUS CPEACTB 3aLUTHI
uHpopmanuu, a Takxke oueHky coorBercTBus C3IIJIH TpeboBaHusIM

6e30macHOCTH UHPOPMAIIUH.

OpraHu3alMOHHBIE MEpBl NPEAYCMATPUBAIOT CO3JaHUE WM TOJJCPKAHUE
npaBoBoil 0a3el OezomacHoctu [I/[H m paspaboTky (BBeaeHHUE B JEHCTBUE)
npeaycMoTpeHHbix  [lonutukoir  uH@opmarmonHoit Oe3omacHoctu  UCII/H
CHEAYIOIINX OPTraHU3alMOHHO-PACTIOPAIUTENBHBIX JOKYMEHTOB:

— Ilman wmeponpustuii 1o oOecnedeHuto 3amuthl [IJIH 1npu wux

obpabotke B UCII/IH;
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— [Ilnan meponpusTHii Mo KOHTPOJIO obecrieueHus 3amuThl [1/1H;

— Tlopsimok pes3epBUpOBaHHS UM BOCCTAHOBJICHHUS PabOTOCIIOCOOHOCTH
TC u I10, 6a3 nannsix 1 C3U;

— JomxHocTHass wuHCTpyKuus aamunuctparopa HWCII[H B 4actu
obecneuenus 6ezomacuoctu [1/1n npu ux obpadotke B UCII/IH;

— JomkHocTHas MHCTpYKIMS aaMuHUCTpaTtopa 6ezonacHocty UCIT/IH;

— JlomxHocTHass wuwHCTpykuus nonb3oBarenss UWCIIIn B yactu
obecnieuenus 6ezonacHoctH [1Jn nmpu nx o6padotke B UCII/H;

— HMHcTpykuus Ha ciiyyail BOSHUKHOBEHHUS BHEIITATHOM CUTYallUH;

— HHcTpykius no pa3MenieHno, 000py10BaHUIO U OXpaHe MOMELLEHUH,
IJIe XpaHATCS MEPCOHAIBHBIC JaHHBIE, [0 XPAHEHUIO NEPCOHAIBHBIX
JAHHBIX HAa OyMa)KHBIX HOCHUTEISX U MOPSAKY PaOOThI UCTIOTHUTENCH

C NICPpCOHAJIbHBIMH JAHHBIMH Ha 6yMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaI_II/II/I.

TexHndeckre MephI 3alUThl PEAUTU3YIOTCS IIPU OMOIIM COOTBETCTBYIOLINX
MPOrPAMMHO-TEXHUYECKUX CPEJACTB U METOJIOB 3aILIUTHI.
[lepeueHb HEOOXOIUMBIX Mep 3alIUThl MHGOPMAIUU ONpPEACNSIeTCsS TI0

pe3yapTataMm BHyTpeHHel npoBepku 6e3onacuoctu UCIT /I JOY.
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2. 3amaum C3I1/1n

OcHoBHol nenpto C3I1/IH sBisieTcss MUHUMU3AIMS yiiepoa OT BO3MOXKHOU

peanu3armu yrpo3 6e3onacuoctu [1/1H.

Jlns nocTuKeHHMsT OCHOBHOM Ienu cuctema OesomacHoctd [I[IH momkHa

oOecrieunBaTh 3HPEKTUBHOE PEIICHHE CICAYIOMIMX 3a/1a4:

3alUTy OT BMeUIaTeNnbcTBa B mnpouecc ¢pyHkiuonuposanus WCII/Ix
NOCTOPOHHUX JIHUI (BO3MOKHOCTh Hcnonb3oBanust UCII/IH u noctyn
K €€ pecypcaM JODKHBI HMMETh TOJIBKO 3apEruCTPUPOBAHHBIE
YCTaHOBJICHHBIM MOPSIIKOM MOJIb30BATEINN);
pasrpaHu4eHre JO0CTyla 3apEeruCTPUPOBAHHBIX IIOJIb30BATENICd K
anmnapaTHbIM, IPOrPaMMHBIM U HHQopManoHHbIM pecypcam UCITIx
(BO3MOXKHOCTh JIOCTyHa TOJBKO K TEM pecypcaM H BBINOJHEHUS
TOJILKO TE€X OIEepaluii ¢ HUMH, KOTOpble HEOOXOIUMbl KOHKPETHBIM
nons3oBatesisiM  VCIIJIH 11t BBIOJTHEHUSI CBOUX  CIIY>KEOHBIX
00513aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOI'O AOCTYIIA!

a) k uHpopmaruu, upkyaupyromieit B UCIT/IH;

0) cpencrBam BeruucauTenbHON TexHuku UCITH;

B) ammapaTHbIM, IPOrPaMMHBIM U KPUITOrpadhUuyECKUM

cpeacTBaM 3aluThl, ncnoib3yeMbiM B UCIIIH;

— PpErucTpauur0 JCHCTBHM  IOJIb30BAaTE€JEH MPU  KCIIOJb30BAHUU

sammmaemMbix  pecypcoB HMCIIJIH B CHCTEMHBIX JKypHajzax u
MEPUOANYECKUN KOHTPOJIb KOPPEKTHOCTH JEWCTBUM IOJIB30BATENIEH
CUCTEMBI IIyTEM aHaJIN3a COACPKUMOTO ITUX KYPHAJIOB,;

KOHTPOJIb  LEJOCTHOCTU  (oOecrieyeHue HEU3MEHHOCTH) Cpelbl
UCIIOJIHEHHUSI IPOTPAMM U €€ BOCCTAHOBJICHHE B CIIy4ae HAPYILICHHUS;
3alIUTY OT HECAHKLUHOHUPOBAHHOW MOAU(UKAIIMK U KOHTPOJIb

uenoctHoctu ucnoib3dyembix B MCIIJIH mporpaMMHBIX CpEACTB, a
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TAaKKe 3alIUTy CHUCTEMBbl OT BHEIPEHUS HECAHKLUMOHUPOBAHHBIX
IIPOTPaMM;

3anuTy [1JIH OT yTeuku o TeXHHYeCKUM KaHajaM Mpu ee o0paboTke,
XPAaHEHUH U Mepeaye o KaHAJIaM CBSI3H;

samuty [IJIH, xpanumoi, oOpabGarbiBacMOll M TiepegaBaeMoOM 10
KaHalaM CBSI3H, OT HECAHKIMOHUPOBAHHOTO pAa3rJall€HUus WIH
UCKa)XEHUS,

oOecrieyeHue KUBYUYECTH KPUNTOTPAPUUECKUX CPEACTB 3aIlUTHI
MH(pOpMaIMH NPU KOMIIPOMETAIMH YaCTH KIIFOUEBOI CHCTEMBI,
CBOEBPEMEHHOE BBISIBIEHUE HCTOYHHKOB yrpo3 OezomacHoctu I1/1H,
NPpUYMH M YCJIOBHH, CIOCOOCTBYIOIIMX HAaHECEHUIO yuiepOa
cyobekram I1J[H, co3nanue MexaHu3ma ONepaTUBHOIO pearupoBaHUs
Ha yrpo3bl 6ezonacHocTu [1J{H 1 HeraTUBHBIE TEHACHIINY;

CO3JIaHHE YCIIOBUM JUIsI MUHUMU3ALUU U JIOKAJIU3alMUM HAHOCHUMOI'O
yiiep0a HeMpaBOMEPHBIMU ACHCTBUAMH (QU3HUECKUX U FOPUIUUECKUX
JMLI, OCJIa0JIeHne HEraTUBHOTO BIIMSAHUS U JIMKBUAALIMS MOCIEICTBUN
HapyuieHus: 6e3omacHocTu 11/1H;

000OpyZOBaHUE M OXpaHa MOMELIECHUMW, TJI€ XPAHITCS MEPCOHATIbHBIC
JAHHBIE;

COOMIOICHHE TOpsiAKAa XPaHEHUs TEePCOHAJIBHBIX JaHHBIX Ha
OYMaKHBIX HOCUTEJSIX;

coOJIIOICHUE TOpSKA XpaHCHUsS KJIOUed OT TMOMENIeHUuN Tre
xpanstes [1J[H Ha OyMaKHBIX HOCUTEISX;

coOmoieHne MopsAaka paboThl HCHOJHUTENEH € NEepCOHAIbHBIMU

JaHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaHI/II/I.
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3. O0BeKTHI 3alIllUThI

Ilepeyenb HHGPOPMAUOHHBIX CUCTEM
B JIOY mpomsBogutTcs  00pabOTKa  MEPCOHATBHBIX  JAHHBIX B

uH(pOpMAIMOHHOU cucTeMe 00paboTKu nepcoHanbHbIX qaHHbIX (MCIT/IH).
Ilepeuens WCII[IH ompenenserca B mpouecce padOTbl KOMHUCCHH, I10

uTOraM paboT KOTOpo# coctasisieTcs akT kinaccuduxanuu UCII/IH.

IlepeyeHb 00bEKTOB 3alIIUTHI
OObeKTaMu 3allUTHI ABJSIOTCS — HHpopManus, oopadateiBaemas B MCIIT/IH,

U TEXHUYECKHE CpeAcTBa €€ 00padoTku u 3amuThl. CHUCOK MNEPCOHATBHBIX
JIAHHBIX, TMOJUIeXKallre 3amuTe, onpezaeneH B IlepeuHe mepcoHaIbHBIX JaHHBIX,
nojexanux 3amute B MCIII.
OOBEKTHI 3aIUTHI BKIIOYAIOT:
Oo6pabateiBaeMas ©H(pOpMaIH.
TexHonoruyeckas uHGoOpMarLus.
[IporpaMMHO-TEXHHUYECKHE CPEICTBA OOPAOOTKHU.
Cpenctsa 3amutsl [1/1H.

Kanaibl nHpOpMaLIMOHHOTO 0OMEHA U TEEKOMMYHUKALIMH.

S e A

OOBEKTHI H IIOMCHICHUA, B KOTOPBIX PAa3MCIICHBI KOMIIOHCHTEHI

WUCTIIn.
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4. Kaaccndukanus nosab3oBareseit UCII/An

ITonp3oBaTeeM HUCITIn SIBJISICTCS JIMIIO, Y4acTBYIOLIEE B
GYyHKIMOHUPOBAHUM WHOOPMAITMOHHONW CHUCTEMBI TEPCOHANBHBIX JTaHHBIX WA
UCIIONIb3YIoIIee pe3ysbTarthl ee (pyHkiuonupoBanusa. I[lomszoBarenem MCII/IH
sBisetcs mo6oit cotpyaauk JIOY, nmeromuii noctyn k UCIIIa u ee pecypcam B
COOTBETCTBHM C YCTAHOBJIICHHBIM TOPAJKOM, B COOTBETCTBUM C €rO
(GyHKIHOHATBHBIMU 00S3aHHOCTSMH.

[Tonb3oBatenu UCII/H aendrcst Ha Tpu OCHOBHBIE KATETOPHH:

AJIMUHHCTpATOD HHd)ODMaHHOHHOﬁ 0C30I1aCHOCTH.

Corpyguuku IOV, KOTOpble 3aHUMAIOTCS HACTPOWKOM, BHEAPEHUEM U
CONPOBOXKJIEHHEM cHuCcTeM Oe3omacHocTu. Aamunuctparop Wb oOnagaer

CJIEYIOIINM YPOBHEM JOCTYMA:

oOnajaeT MOJHOM WHGPOPMAIMEH O CHUCTEMHOM U MPUKIATHOM

nporpammHom obecnieueHuu UCIIx;

— obOnamaer mnonHOM wuHGOpPMAME O TEXHUYECKUX CPEACTBAX H
koHpurypammu UCIIx;

— WMeeT JOCTylml KO BCEM TEXHHUYECKUM CpPEICTBaM 00pabOTKU
uHdopmanmu u gaaasiM UCITH;

— He o0JjagaeT mnpaBaMU KOH(PUTYPUPOBAHUS W AJMUHUCTPATUBHOU

HacTporku Texunueckux cpeacts UCII/IH.

Apvmunuctparop UCIL/IH.

CoTpyaHUKH JAOY, KoTopble  3aHUMAIOTCS  CONPOBOXKICHHEM
MIPOTPaMMHOT0 00eCTIeYeHUS.
Anmvunuctpatop UCIIJIH o6nanaer caeayomuM ypoBHEM JIOCTYTIA:
— obnamaet mHpopMalmelr 00 anropuTMax U MporpaMmax 0OpabOTKH
unpopmanuu Ha UCIT/IH;
— o001asaeT BO3MOXXHOCTSIMU BHECEHHSI OLIMOOK, HEICKIapUPOBAHHBIX

BO3MO>KHOCTEH, MPOTPaMMHBIX 3aKJIa/I0K, BPEJOHOCHBIX MPOrpaMM B
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nporpammHoe obecneuenue MCIIJIlH Ha cragum ee pa3pabOTKH,
BHEJIPEHUS U COMPOBOXKJICHHUS;

— MOXET pacmoyiaraTb JIOOBIMH (parMeHTamMu HH(OpManud O
tononoruu UCII/IH u TexHuYecKux cpencTBax 0OpabOTKU U 3alllUThI
I1/1n, oopadarsiBaembix B UCII/IH;

— oOjamaer mpaBaMH KOH(PUTYPUPOBAaHUS UM  aJMHHHUCTPATUBHOMN
HacTpoWKU TexHu4eckux cpeacts MCII/IH.

Oneparop UCIT/H.

CoTpynHUKH TIOApAa3ACICHUN JAOY yuactByromux B Ipouecce
skcrryaratu MUCIIdu. Omneparop MCII[In oOnagaer cieayromuM YpPOBHEM
JOCTYyTA:

— o0yamaeT BCeMU HEOOXOJAMMBIMHU aTpuOyTaMu (HAIpUMEp, TapoyieM),
00€eCcreynBaOIMMU IOCTYTI K HEKOTOpOMY noAMHOkecTBY [1/1H;
— pacnosnaraeT KOH(QUICHIMAIbHBIMU JaHHBIMH, K KOTOPBIM HMEET

JOCTYII.
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d. OcHOBHBIC IPUHIMIIBI IOCTPOEHHUSI CUCTEMbI KOMILICKCHOM 3a1IIUThI
UH(poOpMALUHU

[Toctpoenue cuctemnl obecnedenus 6e3zonacuoctu [1Ix UCITIua JIOY u ee
GYHKIIMOHUPOBAHUE JOJKHBI OCYIIECTBIISATHCS B COOTBETCTBUU CO CIICAYIOIIHNMH
OCHOBHBIMU IIPUHIIUIIAMMU:

— 3aKOHHOCTb;

— CHUCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HENPEPBIBHOCTH;

— CBOEBPEMEHHOCTH;

— IPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS;
— TIEpCOHaJIbHAsA OTBETCTBEHHOCTD;

— MHWHHAMU3ALUA [IOJJTHOMOYHM;

— B3aUMOJICVICTBHUE U COTPYAHUYECTBO;

— THOKOCTh CUCTEMBI 3aIlIUTHI,

— OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIUTHI;

— TIPOCTOTA IMIPUMEHEHHUS CPEIICTB 3AIUTHI;

— Hay4yHass 000CHOBAHHOCTh M TEXHHYECKas Pealii3yeMOCTh;
— chernuanu3amnus u npodecCUOHaINU3M;

— 00s13aTeIbHOCTh KOHTPOJISL.

3aKOHHOCTH
[Ipenmonaraer OCyIIECTBICHHUE 3alMTHBIX MEPONPHATHH M pa3pabOTKy

C3I1JJn IOY B COOTBETCTBHM C JEHUCTBYIOIIUM 3aKOHOJATEILCTBOM B 0O0JIACTH
3amuThl [IJ[H 1 Ipyrux HOPMAaTHBHBIX aKTOB MO Oe3omacHOCTH WH(OpMaIuy,
YTBEPAKIECHHBIX OpraHaMH rOCYJIapCTBEHHOM BJIACTH M YIPAaBICHUS B MpeAenax ux

KOMIICTCHIINH.
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[Tonws3oBaTenu u obcmyxupatomuii nepconan [1ln UCIIIun JJOY nomkHb
OBITh OCBEAOMJIEHBI O NOpAIKE padOThl C 3amMinaeMod HHpopmarueil u 00
OTBETCTBEHHOCTH 3a HapylleHHe nopsaka 3auuTsl [1/[H.

CucreMHOCTDH
Cucremnsiii noaxoa k noctpoeruto C3I1/In JIOY npenmnonaraer y4eT Bcex

B3aUMOCBSI3aHHBIX, B3aUMOJCHCTBYIOIIMX W M3MEHSIOIIUXCS BO BPEMEHHU
AJIEMEHTOB, yCIIOBUM W (DaKTOPOB, CYIIECTBEHHO 3HAYMMBIX /I MMOHUMAaHUSI U
pemenust npo6iaemsl odecnieuenus 6ezonacuoctu [1JIn UCITIn JIOV.

[Ipyn co3maHuM CHUCTEMBI 3alUThl JOJDKHBI YUUTHIBATHCS BCE cClladble U
HamOoJiee ys3BUMBbIE MecTa cuctembl o0Opabotku [I/[H, a Takke Xapakrep,
BO3MOYKHBIE OOBEKTHI M HAIIPaBJICHUS aTak HA CUCTEMY CO CTOPOHBI HapyIIUTENEH
(ocobenHo BBICOKOKBaJIU(PUITUPOBAHHBIX 3JI0YMBIIICHHUKOB), yTH
MpoHUKHOBeHUs1 B pacnpenenennbie cuctembl 1 HCJl k undopmarnuu. Cucrema
3alIUTHl JIOJDKHA CTPOUTHBCS C YYETOM HE TOJIBKO BCEX HM3BECTHBIX KaHAJIOB
nponukHoBeHus: 1 HCJI k nHpopMannuu, HO ¥ ¢ y4€TOM BO3MOKHOCTH MOSIBJICHUS
MPUHITUITHAIBHO HOBBIX ITyTEH peanu3aiuu yrpo3 0€30MacHOCTH.

KoMmiekcHoCcTh
KoMiuiekcHOe MCIOJIb30BaHUE METOJIOB U CPEACTB 3aIMTHI MPEANOIaract

COTJIACOBAHHOE MPUMEHEHHUE PA3HOPOJHBIX CPEACTB MPU MOCTPOCHUH LIEIOCTHOMN
CHUCTEMbI 3alllMThI, TMEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUMMBIC) KaHAJIbI
peanu3anuy yrpo3 U He coJiepkKalieil ciabblX MECT Ha CThIKaX OT/AENBHBIX €€
KOMITOHEHTOB.

3ammTa 10KHA CTPOUTHCS 3IICTOHUPOBAHO. /(151 KaKI0ro KaHana yTeuku
uHopMaIUU W IS KaXIOM yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIBKO 3aIIUTHBIX pyOekei. Co3aHue 3alIUTHBIX pyOekKel OCYyIEeCTBISETCS C
Y4€TOM TOTO, YTOOBI JIJIi WX TPEOOJICHUS MOTEHIIMAILHOMY 3JIOYMBIIIJIEHHUKY
TpeOoBaIuCh Mpo(deCcCHOHATbHBIE HABBIKKU B HECKOJBKHX HEB3aWMOCBS3aHHBIX

o0J1acTX.



25

Buemnss 3amura opKHA oOecreduBaThCcsl (PU3MUECKHMMH CPEICTBAMU,
OpPraHM3alMOHHBIMU U TPaBOBbIMH Mepamu. OgHUM H3 HanboJiee YKpEeIJICHHBIX
pyOexeil mpu3BaHbl OBITh CPEACTBA KPUNITOTpaUUECKON 3aIIUThI, pEaIU30BAHHBIE
c wucnoib3oBanueMm TexHosorun VPN. IlpukiagHoil ypoBEeHb — 3allMTHI,
YUUTBIBAIOIIMM OCOOEHHOCTH NMPEAMETHON 00J1acTH, MPEACTaBISET BHYTPEHHUN
pyOEX 3alUTHI.

HenpepsiBHOCTb 3a1uuThl 11/{H
3ammra [I/lH — HEe pa30BO€ MEPONPHUATHE U HE NPOCTAasi COBOKYIHOCTH

IIPOBEICHHBIX MEPONPUATUIA U YCTAHOBIIEHHBIX CPEJICTB 3aIUThI, 4 HEPEPHIBHBIN
L[€JICHAIIPABJICHHBIM IIPOLECC, NPEANOJIArarolliui IMPUHATHE COOTBETCTBYIOLIUX
Mep Ha Bcex ATtamnax xu3HeHHoro uukia UCITIH.

NCIIIH momKHBI HAXOAUTHCSA B 3aILUIIEHHOM COCTOSIHUM Ha MPOTSKECHHUH
BCEr0 BPEMEHU HUX (PYHKIIMOHUPOBAHUA. B COOTBETCTBUM C 3TUM NPUHIUIIOM
JNOJDKHBI NPUHUMATBCS Mepbl 1o HenmomymeHuto nepexoma MCIIIH B
HE3AIUIIEHHOE COCTOSHUE.

BonbmIMHCTBY  (U3MUECKUX M TEXHUYECKUX CPEICTB 3allIUThl  JUIA
3¢ (})EKTUBHOTO  BBINOJHEHUA CBOMX (YHKIMI HeoOXoauMma IOCTOSHHAs
TEXHUYECKas " OpraHu3alMOHHAas (aAMUHUCTpATUBHA ) HOJIJIEPKKA
(cBOEBpeMEeHHasi cMeHa M 00ecleyeHHe MPaBUIBHOTO XPAaHEHUS W MPUMEHEHMS
MMEH, MapoJied, KIYed MHUPpOBaHMs, NEPEOIpeaesIeHUe MOJTHOMOYMNA U T.I1.).
[lepeppiBBl B paboTe CpEeACTB  3alIUThl MOTYT OBITh  HCIIOJIb30BAaHbI
3JIOYMBIIUICHHUKAMH [JI aHAJIU3a IMPUMEHSIEMBIX METOJOB U CPEICTB 3aIlMTHI,
JUIS. BHEPEHUS CIICHMUANIBHBIX MMPOrPAMMHBIX U alnapaTHBIX "3aKIaloK" U Ipyrux
CPEACTB  IIPEOJOJICHHUS  CUCTEMBl  3allMThl  II0CJIE€  BOCCTAHOBIICHUS €€
(GyHKIHOHUPOBAHMUS.

CBOEeBpeMEHHOCTDH
[Ipenmonaraer ynpexmTaronvi XapakTep Mep oOecredeHus 0e30MacHOCTH

IT1/IH, TO ecTh MOCTAaHOBKY 3a/a4 1o komiuiekcHou 3amute UCIIIH u peanuzamnuio
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mep obecrieuenus 6e3omacHocTu [1/1H Ha pannux craausx paspadborku WUCII/IxH B
IIEJIOM M €€ CUCTEMBI 3alUThl UHPOPMAIIUH, B YaCTHOCTH.

Pa3paboTka cucTeMBbI 3aIUThI JOKHA BECTUCH MapalljIeIbHO ¢ pa3paboTKOM
U pa3BUTHEM CaMOM 3aIMIIAEMON CHUCTEMBI. JTO MO3BOJUT y4eCTb TpeOOBaHUS
0€30IMacHOCTH TIPHU MPOSKTUPOBAHUN apXUTEKTYphI U, B KOHEYHOM CYETE, CO3/IaTh
oonee »(ddexkTuBHBIC (KaK IO 3aTpaTaM peCcypcoB, TaK M IO CTOMKOCTH)
3alUIIEHHBIE CHCTEMBI.

IIpeeMcTBEHHOCTH U COBEPILIEHCTBOBAHME
[TpenmoiararoT MOCTOSIHHOE COBEPIICHCTBOBAHHE MEP W CPEICTB 3aIlUTHI

uH(OpMAIIMU Ha OCHOBE MPEEMCTBEHHOCTH OPTaHMU3AIMOHHBIX U TEXHUYECKUX
peleHuii, KajpoBOTO cocraBa, aHanu3a ¢yHkuuonupoBanus WCII[IH u ee
CHUCTEMbl 3allUThl C YYETOM HU3MEHEHUM B METOJlaXx U CpEeJCTBaxX MepexBaTa
uHdopMaIuy, HOPMATUBHBIX  TpeOOBaHMUN MO  3alIUTe, JIOCTUTHYTOTO
OTEUYECTBEHHOI'O U 3apyOE’KHOT0 OIbITA B 3TOM 00JIaCTH.

Hepconam,ﬂaﬂ OTBCTCTBCHHOCTD
HpezmonaraeT BO3JIO0XCHHC OTBCTCTBCHHOCTH 3a obecricueHue

oe3zonacHoctu IIJIH m cuctemMbl HX 0OpaOOTKM Ha KaXAOro COTPYIJHUKA B
Ipesesax ero NoJHOMOYMA. B COOTBETCTBUM C 3TMM NPUHLKIIOM PacHpeleieHUe
npaB U O0S3aHHOCTEN COTPYAHUKOB CTPOUTCS TaKMM 00pa3oMm, 4yToObI B cilydae
J000r0 HApyIIeHHsT KPYyr BUHOBHUKOB OBUT YETKO HM3BECTEH WM CBEIEH K
MUHHAMYMY.

IpuHIUI MUHMMHA3ALMA TOJTHOMOYUI
O3HayaeT MpeoCTaBICHUE MOJIb30BATEIsIM MUHUMAJIBHBIX MpaB JIOCTYIa B

COOTBETCTBHH C MPOU3BOJICTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE TIPUHITUIIA «BCE,
YTO HE Pa3PELIEHO, 3AIIPELIEHOY.

Hoctyn k [1JIH mommkeH MpeaocTaBIsAThCS TOJIBKO B TOM Cilydae U o0beme,
€CIIM ATO HEOOXOIUMO COTPYIHMKY JUIsl BBITIOJHEHUS €ro JOJDKHOCTHBIX

0053aHHOCTEN.
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B3aumoaeiicTBre U COTPYAHNYECTBO
[Ipennonaraer co3gaHue OJaronpusITHOM aTMocdepbl B KOJJIEKTUBAX

nozApazaeneHuit, ooecneunBaronux AesreapHocts UCIIIn JIOY, mus cHuxeHus
BEPOSITHOCTA BO3HUKHOBCHHSI HETATHUBHBIX JCUCTBUM CBSI3aHHBIX C YEJIOBEYECKUM
(hakTopOM.

B Takoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAaHHO COOJIIO/IAThH
YCTAaHOBJIEHHBIE TMpPaBWJIA MW  OKa3blBaTh COJICCTBUE B  JICSITEIBHOCTH
noApa3eaeHU TEXHUUECKOM 3a1uThl HH()OPMAIIUHU.

I'mdkocTh cucremsbl 3amuThl ITH
[IpunsiThie Mepbl W YCTAaHOBJICHHBIE CPEACTBA 3alllUThl, OCOOCHHO B

HaYaJIbHBIN MEPUOJI X IKCIUTyaTallii, MOTYT 00€CIIeUrBaTh KaK Ype3MEpHBIii, TaK
U HEIOCTaTOYHBI ypOBEeHb 3amuThl. Jas obecrmeueHuss BO3MOXKHOCTU
BapbUPOBAaHUS YPOBHEM 3alIUILEHHOCTH, CPEICTBA 3alllUThl JOJDKHBI 00JaaaTh
OnpeiesIeHHOM THOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCS B TEX
Cllydasix, KOTJla YCTaHOBKY CpEICTB 3allUThl HEOOXOIMMO OCYIIECTBISATh Ha
paboTaroulyro  cHUCTeMy, HE  Hapylmas Ipolecca €€  HOPMaJbHOro
(GyHKUIHOHUPOBAHUS.

OTKprTOCTb AJITOPUTMOB 1 MEXAaHU3MOB 3allIMThI
CYTB IMpHUHOUIIA OTKPBITOCTH aJITOPUTMOB U MEXAHU3MOB 3allITUTEI COCTOUT B

TOM, YTO 3alldTa HE JOJDKHA OOECTIeuMBaThCA TOJIBKO 3a CYET CEKPETHOCTU
CTPYKTYPHOM OpraHu3alid W ajiropuTMoB (YyHKIMOHHUPOBAHUS €€ TOJICHCTEM.
3HaHWE aNTOPUTMOB PaOOTHI CHCTEMBI 3aIUTHI HE JTOJDKHO JaBaTh BO3MOXKHOCTH
ee mpeojosieHus (naxe aBropam). OHaKO, TO HE O3HAYAET, 4TO MHMOPMAITUS O
KOHKPETHOM CHUCTEME 3alTUThI TOJDKHA OBITH OOIIEIOCTYITHA.

IIpocToTa NpUuMeHeHHsI CPEACTB 3aIUThI
MexaHu3Mbl 3alUTHl TOJKHBI OBITh MHTYUTHBHO TOHSTHBI M TPOCTHI B

HUCIIOJIB30BaHHU. HpI/IMCHCHI/Ie CpE€aACTB 3alllMTBI HEC OOJIZKHO OBITh CBSI3aHO CO
3HAaHHUCM CIICHHAJIBbHBIX A3BIKOB HWJIIM C BbIIIOJHCHUCM HeﬁCTBHﬁ, Tpe6YIOIHI/IX

3HAYWUTEIBHBIX  JIOTIOJHUTENBHBIX  TpPyAO3aTpaT Tmpu  OObIYHOW  paboTe
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3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TMOPSJIKOM TIOJIb30BaTeNCld, a TakKe He
JOJDKHO TPeOOBATh OT TMOJIH30BATENS BBHITOJIHCHHSI PYTHHHBIX MAJIOTIOHATHBIX MY
ornepanuii (BBOJ HECKOJIBKUX Maposiel U UMEH U T.1.).

JloibkHa JOCTUTraThCs aBTOMATH3allMsl MaKCHUMaJIbHOTO YHCIA JEHCTBUI

nosib3oBarteneit u agmuuauctparopos UCIIH.

Haquaﬂ 000CHOBAHHOCTb U TEXHHYECKASA pe€aaIn3yeMocCTb
I/IH(I)OpMaHI/IOHHI)IEE TCXHOJIOTHH, TCXHUYCCKHUC U IIPOrpaMMHBIC CPCACTBA,

CpelcTBa M Mepbl 3allUThl MHGOPMALMK JOKHBI OBITh pEaJu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKU U TEXHUKU, HAYYHO OOOCHOBAHBI C TOUKHU
3peHUs] JOCTH)KEHUS 3a/laHHOTO YPOBHS 0€30MacHOCTH MH(QOpPMAIMU U JTOJIKHBI
COOTBETCTBOBATh YCTAHOBIIEHHBIM HOpPMaMm M TpeOOBaHUSAM MO O€30MaCHOCTU
IT/1n.

C3I1dx noykHa ObITh OPUEHTHPOBAHA HA PELICHUS, BO3MOXXHBIE PUCKH IS
KOTOPBIX M MEphl NPOTHUBOJECUCTBHS ITUM pPHUCKaM MPOLUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IIPAKTUYECKYIO IIPOBEPKY.

Crnenuanusanus v npodeccuoHaIu3M
[Ipeamonaraer mpuBIeUYCHHE K pa3padOTKE CPEJACTB U peaju3alud Mep

3alMTl  MH(OpManuU  CHEHUAIM3UPOBAHHBIX  OpraHu3alMil,  HambOoJee
MOJATOTOBJIEHHBIX K KOHKPETHOMY BHIYy JESTEIBHOCTH MO 00ECIEeUEHUIO
6e3onacHoctu [1/]H, UMEIONUX OMBIT MPAKTUYECKOW PabOThl U TOCYAapPCTBEHHYIO
JULEH3UI0 Ha TMpaBO OKa3zaHMs yclIyr B 3TOM obOmactu. Peanuzanus
aIMUHUCTPATHBHBIX MEp M  OKCIUIyaTalUsi CpPEICTB  3allUThl  JOJDKHA
OCYILECTBIATHCS MPOPECCHOHATBHO MOATOTOBICHHBIMY crienuanuctamu [0V,

00513aTeILHOCTH KOHTPOJIA
[Ipenmonaraer 0053aTe€IBLHOCT M CBOEBPEMEHHOCTb  BBIABICHUS U

NpeCCUYCHUsA IMOIIBITOK HAPYHMICHHUSA  YCTAHOBJICHHBIX  IIPpaBHUJI oOecrieyecHus

oe3omacHoctu II/[H Ha OCHOBE HCHOJB3YEeMBIX CHUCTEM M CPEACTB 3allIUTHI
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uHbOpMAIllMU TIPU  COBEPIICHCTBOBAHUM KPUTEPUEB U METOJOB  OIICHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM U CPECTB.

KoHTponb 3a neqTenbHOCTBIO JIIOOOro MOJIb30BaTeNsA, KaXKIOIO CPEACTBA
3alMTHl U B OTHOLIEHUU JIFOOOr0o OOBEKTA 3allUTHI JIOJDKEH OCYLIECTBISTHCA Ha
OCHOBE IPUMEHEHHUsI CPEJCTB ONEPATHUBHOIO KOHTPOJSA U PETUCTPALMU U JOJDKEH
OXBAaTbIBaTh KaK HECAHKIMOHMPOBAHHBIE, TAK U CAHKIMOHUPOBAHHBIC JCUCTBUSA

OJb30BaTEIEH.
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6.  Mepsl, MeTOABI U CpecTBa o0ecnieueHusi TPedyeMoro ypoBHs
3aIMIIEHHOCTH

ObecrnieueHne TpedyeMOro YpoBHsI 3alUILEHHOCTH JOJKHOCTH JOCTUTAThCA
C HCIIOJb30BaHMEM Mep, METOJOB M CpelIcTB Oe3zomacHOcTH. Bce Mepbl
obecneuenus 6e3onacuocty MCIIIH nonpazaensdtorcs Ha:
— 3aKOHOJaTeJbHbIE (IPaBOBBIE);
— MOpaJbHO-3TUYECKUE;
— OpraHu3alloOHHbIE (aIMUHUCTPATUBHBIC);
— (usnyeckue;

— TEeXHMYECKHUE (armapaTHble U MPOTPAMMHBIE).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MEPbI 3AIUTHI
K npaBoBbIM MepaM 3alIuThl OTHOCATCS JCHCTBYIOIIME B CTPaHE 3aKOHHI,

yKa3bl 1 HOPMAaTUBHBIE aKThl, perilaMEHTUpYIoUIie mpaBmwia oopamenus ¢ [1J(H,
3aKpEIIAIONINE TIpaBa U 00SI3aHHOCTH YYaCTHUKOB MH()OPMAIIMOHHBIX OTHOLIEHUH
B Ipolecce ee oO0pabOTKM M HCHOJIb30BaHMs, a TakKe YCTAHABIIMBAIOIINE
OTBETCTBEHHOCTb 3a HApYIIEHHsS OTUX MpaBWi, IMpPEIATCTBYS TEM CaMbIM
HEMpaBOMEPHOMY Hcnodb3oBaHuio [IJ[H W  sBisommecs CAEPKUBAIOLIUM
(akTOpoM J1J1s1 HOTEHIIUAIBHBIX HApYIIUTENCH.

[IpaBoBblE  Mephl  3alUTBl HOCAT B  OCHOBHOM  YNPEKIAIOLIUH,
IPOPUIAKTUYECKUI XapaKTep U TPeOYIOT MOCTOSIHHOW Pa3bICHUTENbHON pabOThI €
M0JIb30BATEIISIMU U 00CTYKUBAIOLIUM TIEPCOHAIOM CUCTEMBI.

MopanbHO-3THYECKHE MepPbI 3aLUThI
K MopanpHO-3THUECKMM MepaM OTHOCSITCS HOPMBI TIOBEACHHMS, KOTOPBIE

TPAAUILIMOHHO CJIOKUIIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacupoctpanenus OBM B
CTpaHe WM oOmecTBe. OTHU HOPMBI OOJBIIEH YacThlO HE  SIBISIOTCS
00s3aTEIPHBIMUA, KAaK 3aKOHOJATEIHHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJIHaKO, UX HECOOJIIOJIEHHE BEAET OOBIYHO K MAJICHUIO aBTOPUTETa, MPECTHkKa

YEJIOBEKa, TPYMIBI JIUI] WIM OpraHu3aIiui. MopaibHO-3TUYECKHE HOPMBI ObIBAIOT
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KaK HenmucaHble (Hampumep, oOlIenpru3HaHHbIe HOPMbI YECTHOCTH, TAaTPUOTU3MA U
T.I.), TAaK ¥ MHCaHbIC, TO €CTh 0OPMIICHHBIE B HEKOTOPBIA CBOJ (YCTaB) IMpaBUl
WM TIPEIITMCaHUN.

MopanbHO-3THYECKHE MEPHlI 3aIIUTHl SBISIFOTCA MPOPUIAKTUYESCKUMH |
TpeOYIOT MOCTOSTHHOM pabOThI MO CO3[IaHUIO 3J0POBOTO MOPAIBHOTO KiIUMaTa B
KOJUIEKTUBAxX TMojpasjieiieHnid. MopallbHO-ITUUYECKHUE MEphl 3alllUThl CHUXKAIOT

BCPOATHOCTL BOSHUKHOBCHUS HCTATHUBHBIX I[QﬁCTBPIfI CBA3aHHBIX C YCJIIOBCUYCCKHUM

(hakTopOM.
Opranu3annoHHble (AAMHUHUCTPATHBHBbIE) MePbI 3aAIUTHI
OpraHuzaioHHble (aJMUHUCTPATUBHBIE) MEPHI 3alUTHI - 3TO MEPbI
OpPTraHU3aIMOHHOTO Xapakrtepa, perIaMeHTHPYIOIINE TIPOIECCHI

dbynkuuonuposanus UCIIJIH, ucnons3oBanue pecypcoB MCIIJIH, nedarenbHOCTD
00CITy’KMBAIOIIET0 MepCcoHaia, a TaKke MOPSAJO0K B3aMMOJEHCTBUS MOJIb30BaTENIEH
¢ UCII[Ax Takum o0Opa3oM, 4TOObl B HauOOJbIIEH CTENEHW 3aTPYJHUTH WIH
UCKJIIOYUTh BO3MOYKHOCTh pealln3allii yrpo3 O€30MaCHOCTH WM CHU3UThH pa3Mep
NOTEPH B CITydae UX peau3alyi.

['maBHass wUeab aJAMUHUCTPATUBHBIX Mep — chopmupoBaTh IllomuTuky
uHdopmarmonHoii Oe3omacHoctu [IJ[H (oTpaxkaronryro MOAXOABI K 3alllUTe
uH(popMauu) U 00eCIeUUTh €€ BBIIIOJIHEHHE, BbIAEIAS HEOOX0AUMbIE PECYPCHI U
KOHTPOJIMPYSI COCTOSIHUE JIETI.

Peanuzauus [lomutuku mHdopmanmonnoit 6e3zonacHoctu 11In 8 UCIIn
COCTOST U3 MEP aAMUHUCTPATUBHOTO YPOBHS U OPTraHU3ALMOHHBIX (ITPOLIETYPHBIX )
Mep 3aluThl UHPOpMAITUK.

K agMUHHCTpaTUBHOMY YpPOBHIO OTHOCSITCSI PEIICHHS PYKOBOJCTBA,
3aTparuBatomue aearenbHoctb UCII/IH B nienom. DTH pelieHus 3aKpervisitoTcs B
[Tonutuke mHdopmarmoHHOW Oe3omacHocTH. [IpumMepoM Takux pemeHud MOryT

OBITh:
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— TPUHATUE pelIeHUs: 0 POPMUPOBAHUU UITU NTEPECMOTPE KOMILJIEKCHOM
nporpaMMbel  obOecrieuenust 6e3omacHoctu  [1/[H, ompeneneHue
OTBETCTBEHHBIX 32 €€ PEATU3ALHNIO;

— ¢opMynupoBaHMe €€, TOCTaHOBKAa  3ajad, OIpeAeNiCHUE
HalpaBJICHUH AeSTEILHOCTU B 00acTu 6e3omacHoctu [1]1H;

— NpPUHATHE PEHIeHUW 10 BONpOcaM pealu3alud  [POrpaMMbl
0e30macHOCTH, KOTOpbIE paccMaTpuBaioTcs Ha yposHe IOV B nenowm;

— ofecrieueHne  HOpPMATUBHOM  (mpaBoBOM)  0a3pl  BOIPOCOB
0€30MacHOCTH U T.II.

[TonmuTuKa BEpXHEro ypoBHS JOJKHA YETKO OYEPTUTH c(epy BIUSHUS U
OTpaHUYCHHUSI TIPU OMpeeeHun 1ene oezonacHoctu I1/1H, onpeaenuTs KakuMu
pecypcamu (MaTepuajibHble, MEPCOHAN) OHM OYyIyT JOCTUTHYTBl U HaAUTH
pa3yMHBIH KOMIPOMHUCC MEXKIy MpPHUEMIIEMbIM YpOBHEM O€30MaCHOCTH U
¢ynkunonansHOCTHI0 UCIT/IH.

Ha opraau3aliluoHHOM YypOBHE ONPEIEIAIOTCS NPOLEIypbl M IIpaBuia
JOCTHKEHHUS 1ienield U pemeHus 3aaa4 [loautuky nHpopManmoHHoi 0€30MacHOCTH
[1/I1. DT paBuia ONpeneItoT:

— KakoBa 00JlacTh MPUMEHEHU MOJUTUKHU O6e3onacHoctu [1/1H;

— KakOBbl pOJIM M OOS3aHHOCTH JOJDKHOCTHBIX JIML, OTBEYAIOUIME 3a
MpOBEICHHE MOMUTUKK Oe3onacHocTH I1JIH, a Tak ke UX yCTAaHOBHUTH
OTBETCTBEHHOCTB;

— KTO uMmeer mnpasa pocryna K [1/1H;

— KaKMMHU MEpaMH M CpeJicTBaMu oOecrieunBaeTcs 3ammTa [1/1H;

— KakUMH MepaMH M CpeAcTBaMU OOecneuyMBaeTcs KOHTPOJIb 3a
COOJIIOICHUEM BBEJIEHHOTO peXrMa 0€3011acHOCTH.

OpFaHI/I3aHI/IOHHBIe MCPBbI OOJI2KHEI:
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— TpeAycMaTpuBaTh  perjaMeHT HWH()OPMAIMOHHBIX  OTHOILCHHU,
HCKJIIOYAIOIINX BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX JCHCTBUN B
OTHOIIEHUU OOBEKTOB 3aIlIUTHI;

— ONpeAensaTh KOUIMIWOHHBIE U UEPAPXUYECKUE NPUHLIUMNBI U METOJbI
pasrpannueHus gocryna K [1/1H;

— ONpeaensaTh MOPSAOK paboThl C MPOrPAMMHO-MAaTEeMaTUYECKUMU U
TEXHUYECKUMU (ammapaTHble) CPeICTBAMH 3aIUThl U KPUIITO3AIUTHI
U IPYyTUX 3alIUTHBIX MEXaHU3MOB,;

— opranu3oBath Mepbl mpotuBoneiictBuss HCJ[ monwp3oBarensimu Ha
Jranax ayTeHTU(PUKALIUH, aBTOpU3ALINH, UJCHTUDUKAIIH,
0o0ecreunBaOIIMX TapaHTUM pea3allii MpaB U OTBETCTBEHHOCTH

CyOBEKTOB HUH(POPMAIIMOHHBIX OTHOLIIEHUH.

OpraHu3aiMoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

— pernamenTa gocrtyna B nomemenus UCII/1H;

— MOPSAOK AOMYCKAa COTPYAHUKOB K MCMNOJIb30BaHUIO pecypcoB MCII/Ix
A0V,

— perjaMeHTa NpOLECCOB BeJIEHUs 0a3 NaHHBIX U OCYILECTBICHUS
Moau(pUKaUA HHOOPMAITMOHHBIX PECYPCOB;

— perjiaMeHTa  NOpOLECCOB  OOCIHY)KMBAHHA W OCYIIECTBICHUS
MOAU(UKALIMY alMapaTHBIX U TporpaMMHubIX pecypcoB UCIT/H;

— uHcrpykuui mnons3oBarenei MCII[Jn (anmunuctpatopa WCIIH,
aaMUHHUCTpatopa 6e3omacHoctu, oneparopa UCIIIH);

— HWHCTPYKLMS TOJIb30BaTeNli NP BO3HUKHOBEHHWHM BHEIUTATHBIX
CUTYaIUM.

— HMHCTPYKIUS MO pa3MEIICHUI0, 000PYI0BAHUIO U OXpaHE TOMEILEHUM,

rac XpanAaTcia NCPCOHAJIBHBIC JAHHBIC, II0 XPAaHCHHUIO IICPCOHAIBHBIX
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JaHHBIX Ha 6YMEDKHBIX HOCUTCIIX U ITOPAAKY pa6OTBI HCIIOJTHUTEIEH

C NICPpCOHAJIbHBIMN JAHHBIMH Ha 6YMEDKHBIX HOCHUTCIIAX I/IHqDOpMaLII/II/I.

dusnueckue MEPbI 3alUTHI
duzndeckue MCPBbI 3alllUTBl OCHOBAHBI HA4 IIPUMCHCHHH PAa3HOTO0 poOJa

MEXaHUYECKHUX, BJIEKTPO- WU DJICKTPOHHO-MEXAHMYECKUX YCTPOUCTB W
COOPY)KEHUW, CHEIUaIbHO TPEAHA3HAYCHHBIX IS CO3JaHusA  (DU3UICCKUX
MPEISATCTBUN HAa BO3MOXXHBIX MYTAX MPOHUKHOBEHHUS W JOCTYyNa MOTCHIUAIBHBIX
HapyIIUTENeH K KOMIOHEHTaM CHUCTEMbI U 3alluiiaecMoi MH(OpMaluu, a Takxke
TEXHUYECKUX CPEJICTB BHU3YaJIbHOIO HAONIOACHUSA, CBSI3M M  OXPAHHOM
CUTHAJIM3ALIUH.

dusnyeckass 3amuTa 3JaHUN, TMOMENICHUH, OOBEKTOB U  CPEACTB
nHpopMaTH3auK JOJKHA OCYIIECTBIISITHCS IIyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIUX IOCTOB OXPaHbl, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPAHBI
WU JIIOOBIMM JIPYTUMHU CHOCOOaMHM, MPEAOTBpAIlalOIUMU U CYIIECTBEHHO
3aTPYAHSIOIMMU TPOHUKHOBEHHWE B 3JIaHWE, MOMEIICHHUS IMOCTOPOHHUX JIMII,
XUIIEHHEe WH()OPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiAcTB UH(opMaTh3aluu,
HCKJTIOYAIOIMMH HAXOXKJICHHE BHYTPH KOHTPOJIUPYEMOM (OXpaHsSEeMO) 30HBI

TCXHUYCCKUX CPCACTB PAa3BCIAKHU.

AnmnapaTtHo-nporpammMHublie cpeacTsa 3amuTol [1/{n
TexHuyeckue (amnmapaTHO-MIPOTPAMMHBIE) MEpPhI 3alllUThl OCHOBAaHBI Ha

WCIIOJIb30BaHUN PA3JIMYHBIX AJIEKTPOHHBIX YCTPOMCTB U CHEIUAIBHBIX MPOrpamM,
Bxoamux B coctaB MCITJIH ¥ BBIMOJHSIOMMX (CAaMOCTOATENBHO WA B KOMILIEKCE
C IPYTUMH CpeJcTBaMH) (PYHKIIUU 3aIUThl (MACHTU(GUKAIMIO U ayTeHTU(HUKAIIUIO
MOJIB30BATENICH, pa3TpaHUUYCHUE JOCTyIa K pecypcamM, pPErucTpaiuio COOBITHH,

Kpunrorpadguueckoe 3aKpbiTie HHPOpMauuU U T.1.).
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C ydetoM Bcex TpeOOBaHUI M MPUHITUIIOB o0ecriedeHus 6e3omacuoctu [1/1an
B MCII/IH mo BceM HapaBJICHHUSIM 3alIUTHI B COCTAB CUCTEMBbI 3aLIUTHI JTOJKHBI
OBITh BKJIFOYEHBI CIICAYIOIINE CPEICTBA:

— cpenctBa uiaeHTHGUKAIMKA  (OMO3HABaHMSA) W ayTCHTU(DUKAIUH
(moatBepkaeHUs MOAIMHHOCTH) noJib3oBateneit UCI/IH;

— cpelcTBa pasrpaHUyYCHUS JOCTyTa 3apEerUCTPUPOBAHHBIX
noJsb3oBarelen cucteMsel Kk pecypcam UCITIu JOY;

— cpeacTBa O0ECIEeYeHUsI U KOHTPOJISL LEJIOCTHOCTU MPOTrPaMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

— CpeIcTBa OINEPATUBHOTO KOHTPOJS U  PETUCTPALlUM  COOBITHIA
0e30I1aCHOCTH;

— Kpunrorpaduueckue cpeactsa 3amurhl [T/1H.

VYcnemHnoe NpUMEHEHUE TEXHUYECKUX CPEACTB 3alllUThl HA OCHOBAaHUU
NPUHUUINOB (pa3znen 5) MpeArnoJiaraeT, 4To BBIMOJHEHUE MEPEUYUCICHHBIX HUXKE
TpeOOBaHUI O0ECIEUEHO OPTraHU3allMOHHBIMU (aJIMUHUCTPATUBHBIMHU) MEpaMu U
UCIIOJIb3yeMbIMH (PU3NYECKUMHU CPEJICTBAMU 3AIUTHI:

— obecrieueHa gusnydeckas 1esocTHOCTh Bcex komnoHeHT UCII/H;

— Kaxaeli corpynHuk (momnw3oBatens MCI[JIH) wnm  rpynma
MOJIb30BATENIE WMEET YHUKAIBbHOE CHUCTEMHOE UMS U MUHHUMAJIbHO
HEOOXOJIMMBbIC i1 BBIMIOJHEHUSI WM CBOUX (DYHKIIMOHAIBHBIX
00s13aHHOCTEM MOJIHOMOYHS T10 IOCTYITY K pecypcaM CUCTEMBI,

— B UCIIu JOVY pazpaboTka u OTiaKa IporpaMM OCYIIECTBISECTCS 3a
npenenamu MCIIJIH, Ha UCTIBITATEIBHBIX CTEH1AX;

— BCE W3MEHECHHMS KOH(UTypaluu TEXHUYECKHMX ¢ MPOrPaMMHBIX
cpeacts UCII[IH npou3BOASTCA CTPOrO YCTAHOBIICHHBIM IMOPSIKOM
(perucTpupyrorcsi M KOHTPOJIHMPYIOTCSI) TOJBKO Ha OCHOBaHHUHU

pacnopsikeHuit pykoBojictea [0V,
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— CETeBOE o0opynoBaHue (KOHLIEHTPATOPHI, KOMMYTAaTOpHI,
MapuIpyTHU3aTOpPbI U T.I1.) PACHOJIAraeTCsl B MECTaX, HETOCTYIHBIX IS
IOCTOPOHHUX (CIEeUaIbHBIX TOMELIEHUX, IKadax, U T.I1.);

— cneuuamuctamu JIOY ocymecTBiasieTcss HENPEPhIBHOE YIPABICHUE U
aAMUHUCTPATHBHAS  MOJJEPKKA  (PYHKUMOHUPOBAHUS  CPENCTB

3aIlIUTHI.
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7. Konrpoas s¢ppexrusnocru C3I1/1n

Kontpons sddexkruBnoctu  C3IIJIlH  momkeH oOcCylIecTBIsSETCS Ha
nepuoguyeckod  ocHoBe. Llempto  KOHTpOds  ADPEKTUBHOCTU  SIBISETCS
CBOEBPEMEHHOE  BBISBICHUE HEHaIeKaumx pexuMoB padorel  C3II/In
(OTKIIIOUEHHE CPENCTB 3aINTHI, HapyIlICHUE PEKUMOB 3alIUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHWE peXHMa 3aluThl W T.0L.), a TakK
MPOTHO3UPOBAaHWE U TPEBEHTUBHOE pEArMpOBaHHE Ha HOBBIE  yIPO3bI
oe3onacuoctu [1J1H.

KoHTpobr MOXKET NpOBOAUTHCA Kak aJIMUHUCTpAaTOpamMu 0€30MacHOCTH
NCII[In  (omepaTWBHBII  KOHTPOJb B  mpoiecce  HUHGOPMAIMOHHOTO
Baumoneiicteuss B MWCIIJIH), Tak u TOpUBICKAaeMbIMU [UJII OTOH LIENHU
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMCIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum u ®Chb Poccum B 1mpenenax HX
KOMIIETEHLIHH.

KOHTpOIb MOKET OCYIIECTBISATHCS aAMUHUCTPATOPOM OE€30MACHOCTH KakK C
MOMOIIBI0 IITATHBIX CPEACTB cucTeMbl 3amuThl [I/[H, Tak W ¢ TOMONIBIO
CIIEIUAIIBHBIX TTPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Onenka ¢ dextuBHOCTH Mep 3ammThl [1J{H mpoBOAUTCS ¢ UCTIOIB30BAHUEM
TEXHUYECKUX W TMPOrPAMMHBIX CPEACTB KOHTPOJIA Ha MPEAMET COOTBETCTBHUSA

YCTaHOBJICHHBIM TpC6OBaHI/ISIM.
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8. Cdepnl oTBeTcTBeHHOCTH 32 Oe30macHOCTh I1/IH

OTBETCTBEHHBIM 3a pPa3pabOTKy Mep M KOHTPOJb HaJ OOecredeHHeM
0e30MacHOCTH  MEPCOHAIBHBIX  JAHHBIX  sBIsSeTcs  pykoBoxacTtBo  JIOV.
PykoBoauTenb MOXET JeNerupoBaTh YacTh IOJHOMOUYUNA MO OOECHeYEHUIOo
0€30MacCHOCTH MEPCOHATBHBIX IAHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOIWTENS  BKJIIOYAET  CIICIYIOITUE
HarpasieHus odecrieueHus: 6ezonacHoctu [1J[H:

— IlnanupoBanue W peanuzanus Mep MO OOECHEUYEHHIO 0€30MacCHOCTHU
1BVIL:

— Amnanus yrpo3 6e3onacHoctu I1/]H;

— Pa3paboTky, BHeIpeHUE, KOHTPOJIb HUCIOIHEHUS U TMOJJEpKaHUE B
aKTyaJlbHOM  COCTOSIHUM  TIOJMTUK, PYKOBOJICTB, KOHUEMIIUH,
IpoLEeAYyp, PErIaMEHTOB, MHCTPYKUUA U JIPYTUX OpPraHU3alMOHHBIX
JIOKyMEHTOB 10 00ecreueHnio 0€30MacHOCTH;

— OO0yuenue n uHbopmupoBanue noib3oBartenei MCIIIH, o mopsake
paboTsl ¢ [1JIH u cpeacTBamMu 3alluThHI;

— IlpenotrBpaiiieHre, BBISBIICHHE, pEarupoBaHUE U paccleIOBaHUE
HapyuieHui 6e3omacHoctu [1/1H.

[Ipy B3anMOAEUCTBUU CO CTOPOHHMMH OpPTaHM3aLMSIMU B ClIydasx, KOrja
COTPYIHHUKAM ITHX OpPTaHU3AIMi MPETOCTABISIETCS AOCTYH K OOBEKTaM 3alluThl
(pazgen 3), ¢ ’TUMU OpraHU3aALUSIMU JOHKHO OBbITh 3akiatoueHo «CorjameHue o
KoH(uaeHnuanpHocTH, 160  «CornameHue O  COOJMIOJIGHUH  pPeKUMa
oe3onacuoctu I1JIn npu BeimonHeHun padotr B MCII/Ia». IToaroToBka THIMOBBIX

BAPHUAHTOB 3TUX COMIAIIECHUH OCyIIEeCTBIsIeTCA ropuctaMu AszoBckoro PainOO.
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Q. Mogaenb HapymuTes 6€30MacHOCTH

[Ton wHapymmtenem B JIOY noHuMaercs auIo, KOTOPOE B pe3yJbTare
YMBIIIJICHHBIX WM HEYMBIIUICHHBIX JACHCTBUN MOXET HAHECTH YIIepO 0O0BeKTaM
3aIUTHI.

Bce Hapymurenu nensitca Ha ABE TPYMIIBL:

— BHEIIHUE HapylmuTenu — (U3MYECKUE JIMIA, HE WMEIOIIHUE IpaBa
npeObIBaHUsS Ha TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B TIpeleax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/TH Ha OyMa)XXHBIX HOCUTEIISX;

— BHYTPEHHHE HapylmuTenu — (QuU3nyeckue Jnila, UMEIOIIUE MpaBo
npeObIBaHUS HA TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B TIpejesax
KoTtopoil pasmemtaercs obopynoBanue MCII/IH, a Tak ke XpaHATCS
[1/11 Ha OyMaXXHBIX HOCUTEIISIX.

Knaccudukanusa  Hapymwurened mnpeactaBieHa B Mogenu  yrpos

0e30MmacHOCTH MCPCOHAJIBHBIX TAHHBIX.
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10. Mogean yrpo3 6€30nacHOCTH

Hnsa UCIAr JOY BblaENAOTCA CIEIYIONINE OCHOBHBIE KAaTETOPUH YIPO3
0€30MacHOCTH MEPCOHAIIBHBIX TAHHBIX:

— YTpo3bl OT YTEYKH 0 TEXHUYECKUM KaHaJaM.

— VYTIpo3bl HECAaHKIIMOHUPOBAHHOIO IOCTYMNA K MH(OPMAaLIIH.

— Yrpo3bl yHUUTOXEHUS, XulleHus annapaTHeix cpeacts UCII/IH Hocutenen
uHbopMaluu myteM ¢puznyeckoro poctymna K anementam UCIIH.

— VYrpo3pl  XHWIIEHHSA,  HECAHKIMOHUPOBAHHOM  MoaudUKauuu  WIH
OJoKupoBaHUs MHGPOpPMALMM 32 CUET HECAaHKUMOHHPOBAHHOI'O JOCTYIa
(HCH) c npumeHeHueM nporpaMMHO-annapaTHbIX U IPOrpaMMHBIX CPEACTB
(B TOM 4HCJI€ MPOTPAMMHO-MAaTEMAaTUYECKUX BO3/IEHCTBUM).

— YTrpo3pl HE IPEIHAMEPEHHBIX JICUCTBUM IOJB30BATENIE W HAPYLICHUU
oe3onacnoctu (yukuonupoBanust MCI/In u C3IIJIa B ee cocTaBe u3-3a
cOoeB B MPOrpaMMHOM OOECIEUEHUH, a TAKXKE OT YIrpO3 HEAHTPOIIOIE€HHOTO
(cooeB  ammaparyphl ~ W3-3a  HEHAQJEXKHOCTH  DJIEMEHTOB,  cOOEB
AIEKTPOINUTAHUA) U CTUXUHHOTO (YIapOB MOJIHUM, TOXKAPOB, HABOJAHEHUN 1
T.I1.) XapaKkTepa.

— YTpo3bl IpeAHAMEPEHHBIX AEUCTBUNA BHYTPEHHUX HAPYIIUTEIEH.

- erosbl HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA 110 KaHaJIaM CBA3HU.

Onucanue yrpo3, BEpOSITHOCTh UX pealiu3allii, ONaCHOCTh U aKTyaJbHOCTb
npeacTaBieHbl B «Mogenu yrpo3 O€30MacHOCTH TMEpPCOHAIbHBIX JIaHHBIX B

NCIT .
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11. Mexanusm peanusaunu Ilosio:xxenns

Peammzanuss  IlomokeHuss ~ JOMDKHA — OCYIIECTBISITBCSL  HA  OCHOBE
MEPCIEKTUBHBIX MPOrPaMM U IIJIAHOB, KOTOPHIE COCTABJISIIOTCS HA OCHOBAaHUU U BO
WCIIOJTHEHUE:

— (deaepaspbHBIX 3aKOHOB B 00jacTu obecrieueHus: WH(POPMAIIMOHHOM
0€30MacHOCTH U 3alIUTHl HHPOPMAIUH;

— mnocra”oBieHun [IpasurenscrBa Poccniickon @enepanuu;

— PYKOBOJSIIUX, OpraHU3aIMOHHO-PACTOPSIAUTEIHHBIX u
Metoandeckux JokyMeHToB @CTIK Poccuu;

— mnotpednoctert MCII/In B cpencrBax oOecredueHus O€30MIaCHOCTH

uH(bOopMaIuu.
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12. HOpﬂI[OK paﬁoTbl C MEPCOHAJIBHBIMHU TaHHBIMHA COTPYAHUKOB

Oo0s13anHOCTH padoToaarTesi

B nensx ucnonHenuss TpeboBaHui 3akoHojaTenbcTBa PD mpu oOpaboTke
MEPCOHANBHBIX JaHHBIX, BCE PAOOTHUKW YUYPESKICHHUS JTOJDKHBI HCIIOIHATH
YCTaHOBJICHHBIN TOPSAJIOK PaOOTHI:

PabGoTta ¢ mepcoHanbHBIMU JaHHBIMM PAOOTHHKOB JOJDKHA HE HapyllaTh
TpeOOBaHMII 3akoHOAaTeNbcTBAa P® © JOKaTbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliy, U JIOJKHA ObITh HETIOCPEACTBEHHO CBsI3aHa C OCYIIECTBICHUEM UMHU
CBOUX TPYJOBBIX (YHKIIHH.

[Ipu cObope n 00paboTKE MEPCOHANBHBIX JTaHHBIX pa0OTHUKA pabOTOATENb
Homxken pykoBoactBoBaThcss Konctutynuein PO, TpynoBeim koaekcom PD u
WHBIMU (PeiepalIbHBIMU 3aKOHAMU.

[lepconasibHble JaHHBIE PAOOTHUKOB JOJKHBI OBITH MOJYYEHBI TOJIBKO
HEMOCPEACTBEHHO y Hero. Eciu ns o0paboTKM €ro MaHHBIX WIM UX MOJTYyYCHHS
NPUBJIEKAECTCA TPEThbU JIMIA, TO PaOOTHHK JAOJDKEH JaTh IPEABapHUTEIILHOE
NUCbMEHHOE corjacue Ha 3To. OJHOBPEMEHHO pabOTHUK JOJIKEH ObITh
YBEIOMIIEH O I1IeJsiX cOopa MH(pOpMaluU, UCTOYHHUKAX €€ MOJTYYEHUs, a TaKkKe O
MOCJICJICTBUSIX OTKa3a OT TMPEJOCTABICHUS TUCHMEHHOTO Ccorjiacus Ha cOop
uHdopmaIuu.

[lepcoHasibHbIE AaHHBIE PAOOTHUKA O €ro MOJMTHYECKUX, PEIUTMO3HBIX U
WHBIX YOEXKIEHUAX, YaCTHOW >KM3HU, a TaK)KE UICHCTBE B OOIIECTBEHHBIX U
PO COIO3HBIX OpraHU3alUIX HE MOAJIekaT cOOpy OpraHu3aluei, eciii UHOE He
IIPEAYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TEPCOHANBHBIX JaHHBIX pPAOOTHUKA JOJKHA OO0ECIeYrMBaATHCA

IIOJHOCTHBIO 3a CUCT pa6OTO)IaTCJ'I${.
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VYupexneHvue mnpu npuemMe Ha paboTy, a TakkKe MpU JIIOOBIX H3MEHEHMSIX
npaBuJl pabOTHl C MEPCOHATBHBIMU JAHHBIMU OOS3aHO MHUCHMEHHO 3HAKOMHUTH C
HUMH BCEX PaOOTHHUKOB.

VYupexxaeHue He UMEET MPaBO MPHUHYX IATh pAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alIUTY IICPCOHAJIbHBIX JAHHBIX.

Oo06s13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTonaTeNi0 BCE MEPCOHAIBHBIE JaHHBIC, YKa3aHHbIE B
COOTBETCTBYIOIINX IOKyMEHTAX.
B ycraHOBiIEHHBIM mpaBUiIaMU CpPOK coodOmate pabortomartento 00

HN3MCHCHHHN CBOUX IICPCOHAIBbHLIX TaHHBIX.

Ilepenaya nepcoHaIbLHBIX JaHHBIX

[Ipu ocymiecTBICHUU TIepeaaud TMEePCOHAIBHBIX JaHHBIX pPaOOTHUKOB
TPETHUM JIMIIAM pabOTOaTENb 005M3aH:

HE CcOoOOIIaTh TMEPCOHANbHBIE JaHHbIE 0€3 TOJYYEeHHOTO0 MHChMEHHOTO
coryiacus pabOTHHKA, KPOME CIlydaeB, KOTJa TaKhe OOS3aHHOCTH YCTaHOBJICHBI
3aKOHOJIATEIHCTBOM;

HE TIepelaBaTh MEPCOHANBHBIC JaHHBIC PaOOTHWKA JUISl WCIIONB30BAHUS B
KOMMEPYECKUX TIEIISIX;

TpeOOBaTh OT TPETHUX JIUI] COOJIO/ICHUS TTPABUI PabOThI C MEPCOHATBHBIMU
JAHHBIMH, a  TaKKe  MPEJOCTaBICHUS  IMUCBMEHHOTO  IOATBEPIKICHUS
WCIIOJIb30BAHUSI ~ TIEPCOHATBHBIX JIAHHBIX B TOPSIAKE, MPEAyCMOTPEHHBIX

HACTOAIINM ITOJIOXKCHHUEM O 3alIUTC IIEPCOHAJIBHBIX JaAHHBIX ]
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JaBaTh JIOCTYNl K MEPCOHAJIbHBIM JAHHBIM TOJBKO JMIAM, WMEIOIIHM
COOTBETCTBYIOIIMMA JOMYCK M HCIOJB3YIOIIUX WX TOJBKO [UISl BBIIOJIHEHUS
KOHKPETHBIX ITOJITHOMOYUH;

HE HCTpeOOoBaTh HMH(OPMALMIO O COCTOSHUU 3A0pPOBbS PpabOTHHKA, 32
UCKJIIOYEHHEM JITaHHBIX, KOTOPbIE MOTYT IMOBJUATh Ha MCIOJIHEHHE PAOOTHUKOM

CBOMX TPYJIOBBIX 00s13aHHOCTEH.

3amnTa NMEPCOHAJIBbHBIX TaHHbIX paﬁOTHI/IKa

B pamkax peanuzauuu myHKTOB Hactosiero IlomokeHus o 3ammre
MEPCOHANBHBIX JaHHBIX PA0OTHUKOB, PYKOBOAUTEH YUPEKACHUS U3IA€T MIPHUKA3 O
Ha3HAYeHUM JIMI[A, OTBETCTBEHHOTO 3a COOJIIOJIEHHME TMopsiaka paboThl C
NEPCOHAIBHBIMH JTaHHBIMH PA0OTHUKOB, HA KOTOPOM JIE)KAaT BCE€ OOSI3aHHOCTHU IO
o0ecrieueHn0 KOHPHUICHITMATBHOCTH TIOTYyUYEHHBIX JaHHBIX, a TAK)KE OpraHUu3alluu
paboThI C HUMH.

[lepenaya uHGOpMAIIUU MPOUCXOTUT TOJIBKO B MHUCHBMEHHOM BHJE. 3ampocC
JOJKEH OBbITh CeNlaH B MHCbMEHHOM BHJE C YKa3aHMEM BCEX PEKBU3UTOB JIMLIA,
3anpamuBaoliero uHgopmaiuo. OTBET JODKEH ObITh CeNaH Ha (UPMEHHOM
OJIaHKEe YUYPEeXIEHHsS] M OTIpPABIEH JUOO KypbepCKOM ciy:k00H, MO0 3aKa3HbIM
MUCHMOM.

Bce momyueHHbIe TIepCOHANBHBIE TaHHBIC JOJDKHBI XPaHUTHCS B MECTE,
UCKJTIOYAIOIIeM HECAaHKIIMOHUPOBAHHBIX TOCTYI TPETHUX JIHII.

DNEeKTPOHHBIE HOCUTENW HH(POpPMAlMM, JOJDKHBI OBbITh  3alUIIEHBI

KpUINITOrpaUueCKUMH CPECTBAMHU 3aUTHI HH(OPMAIIH.
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OTBEeTCTBEHHOCTD 32 pasrjaameHue an)opMauml, CBSI3AHHOM C

NEPCOHAJIBbHBIMHA JaHHBIMU paﬁoTHI/IKa

JIuna, mpU3HAaHHBIE BUHOBHBIMU B HapyLI€HUU TPEOOBAHWI HACTOSILIETO
[TonoxeHuss 0 3alUTE MEPCOHANBHBIX JAHHBIX PAOOTHUKOM MPUBJIEKAIOTCS K
JUCHUIUIMHAPHOW, aJIMUHUCTPATUBHOM, TPaXIaHCKO-IIPABOBOM M  YTOJIOBHOM
OTBETCTBEHHOCTH, B MOPSAAKE NPEIyCMOTPEHHOM 3aKOHOAATEIbCTBOM P®D wu

JIOKAJIbHBIMU HOPMATHUBHBIMH dKTaAMMH.
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13. Ilopsiaok padoThI ¢ MEPCOHATBHBIMH JAHHBIMHU 00CTYKHBAEMbIX
rpaxaaH

IHopsimok mosryuyeHus 1 00padOTKH NMEPCOHAIbHBIX JAHHBIX
00CIy’)KMBaeMbIX I'PAaXKIAH

ITon  oOpabGotkoit  II/lH  moHMMaeTcs  MOJy4YeHHE,  XpaHEHHUeE,
KOMOMHHMpOBaHHE, Mepenaya Wi Jr00e APYyroe MCHOIb30BaHUE MEPCOHATBHBIX
JAHHBIX 00CITY>KMBAEMbIX IPaX/IaH.

PaboTa ¢ nmepcoHabHBIMU JJAHHBIMU OOCITYKMBAEMBIX T'paXKIaH JAOJKHA HE
HapyuaTh TpeOboBaHUN 3aKOHOAATEILCTBA PD U JOKaIbHBIX HOPMATUBHBIX aKTOB
OpraHU3aluu.

Hcnonb30BaHne NMEPCOHAIBHBIX JaHHBIX BO3MOXKHO TOJIBKO B COOTBETCTBUU
C LEISAMH, ONPEACIMBIIMMU HX MOJydeHHe. [lepcoHanbHBIE NaHHBIE HE MOTYT
OBITh UCIIOJIL30BaHBI B LEJSIX MPUUYMHEHUS UMYILIECTBEHHOTO M MOPAJILHOTO Bpela
rpakJaHaM, 3aTpyAHEHUs pealu3aluuu IpaB U cBoOoj TpaxiaaH Poccuiickoi
dbenepanuu.

[Topsimok 00pabOTKK MEPCOHATBHBIX JAHHBIX Ha OyMaKHBIX MaTEepUATbHBIX
HOCUTEIISIX pErJIaMeHTUpOBaH «MHCTpyKIIMEN MO  XpPaHEHUIO NEPCOHAIBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTEISIX W TOPSAKY padOThl HCHOJHUTENEH ¢
NEPCOHANBHBIMU  JTAHHBIMM  HAa  OYMaXXHBIX  HOCHUTENIAX  HMH(POPMALUNY,
YTBEPKIAECHHON PYKOBOIUTEIIEM.

ObpaboTka IIEPCOHAJIBHBIX JTAHHBIX B aBTOMATU3UPOBAHHBIX
MH(OPMAIMOHHBIX CUCTEMAaX OCYILECTBIIAETCS HA OCHOBAHUU PSAJIa YTBEPKIECHHBIX
PYKOBOAMTENEM HHCTPYKIMH, pErJaMeHTHPYIOIIHUX O00pabOTKy NepCOHAIbHBIX

naaubix B UCIT/IH.
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J]OCTyH K MEPCOHAJIBbHBIM NaHHbIM

Bayrpennuit jgoctyn (AOCTYNl BHYTPU OpraHHM3allMM) OIpeACIseTCs
MepeYHEM JIUIl, UMEIOIIUX JOCTYIl K MEPCOHAIBHBIM JaHHBIM OOCITYKHBAEMBbIX
rpaXkaaH, ONPeeIsAeTCs IPUKA30M PYKOBOIUTES.

Buemnuit gocryi:

K 4mcmy MaccoBeIXx TOTpeOMTENCH  TMEpPCOHANBHBIX JaHHBIX  BHE
OpraHu3allid MOXXHO OTHECTH TOCYAapCTBEHHBbIE (YHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIC HWHCIEKIWH, IPABOOXPAHUTEIBHBIE OpraHbl, OpPraHbl CTAaTUCTHUKH,
BOCHKOMATbI, OpraHbl COLMAIBHOTO CTPAaxOBaHUs, TEHCHUOHHBbICE (DOHIBI,
MOJIPA3/ICJICHNS] MYHUIIUTIAJIbHBIX OPTAaHOB YIIPABJICHUS;

HanzopHo-KOHTpOIBHBIE OpraHbl UMEIOT JAOCTYN K MUHGOPMAIMU TOJBKO B

chepe cBoei KOMIIETESHIIHH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh CY0ObEKTA NMEPCOHAJIbHBIX
JAHHBIX

3akperieHrue mpaB CyObeKTOB MEPCOHATBHBIX JaHHBIX, PeTJIaMEHTHPYIOIIHNX
3aIIMTY €ro TEPCOHAIBHBIX JaHHBIX, O0ECIeUYHBAET COXPAHHOCTh TOJHOW U
TOYHOU MH(OpPMALIUU O HEM.

B mensx 3ammThl NEPCOHANBHBIX HAHHBIX KOHTpAreHThl  (3aKOHHBIE
MPEACTABUTEININ ) UMEIOT MPABO:

- TpeOOBaTh MCKIIIOUEHUS WM MCHPABICHUS HEBEPHBIX WM HEMOJHBIX
MEePCOHAIBHBIX JaHHBIX, CBOOOIHBIN OCCIUIATHBIM JOCTYII K CBOMM IePCOHATBHBIM
JIAHHBIM, BKJIIOYas MPaBO Ha IMOJYYCHUE KOMHUU HOBOM 3alMCH, COAECPIKAILIECH
MEPCOHAJIBHBIC JTAHHBIC;

- ONpPEIENIATh CBOUX NPEICTABUTENICH MJIA 3alIUThl CBOUX IMEPCOHAIBHBIX

JTAHHBIX HA COXPAHECHUE U 3alIUTY CBOEU JIMYHOU TaWHBbI.
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IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTH OIIEPaTOPA NMEPCOHAIBHBIX
JAHHBIX

[lepcoHanbHasi OTBETCTBEHHOCTh - OJHO M3 TJIABHBIX TpeOOBaHUI K
opranuzaiuu QyHKIIMOHUPOBAHUS CUCTEMBI 3AIUTHI EPCOHATBHON HHPOPMAIIH
U 00s13aTeIbHOE yCI0BHE oOecrieueHus 3PPEKTUBHOCTH 3TOU CUCTEMBI.

Opuanueckue wu ¢Qusmyeckue JnumIa, B COOTBETCTBUUM CO CBOMMH
MOJIHOMOYMSIMU BJAJCIONIME O TPaKJaHaX IMOJY4YarollHe U HCIOJb3YIOIIUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHHM C 3aKOHOJATENBCTBOM Poccuiickoin
Qdenepauuy 3a HapylIIEHHE peXUMa 3allUThl, O0O0pabOTKM H  MOpsAKa
UCITIOJIb30BaHUs ATOM HH(POpPMaLIUU.

PykoBoguTenb, paspeliaromyii  JOCTYIl COTPYJIHHKAa K JOKYMEHTY,
COJIepKallleMy TI€PCOHAJbHBIE CBEACHHUS OOCIYXMBAEMBIX TpaXKJaH, HECET
NIEPCOHAIIBHYIO0 OTBETCTBEHHOCTD 32 JJAHHOE pa3pelICHUE.

Kaxxnplil coTpyaHUK OpraHu3aldM, MOJYyYaroUIuil sl padOThl JOKYMEHT,
coJiep Kallliii NIEPCOHAJIbHBIE JAHHBIE HECET €IMHOJMYHYIO OTBETCTBEHHOCTH 3a
COXPAaHHOCTb HOCUTENS U KOHPHUIECHINATbHOCTh HHPOPMAIUH.

Jlomyck K MEepCOHATIbHBIM JaHHBIM OOCIY>KHBA€MBIX TpaxaaH (3aKOHHBIX
OpejicTaBUTeNe)  OpPYrMX  COTPYAHMKOB  palOoTojaTens, HE  HMEIOUIMX
HaJyIeKanmM o0pazoM 0OPMIIEHHOTO JOCTYTA, 3aIPEIIaeTCs.

Ilepenaua (0OMEH U T.11.) MEPCOHATBHBIX JAHHBIX MEX]Y MOJIpa3AeICHUSIMU
OCYLIECTBJISIETCS  TOJIBKO MEXAY COTPYAHUKAMM, MMEIOIUMU JOCTYIl K
MEPCOHAIILHBIM JAHHBIM 00CITYKMBAaE€MBIX IPaXk]1aH.

3a HEHWCHOJHEHUE WIM HEHaJJIeXkallee HCIOJHEHUE PabOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HEro OOS3aHHOCTEM MO COOJIIOACHHMIO YCTAaHOBJIEHHOTO
nopsijika padoThl CO CBEIEHUSMH KOH(PHUACHIIMAIBHOIO XapakTepa paboTonaTesb
BIIpAaBE MPUMEHATh NpenycMoTpeHHble TpyaoBeiM KoaekcoM aucrumivHapHbIE

B3BICKAHMUI.
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14.  Owxupaemblii 3¢ dexT oT peasnzanuu Ilosnoxenns

Peanuzanus [Tonoxenus 6e3onacuoctu I1/1n B UCIT/IH mo3BoauT:

— OLEHUTh cocTosiHue Oe3omacHocTH uHbopmanuu MCIIH, BBISBUTH
UCTOYHUKM BHYTPEHHUX M BHENIHUX Yrpo3 HWH(POpMAIIMOHHOM
0€30I1acCHOCTH, ONpPEAECTUTD MIPUOPUTETHBIC HaIpaBJICHUS
MPEIOTBPALIEHHUS], OTPAKEHUA U HEUTPAIIA3ALNU ITUX YTPO3;

— pa3paboTaTh pacHoOpSIAUTEIbHBIE W  HOPMATHBHO-METOJIUYCCKUE
JOKYMEHTHI IpuMeHuTeIbHO K MCITIH;

— mpoBecTH kiaccudukanuio u ceprudukanuo UCITIH;

— TMPOBECTH OPTraHU3AIMOHHO-PEKUMHBIC U TEXHUUYECKHUE MEPONPUATUS
o obecnieueruto 6e3omacHoctu I1/1n B UCII/IH;

— o0ecreuynTh HEOOXOAUMBIH YpPOBEHb 0€30MacHOCTH  OOBEKTOB
3aIUTHI;

— pa3paboTath  METOAMYECKHE  JIOKYMEHThI 1O  pa3MELICHHUIO,
000py/IOBaHUIO U OXpaHE MOMEIICHHH, T/Ie XPaHATCS MEPCOHAIBHBIC
JTAHHbIE, TI0  XPAHEHUIO TNEPCOHANBHBIX JIAHHBIX Ha OYyMa)KHBIX
HOCHUTEJISAX W TOPSAIKY pabOThl HMCIOJHHUTEICH C IMepCOHATbHBIMU

JAHHBIMHU Ha OyMaKHBIX HOCUTEIISIX MHGOPMAIIHH.

OcyuiecTBieHHe H3TUX MEpONPUATUI 00ECTeuuT CO3JaHue EeAUHOM,
LEJIOCTHOM M CKOOPAMHUPOBAHHOW CHCTEMbl MH(GOPMAILIMOHHOM 0€30MacHOCTH U

COo31acCT yCJIOBHUA IJIA €€ I[ElJ'IBHCfIIHGFO COBCPIICHCTBOBAHMA.
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15. CHnucok ucnoJib30BaHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBbIMH n MeTOAUYEeCKUMHU
JOKYMEHTAMH, HA KOTOPbIX 0a3upyercsa HacTosimee Iloioxkenne sABIsIIOTCA:

@enepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoHaNbHBIX JAHHBIX»), YCTaHABIMBAIOIINN
OCHOBHBIC TNPUHIMUMBI U ycioBus oO0pabotku I1J[H, mpaBa, O0OS3aHHOCTH W
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIECHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

«TpeboBaHusl K 3alIMTEe NEPCOHANBHBIX JAHHBIX MPU HX 00pabOTKE B
UHPOPMAILMOHHBIX ~ CHUCTEMaX  NEPCOHAJIBbHBIX  JAHHBIX»,  YTBEP)KICHBI
[Toctanosnennem IIpaBurensctBa PO ot 01.11.2012 1. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTSX OOpPabOTKH NEPCOHAIBHBIX JAHHBIX,
OCYILECTBIsIEMOM 0€3 MCIOIb30BaHUS CPEJCTB aBTOMATH3ALUN», YTBEPKIACHHOE
[Tocranosnenuem IIpaBurensctBa PO ot 15.09.2008 1. Ne 687.

[Toctanosnenue IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O6
YTBEPKACHUM T[IEPEYHs] MEp, HANpPABICHHBIX Ha OOECIEYEHHE BBINOJIHEHUS
obsi3aHHOCTEH, TpeaycMoTpeHHbIX D3 «O mepcoHambHbIX JAaHHBIX» U MPUHITHIMU
B COOTBETCTBUM C HHM HOPMAaTUBHBIMU IIPaBOBBIMM aKTaMH, OIIEPATOPAMH,
SBJISFOIIMMUCS TOCYAAPCTBEHHBIMU UM MYHHUIIUTAIBHBIMUA OpPTaHaAMU.

«TpeboBanusi K  MaTepUATbHBIM  HOCHUTENISIM  OMOMETPUYECKUX
IIEPCOHANIBHBIX JAaHHBIX M TEXHOJOTHMSIM XpaHEHUS TAKUX JAHHBIX BHE
MHOOPMAIIMOHHBIX ~ CHUCTEM  MEPCOHAJBHBIX  JAHHBIX»,  YTBEPXKICHHbBIC
[Tocranosnennem [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOqMUecKue JOKyMEeHTbl DefepalibHOM  CIyX OBl 1O
TEXHUYECKOMY M DKCIIEpTHOMY KOHTpoJito Poccuiickoit ®enepanuu (nanee -
OCTOK Poccum) mo obecneuenuto OeszomacHoctr II/[H mpu mx o6paboTke B

WCTIJTu:
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bazoBas Mojnenb yrpo3 0O€30MaCHOCTH MEPCOHATBHBIX JAHHBIX TMPU HUX
o0paboTke B WMH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JaHHBIX, yTB. 3aM.
nupekropa @CTIK Poccun 15.02.08 r.

Metoauka omnpeaeneHusl aKTyaldbHbIX yrpo3 0€30MacCHOCTU MEPCOHAIBHBIX
JAHHBIX TpU uX 00paboTke B HHQPOPMALMOHHBIX CHCTEMaxX MEpPCOHAIBHBIX
JNaHHbIX, YTB. 3aM. nupektopa @CTIK Poccun 15.02.08 r.

[Ipukaz ®CTOK Poccum Ne 17 ot 11 despamss 2013 roma «O6
yTBepKJIeHun TpeboBaHuii o 3amure UWHOOpPMAIMU, HE COCTaBIAIONIMX
rOCyJIapCTBEHHYIO TaliHY, COJICPKAIIUXCS B TOCYIapCTBEHHBIX MHPOPMAIMOHHBIX
cucTeMax.

[Tpukaz ®CTIK Poccum Ne 21 ot 18 despansa 2013 roga «OO0 yTBepkIeHUN
CocTtaBa U coJiepaHusl OPraHU3aIMOHHBIX U TEXHUUYECKUX MEP MO 00ECIEYEHUIO
0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B HMH(POPMAIMOHHBIX
CHUCTEMaX MEePCOHAIBHBIX JTAHHBIX).

[Ipuka3z ®enepanbHoil cityx0bl Oe3omacHocTH Poccuiickoit denepanun oT
10 wuronms 2014 r. N 378 "OO yrBepxaenun CoctaBa H COJEpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0eCHeuYeHHI0 0e30MacHOCTH
MEPCOHANIBHBIX JAaHHBIX MPU HX 00paboTke B WH(GOPMAIIMOHHBIX CHCTEMax
MEPCOHANIBHBIX JAaHHBIX C UCIOJIb30BAHUEM CPEJCTB KpUNTOrpaduyeCcKO 3aIuThl
nH(pOpMaIuu, HEOOXOIUMBIX JIJIsl BBITIOJIHCHHS YCTAHOBJCHHBIX [IpaBUTEIHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIllUTe IEPCOHAIBHBIX JAHHBIX JIJIS

KaKJI0T0 U3 YPOBHEM 3aIIUIIEHHOCTH .
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16 OcobeHHoCcTH 00PAdOTKH MEPCOHATBHBIX JaHHBIX 0€3 HCIO0JIb30BAHUSA
CPeICTB ABTOMATH3ALMHU

[Ipy  HeaBTOMATHU3MpPOBAaHHONW  0OpabOOTKE pa3IMYHBIX  KaTEropuil
NEPCOHANIBHBIX JaHHBIX JIOJDKEH MCHOJb30BATHCS OTACNIBbHBIA MaTepHATIbHBIN
HOCUTENb I KKJOW KaTerOpUH MEPCOHATIbHBIX TAHHBIX.

[Ipy HeaBTOMATHU3MPOBAaHHONW 00pPaOOTKE NEPCOHAIBHBIX JAHHBIX Ha

OyMaXKHBIX HOCUTEIISX:

- He Jomyckaercss ¢ukcauus Ha OJHOM OyMa)kKHOM HOCHUTENE
NEPCOHANIBHBIX JAHHBIX, LEJIH 00paOOTKM KOTOPBIX 3aBEAOMO HECOBMECTHMBI,

- NEPCOHAJIbHBIC JIaHHBIC JOJDKHBI  000COOJSATHCS oT WMHOU
uHpOpMaIlMU, B YaCTHOCTU MyTeM (PUKCAMU KX HA OTICJIBHBIX OyMa)KHBIX
HOCHUTEJISIX, B CHEHUANbHBIX pa3jenax Wiu Ha 1oJisix popM (G1aHKOB);

- JOKYMEHTBI, COJepralllie MepCOHANbHbIE AaHHbIE, (OPMUPYIOTCS B
Jena B 3aBUCUMOCTH OT L€ 0OpaOOTKU MEPCOHABHBIX JaHHBIX;

- Jena C JOKYMEHTaMH, COJEp>KAIlMMHU MEpPCOHAJIbHBIE JIaHHBIE,
JOJDKHBI MMETh BHYTPEHHHE  ONUCH  JOKYMEHTOB C YKa3aHHEeM IeJiu
00pabOTKM U KaTeropuu NEPCOHATBHBIX JaHHBIX.

JlIokyMeHThl ~ (HOcuTenu  MHGOpMalUM), COJAEpXKalllie MepCOHAIbHbIE
JaHHbIE, JOJDKHBI XPAaHUThCS B CIHY)KEOHBIX  TOMEIICHHUAX B HAJEKHO
3aMMpaeMbIX U OMNeYaThiBaeMbIX IKadax (cerdax).

VYHUUTOXKEHHEe WIM  O00E3JIMYMBAHUME YaCTU [EPCOHAIBHBIX JIaHHBIX,
€CIM  3TO JOMYCKAaeTCsl MaTepUalibHbIM HOCHUTENIEM, MOXKET MPOU3BOAUTHCS
CIIOCOOOM, HCKIIIOYAIOIIMM  JAJbHEHUIIYI0 00paOOTKy ATHUX  MEPCOHAIbHBIX
JTaHHBIX, C COXPAaHEHHUEM BO3MOKHOCTH 00paOOTKM UWHBIX  JaHHBIX,
3a()MKCUPOBAaHHBIX HAa MaTepUaIbLHOM HOCHUTEIE.

I[Ipu  HecoBMecTMMOCTH TIieiell OOpabOTKM TMEpPCOHATBHBIX JIaHHBIX,

33,(1)I/IKCI/IpOBaHHBIX Ha OJHOM MaTCpraJIbHOM HOCHTCIIC, €CJIn
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MaTepUaIbHBIA  HOCHUTEIh  HE MO3BOJISIET  OCYIIECTBIIATH 00paboTKy
IIEPCOHAIBHBIX JAaHHBIX OTIEIBHO OT JPYrHX 3a(UKCHPOBAHHBIX Ha TOM
K€ HOCHUTENE TEePCOHANBHBIX aHHBIX, TOJDKHBI OBITh MPHHATHI MEpHI TIO
o0eCIieueHn 0 Pa3febHON O0pabOTKH TMEePCOHAIBHBIX TaHHBIX, B YACTHOCTH:

- mOpu  HEOOXOAWMOCTH  WCIOJNB30BAHHS WA PACIpPOCTPAHCHUS
OTIPE/ICTICHHBIX TIEPCOHANBHBIX JAaHHBIX OTIAEIBHO OT HAXOMSIIUXCS HAa TOM
K€ MaTEePUAIBHOM HOCUTENE JPYTUX TMEePCOHATBHBIX JAHHBIX OCYIICCTBIISIETCS
KOITMPOBAaHUE TICPCOHAIBHBIX JAHHBIX, TMOJUICKAIINX PACIPOCTPAHCHUIO WU
WCITOJIb30BAHUIO, CIIOCOOOM, HCKITFOYAIONIMM OJHOBPEMEHHOE  KOIHMPOBAHUE
NEPCOHANBHBIX  JIAaHHBIX, HE  MOJISKAIIUX  PACIPOCTPAHCHHIO u
UCIIOJIb30BAaHUIO, W HCIOJB3YeTCs (paclpoCTpaHseTcs) KOIMHUS TEPCOHATBHBIX
JaHHBIX;

- NpU HEOOXOAMMOCTH YHUYTOXKCHHS WM OJOKHUPOBAHUS YacTH
NIEPCOHAIBHBIX JIAHHBIX YHUYTOXKACTCI WM  OJIOKHPYeTCsS MaTephabHBIN
HOCHUTEIb C TMPEABAPUTEIBHBIM KOMHMPOBAHUEM CBEACHHN, HE ITOJICIKAIINX
YHHUYTOKECHUIO WIH OJIOKUPOBAHUIO, crocooom, UCKJTIOYAOIIUM
OJTHOBPEMEHHOE  KONHUPOBAaHUE  IMEPCOHAJIBHBIX  JAHHBIX, IOJICKAIINX
YHHUYTOXKCHUIO WJIH OJIOKUPOBAHUIO.

YTOouHEeHHE TEPCOHANBHBIX JAaHHBIX TIPH OCYIIIECTBICHUH 170
00paboTKK 0€3 UCTONBb30BaHUS CPEJICTB aBTOMATH3allMd MPOU3BOJIUTCA MyTEM
OOHOBJICHWSI WJIM W3MCHCHUsS JAaHHBIX Ha MAaTepUAIBHOM HOCHUTENE, a €CIH
3TO  HE TOMYCKAETCSI TEXHUYECKMMH  OCOOCHHOCTSAMH  MaTe€pHaIbHOTO
HOCHUTENIA, TyTeM (uKcanuu Ha TOM XK€ MATEPHAIBHOM HOCHTENC CBEICHUN
O BHOCHUMBIX B HHX HW3MCHCHHAX JIMOO TIyTeM W3TOTOBJICHHUS  HOBOTO
MaTEPUAIbLHOTO HOCHUTEIS C YTOYHCHHBIMH IEPCOHAIBHBIMUA JTAHHBIMH.

O0paboTKa MEePCOHATBHBIX JaHHBIX, OCYIIECTBIIIEMas 0€3 MCIOIb30BaAHUS
CPEIICTB aBTOMAaTH3allMH, JIOJDKHA OCYIICCTBIATHCS TaKUM 00pa3oM, 4TOOBI B

OTHOIICHUHN K&)K,Z[Ofl KaTCeTOpHU IICPCOHAJIIbBHBIX JaHHBIX MOXKHO OBLIO OIIpCACIINTL
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MeCTa XpaHeHHS TIePCOHANBHBEIX [JAHHBIX (MarepualbHBIX HOCHTENeH) M
YCTAHOBHUTS MEpeYeHb JIAM, OCYIIECTRIMIOMNX 06paboTKy epCOHANBHBIX JaHHBIX
‘TH60 UMEIOIUX K HEM JOCTYII

Ilpn xpanennn mMarepualbHBIX HOCHTENEH TOIDKHBI COOMONATECA YCI0BHA,
obecrevyrBaONIKNe COXPAHHOCTE IIEPCOHAIBHBIX JAHHBIX M HMCKIIOYalOLIHe
HECAHKLIMOHUPOBAHHEIM K HHM IOCTYI. XpaHeHHe IIepPCOHANBbHBIX  JaHHBIX
(MaTepHanbHBIX  HOCHTelel), o06paboTka KOTOPBIX  OCYIIECTBISETCS B

pasiMYHBIX LENSX JOIDKHO OBITh pa3/IeNbHbIM.

3asenytommit JIOY O.B. MaptsiHoBa
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