IamaATKa IS IKOJBLHUKOB 10 0e30nacHoCcTH B ceTH HTepHeT.

C KaXJIpIM I'OJJOM MOJIOZIC’KM B UHTEPHETE CTAHOBUTHLCS OOJIbIE, a INKOJIBHUKH OJTHU U3 CaAMbIX
aKTUBHBIX IOJb30BaTenel Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJIUYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MpoOIeMbl. DTa mamsITKa JOJHKHA ITOMOYb Tebe 6e301macHo
HAXOJIUTHCS B CETH.

KoMnbroTepHbie BUPYCHI .

KommnbroTepHbIil BUpYC — 3TO pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTPAMM, OTJIIMYUTEIBHOMN
0COOEHHOCTBIO KOTOPOH ABIISIETCS CHOCOOHOCTH K pPa3MHOXKEHUIO. B 1omonHeHue kK aTomy,
BHUPYCHI MOT'YT MIOBPEAUTH UM MOJTHOCTHIO YHUUTOKUTD BCe (hailiibl M TaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIB30BaTEN0, OT UMEHU KOTOPOTro Oblia 3amyleHa 3apak€HHas mporpamma,
a TaKkKe MOBPEIUTh WIN Jake YHUUYTOXKUTH ONEPAIlMOHHYIO CUCTEMY CO BceMU dailnamu B
1esnoM. B OonbimHCTBE cllydaeB pacnpoCTPaHIIOTCS BUPYChI Uepe3 HHTEPHET.

Mertoabl 3aIUTHI OT BPETOHOCHBIX MPOTPAMM:

* lcnonb3yli COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOILHUE CEPLE3HBIM YPOBEHb 3aLIUTHI OT
BPEIOHOCHBIX MPOTPaAMM;

* [locTostHHO ycTaHaBIMBal naTu (LMU(POBBIE 3aIUIATKU, KOTOPHIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCA C LENbIO 10pa0OTKHU MPOrpaMMbl) U Ipyrue 0OHOBJICHHS CBOEH
omepanroHHoi cucteMbl. CKaunBai MX TOJIBKO ¢ ouimaibHOro caita pazpadorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

* Orpannyb (HU3HYECKUN JOCTYI K KOMITBIOTEPY JJIsl TOCTOPOHHUX JIULL;

* Vcnonp3yii BHEIIHUE HOCUTEIHN HH(POPMALIUHY, TaKKe KaK (IIeniKa, TUCK Uitu (aiii u3
WHTEPHETA, TOJIbKO U3 MPOBEPEHHBIX UCTOYHUKOB;

* PabGoTaif Ha CBOeM KOMIThIOTEpE TI0]T TIPaBaMH IMOJIb30BATENs, a HE aIMUHUCTPATOPa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPAMM HHCTAJUTMPOBATHCSI HA TBOEM MEPCOHATHLHOM
KOMIIBIOTEPE;

* lcnionb3yii aHTUBUPYCHBIE TPOTrPAMMHBIE MPOTYKThI U3BECTHBIX MMPOU3BOIUTENECH, C
aBTOMAaTUYECKUM OOHOBJIEHHUEM 0a3s;

* He oTkpbIBaii KOMIBIOTEPHBIC (Paiiyibl, TOJYYCHHBIC U3 HEHAIEKHBIX HCTOYHUKOB. Jlake Te
(aiinel, KOTOpPBIE TpUCIa TBOIM 3HAKOMBIN. JlydIle yTouHU Y HEro, OTHPABIISUL JIM OH TeOe uX.
Cern WI-FI.

Wi-Fi - 3T0 He BUA nepenayu NaHHBIX, HE TEXHOJIOTHS, a BCEro JINIIb OpeH, Mapka. Eme B 1991
rojly HUJIEpIaHJICKasi KoMIaHus 3apeructpuposana opens «WECA», yto o603Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpBIii TepeBOAUTCS KaK «OeCIPOBOIHASI TOYHOCTh>.
Jlo Hamrero BpeMeHH JI0IuIa pyras abOpeBuarypa, KOTopas SBJISICTCS] TAKOH K€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIITHI
3ByKoBOM TexHUKHU Hi-Fi, 4T0o B mepeBoje 03Ha4aeT «BBICOKAsi TOYHOCTH».

Ja, 6ecraTHBIN HHTEPHET-IOCTYII B Kade, OTEIAX U adPOIOPTax SABISACTCS OTIMIHON
BO3MOXKHOCTBIO BBIXOZa B UHTEpHET. HO MHOTHE 3KCTIepTHI CUUTAIOT, UTO 001Ie0CcTynHbIe Wi-
Fi cetn He aBnsitoTCcs 0€30MaCHBIMU.

Cogertsl 10 Oe3omacHOCTH paboTe B 001Ie10CTyNMHBIX ceTax Wi-fi:

* He nepenasaii cBoro nunyo uHpopmarmio yepe3 obmenoctynusie Wi-Fi cetu. Paboras B
HUX, eJlaTeJIbHO He BBOJUTH MapOJIU JOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;

* Mcnonb3yii u OOHOBJISI aHTHBUPYCHBIE POTPaMMbL. TeM caMbIM Thl 00€30TacHIIb CeOst OT
3aKauKH BUpPYyca Ha TBOE YCTPOMCTBO;

* [Ipu ucnonszoBannu Wi-Fi oTkimoun pynkimio «O0muii 10CTyI K ¢aiiaam u mMpUHTEpaM».



JlanHast yHKIMS 3aKpbITa 0 YMOJIYAHUIO, OJTHAKO HEKOTOPbIE MOJIb30BaTENIN aKTUBUPYIOT €€
JUTSE yI0OCTBA UCIIOJIB30BaHMsI B paboTe win yuebe;

* He ucnons3yit my6mmunsiidi WI-FI nns nepenaun TUYHBIX JaHHBIX, HATPUMEP 7S BBIXO/IA B
COIIMAJIbHBIE CETU WJIU B BJIEKTPOHHYIO MOYTY;

 Nnonp3yii Tonbko 3anmiiennoe coeauaenne yepes HTTPS, a ue HTTP, 1.e. mpu Habope BeO-
azipeca BBOJIM UMEHHO «https://»;

* B moOmibHOM TenedoHe oTkoun GpyHknuio «[lonkmouenue k Wi-Fi aBromarnueckn». He
JIOTTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUS yCTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero cormacusi.
CoumnanbHble CeTH.

CornuanbHbIe CeTH aKTUBHO BXOJST B HAITY KU3Hb, MHOTHE JIFOJIU pa0OTAOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUJIITUAP/L YEIOBEK, UYTO SIBISIETCA OAHOU
CEIbMOM BCEX KUTENEH TUTaHeThl. MHOTHE TIOJh30BaTENId HE TIOHUMAIOT, YTO HH(OpMAITHS,
pa3MenIeHHast UMH B COIIMANILHBIX CETSIX, MOKET ObITh Hali/IeHAa W UCIIOJIb30BaHA KEM YTOJIHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJJarMMHU HaMEPEHUSIMH.

OcHOBHBIE COBETHI 110 OE€30MACHOCTH B COIIMANIBHBIX CETSIX:

» OrpaHnyb CIIUCOK Apy3ei. Y TeOs B APY3bsiX HE TOJDKHO OBITh Cy4alHBIX U HE3HAKOMBIX
JIIONEN;

* 3ammiail CBOI YaCTHYIO KU3Hb. He yka3wiBaii mapomnu, TeaedoHsl, aapeca, 1aTy TBOETO
POXIEHUS U IPYTYIO TUYHYIO HHPOPMAIUIO. 3MOYMBIINIJICHHHKH MOTYT UCTIOIB30BaTh JaKe
uH(OPMAIIHIO O TOM, KaK ThI U TBOH POJIUTENN TUTAHUPYETE MPOBECTH KAHUKYIIHI;

* 3ammiail CBOI penyTaiuio - IePKH €€ B YHCTOTE U 3a/1aBail cebe BOIPOC: XOTEN ObI ThI,
YTOOBI JpyTHe MOJIb30BaTENN BUIETH, YTO ThI 3arpyxaeis? [Tomgymaii, mpexae ueM 4To-To
OITyOJIMKOBATh, HAMKMCATh U 3arPY3UTh;

 Eciu TbI roBOpUIIb € JTIOABMH, KOTOPBIX HE 3HACIIIb, HE HCIIOIb3YH CBOE pealbHOE UMS U
IPYTYIO JTUUHYI0 HHGOPMAIUH: UMSI, MECTO JKUTEIIbCTBA, MECTO yueObl U MpoUee;

* N36eraii pazmenienus ¢pororpaduii B IHTEpHETE, T11e ThI M300paXK€H HA MECTHOCTH, 110
KOTOPOM MOKHO OIPENEIUTh TBOE MECTOMOI0KECHHE;

* [Ipu peructparuu B COIMATBHON CETH HEOOXOIMMO HCIIOIH30BATh CIIOKHBIC MTAPOJIH,
cocrosmIre u3 OyKB U IUQP U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

e JI;st conualibHOM CeTH, IOUYTHI U APYTUX CAWTOB HEOOXOAMMO MCTIOIh30BATh Pa3HbBIE MAPOIIH.
Torpaa ecnu Te0s B3IOMAIOT, TO 3JI0YMBIIIJICHHUKHU TOTy4YaT TOCTYI TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpazy.

JJIeKTPOHHBbIE 1eHbIH .

DIIEKTPOHHBIE IEHBTY — ATO OYEHB yIOOHBIN CITOCOO IIaTEXEH, 0JJHAKO CYIIECTBYIOT
MOIICHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHbIU.

DIIEKTPOHHBIE I€HbIY MOSBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHUX
rocyJapcTBax JIo CHUX IOp He MPOMUCAaHO Mpo HUX B 3akoHax. B Poccuu xe onn
(GYHKIIMOHUPYIOT U O HUX YK€ MPOIKMCAHO B 3aKOHE, TJI€ UX Pa3JIeSIOT Ha HECKOIBKO BHIOB —
AHOHMMHBIE U HE aHOHHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspelaercs IpOBOAUTH onepanuu 06e3 uIeHTU(PUKAIMY T0JIb30BaTelNIsl, @ B HEAHOHUMHBIX
uACHTU(DUKAIIY TT0IH30BATENS SBISETCS 00513aTEIbHOM.

Taxxe cnenyeT pa3nuyarh 3J1eKTpOHHBIE (PHaTHBIE AEHBIU (PaBHbBI TOCYAAPCTBEHHBIM BaJlIOTaM)
U DJIEKTPOHHBIE He(DHATHBIEC IEHBI'H (HE paBHBI TOCYAapCTBEHHBIM BalltoTaM).OCHOBHBIE COBETHI
1o 6e301acHoi paboTe ¢ IEKTPOHHBIMH JICHbIaMH:

* [IpuBsiKU K cueTy MOOMIIBHBIN TeneoH. DTO caMblil yI0OHBIN 1 OBICTPBIH cr1oco0
BOCCTAaHOBUTH JIOCTYI K c4eTy. [IpuBsi3anHbIi TenedoH MOMOXKeT, eciau 3a0yaeb CBOH



MJIATEKHBINA MapOJIb WK 3aiiIelIh Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

* Vcnonp3yii oHOpa3oBbie napoiu. Ilocine nepexona Ha yCUIICHHYIO aBTOpU3alLUio TeOe yxe He
OyzeT yrpokaTh ONAaCHOCTb KPa)kKH WJIM TIepexBara IJIaTeXHOro MapoJs;

* Boibepu cioxHbIi naposns. [pectynHukam OyeT He MPOCTO yrajaTh CIOKHBINA Tapoib.
Hanexwnple mapoinu — 3T0 napoiu, KOTOpbIe CoJepkKaT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBbI, HU(PBI U HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HAK JI0JIj1apa,
¢yHTa, BOCKIMIATENbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

* He BBOAM CBOM JINYHBIE TAHHBIE HA CailiTaX, KOTOPBIM HE JOBEPSIEIIb.

JJIeKTPOHHAS MOYTA.

DNEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMBIE €10 YCIYTH 110 NEPECHUIKE U
MIOJIYYECHHUIO JIEKTPOHHBIX COOOIIECHHI, KOTOPbIE PACIIPEACIIIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO AMEKTPOHHBIN TOYTOBBIN SAIMIUK BBIMJISIIUT CISTYIOIUM 00pa3oM:
UMS_TI0Jb30BaTeNsd @ uMsi_noMeHa. Taxke KpoMme nepeaadu IpocToro TeKCTa, UMEETCs
BO3MOXKHOCTh TepeaaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ ITCKTPOHHOM MTOYTOM:

* Hayio BBIOpaTh NpaBWIbHBIN MTOYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BEIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle JOBEPSATH TEM, KOr'O 3Haellb U KTO IEPBHIN B
peuTHHre;

* He yka3bIBail B TMuHOI mouTe IMYHYI0 HHGopManuto. Hanpumep, mydiie BIOpaTh
«MY3bIKQTbHBIN_(paHaT @» win «pok2013» BMecTo «remal3»;

* Mcnonb3yii ABYXATaHYIO aBTOPU3ALNI0. DTO KOI'Zla IOMHUMO apoJisd HY>)KHO BBOJUTH KOJ,
npuchUIaeMbIi 1o SMS;

* BeiOepu ci1oKHBIN apoab. J[J1s KakI0ro MOYTOBOTO SITUKA JIOJDKEH OBITh CBOM HAJIC)KHBIH,
YCTOMYUBBIN K B3JIOMY MApOJIb;

* Eciii eCTh BO3MOXHOCTh HaIMCATh CAMOMY CBOM JIMYHBIN BOMIPOC, UCIIOJIB3YH ATY
BO3MOKHOCTb;

* Mcnonb3yii HECKOJIBKO IMOYTOBBIX SAIUKOB. [IepBbIil 11 4aCTHOM MEPENUCKU C afpecaTaMu,
KOTOPBIM Thl JOBEPSAELIb. DTO MIEKTPOHHBIN aIpeC HE HAJ0 UCIOIb30BaTh IPU PETUCTPALIUU Ha
dopymax u caiitax;

 He oTkpbIBaii Qaiiibl ¥ Ipyrue BIOXKEHUS B MHCbMax Ja)ke €CIM OHM MPUIILIN OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTHPABIISUIA JTU OHH TeOe ATH (haiJIbl;

* [Tocne okoHuaHusi pabOTHI Ha MOYTOBOM CEPBUCE Tepe] 3aKPHITHEM BKIIAIKU C CAUTOM HE
3a0yab HaXKaTh HA «BBIATH».

KubepOy/uIHHT MM BUPTYaJibHOE M3/1€BaTEJIbCTBO.

KuGepOymnmuHr — npecnenoBaHre COOOLICHUIMH, COJIEPKAIUMU OCKOPOJICHUS, arPECCHUIO,
3aryruBaHye; XyJIMraHCTBO; COLIMAIbHOE OOMKOTHPOBAHHE C IIOMOUIBIO PA3TMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITMHIOM:

* He Opocaiics B 60ii. JIydmuii crmoco0: MOCOBETOBATHCS KaK ce€0sl BECTH U, €CJIM HET TOTO, K
KOMY MO>KHO OOpaTUTBhCA, TO BHaYalle yCIIOKOUThCS. Eciu Tl HauHelb oTBe4aTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €I1e OOJIBIIE pa30KKEITh KOHDIUKT;,

* VrpaBiisiii cBoeit KubeppemnyTaruei;

* AHOHUMHOCTH B ceTH MHUMasl. CyIIeCTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AaKKayHTOM;

* He crout BecTH XynuraHckuii o0pa3 BUPTyanbHOH *ku3HU. HTepHET huKcupyer Bce TBOU
JeMCTBUS M COXpaHSAET UX. Y JaluTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;



» Co0uro/1aii CBOM BUPTYAIBHYIO Y€CTh CMOJIONY;

* UrHopupy#t enuHINUHBINA HeraTuB. OHOPa30Bble OCKOPOUTENbHBIE COOOIIEHUS JTyYllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJIbHOM CTa/lny;

* B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B COLIMATBHBIX CETAX €CTh BO3MOXKHOCTD
OJIOKMPOBKH OTIPABKU COOOLICHUH C ONPEAETICHHBIX a/IpECOB;

 Ecnu 11 cBUzeTeNnb kKubepOyinHra. TBOM IEHCTBUS: BBICTYIUTH MPOTHUB MPECIIeI0BATENS,
M0Ka3aTh €My, YTO €ro JIeHCTBUS OLICHUBAIOTCS] HETATUBHO, OJIEPKATh KEPTBY, KOTOPOH
HY>KHa TICUXO0JIOTHYEeCcKasi MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B
CeTH.

MoOunbHbIi Tes1edoH.

CoBpeMeHHbIe cMapT(HOHBI U IJTAHIIETHI COEpKaT B ceOe BIOIHE B3POCHbIN (PYHKIIMOHAT, U
TeNepb OHU MOT'YT KOHKYPHUPOBATh CO CTallMOHAPHBIMU KOMIIbIoTepamMu. OJTHAKO, CPEACTB
3aLUTHI JUTSI TOTO0OHBIX YCTPOUCTB MOKA OYSHb MaJo. TeCTUPOBAHUE U TOUCK YSI3BUMOCTEH B
HUX MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak 11 1K, To sxe camoe kacaercs 1 MOOMIIBHBIX
npuiokeHuid. CoBpeMeHHbIe MOOHIIbHBIE Opay3ephl YK€ MPaKTUUYECKH TOTHAIM HACTOJIbHBIE
aHaJIOTH, OJIHAKO pacHIMpeHre (PyHKIIMOHAIA BIIEUET 32 COOON OOJIBIIYIO CI0KHOCTh U
MEHBIIIYIO 3alUIIEHHOCTb. [lasieko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHHUS,
3aKpbIBAOIME KPUTHUUECKNE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30aCHOCTH MOOMIIBHOTO Telle(oHa:

* Huuero He sBnsieTcs mo-HacTosmeMy OecriaTHbIM. bynb ocToposkeH, Beb korja Tede
npeiaraloT 6eCIuIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE YCIIYTH;

* Jlymait, mpexie yem otnpaButh SMS, ¢hoTo nnu Buaeo. Thl TOUHO 3HACHTH, TJIe OHU OyayT B
KOHEYHOM uTore?

* Heo0x01MMO OOHOBIIATH ONEPAITMOHHYIO CHCTEMY TBOETro cMapT(hoHa;

* lcnionb3yii aHTUBUPYCHBIE TPOTPAMMBI JIJ1s1 MOOMJIBHBIX TE€IE(POHOB;

* He 3arpyxaiil npuioxeHusi OT HEeM3BECTHOTO HCTOYHUKA, BEb OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieUeHue;

* [Tocne TOro Kak Thl BBIHICIb C CaiiTa, I71€ BBOAWI JUUHYIO HH(OPMAIIHIO, 3aiiI1 B HACTPOUKHU
Opaysepa u ynamu cookies;

* [Iepuouyecku npoBepsiii Kakue IIaTHIE yCIyTrd aKTUBUPOBAHbI HA TBOEM HOMEPE;

* JlaBaii cBOif HOMEp MOOHMIIBHOTO TeedOHa TOIBKO JIIOISIM, KOTOPBIX Thl 3HACIIH U KOMY
JOBEpsiCIIb;

* Bluetooth gomxeHn ObITH BHIKJIFOUEH, KOTJIa THl UM HE TIoJIb3yemibest. He 3a0piBait mHOT A
IPOBEPSTH 3TO.

Online urps! .

CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPacOYHbIE, 3aXBaThIBAIOIINE pa3BIeUeHUs, 00bEINHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MHpY. IrpoKr UCCIenyroT JaHHbBIH UM MHp, OOIIAIOTCS APYT C
JPYTOM, BBIIOJIHSIOT 3a1aHUS, CPAYKAIOTCS C MOHCTPAMHM U MOJIy4arOT OMBIT. 3@ YOBOJIbCTBUE
OHM IUJIATST: MOKYMAIOT IUCK, OTNIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KaKHue-TO OMIIUU.
Bce aTu cpenctBa uayT Ha MoJAEepKaHUE U Pa3BUTHE UTPHI, @ TAK)KE HA caMy 0€30I1aCHOCTD:
COBEpIICHCTBYIOTCS CUCTEMbI aBTOPU3AIIMH, BBIITYCKAIOTCSI HOBbIE MaT4H (1M (POBbBIE 3aIIaTKU
JUISI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTHU CEpBEpPOB. B mOg0GHBIX UTpax CTOUT omacaThCs HEe
CTOJIbKO CBOMX COIIEPHHUKOB, CKOJIBKO KPayKU TBOETO MAapOJIsi, HA KOTOPOM OCHOBAaHA CUCTEMA
aBTOpH3aIMK OOJIBIIMHCTBA UIP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT'O AKKAYHTA:

* Eciin 1pyroit urpok BeAeT cels II0X0 UM CO3/4aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH ero B



CIIUCKE UTPOKOB;

* [Toxkanyiicst aAIMMHUCTpATOpPaM UTPhI Ha II0X0€ MOBEJAECHUE ITOTO UTPOKA, JKENATEIbHO
MPUIOKUTH KaKUE-TO JIOKA3aTeJIbCTBA B BUJE CKPUHOB;

* He yka3bIBail muunyto uHdopMaruio B npogaiiie urpsl;

* YBaxail Ipyrux y4acTHUKOB 110 UIDE;

* He ycranaBnuBaii HeopuIinaabHbIC MMAaTYd U MOJIBI;

* Mcrionb3yii CIIOXKHBIE U Pa3HbIE MapoJiy;

* Jlaxke BO BpeMst UTPbI HE CTOUT OTKJII0YaTh aHTUBUPYC. [loKa Thl Urpaelb, TBOW KOMIBIOTED
MOTYT 3apa3UuTh.

@OUIIMHT WIH KPakKa JUYHBIX TAHHBIX .

OOBIYHOM Kpake JeHeT U JOKYMEHTOB CErOHS YK€ HUKOTO HE yIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUHN 37T0YMBIIUIEHHUKU TEPEMECTHUIINCH B UHTEPHET, U MPOI0KAIOT
3aHUMATHCS «JTFOOUMBIM» JAeTIOM. Tak MOsIBUIIACH HOBAs yIpo3a: MHTEPHET-MOIICHHUYECTBA WITH
¢buIuHr, riaaBHas 1ejb KOTOPOro COCTOUT B MOJIYYEHUH KOH(DUIEHIIUAIBHBIX JaHHBIX
MOJIb30BaTENICH — JIOTHHOB | maposieii. Ha anrnuiickom si3pike phishing untaercs kak GpUIIAHT
(ot fishing — pwiOHast 10Bs, password — Mmaposib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM:

* Ciieqiu 3a CBOMM aKKayHTOM. Eci ThI OJ103peBaetiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
CKOpEe;

* Ucnionp3yii 6e30macHbie BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3nHOB U MMOMCKOBBIX CHCTEM;
* Mcnonb3yii cloKHBIE U pa3Hble mapoiar. TakuM oOpa3oM, ecitu Te0s B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;
* Ecnu Te6s B3momanu, To He0OXOAUMO IPEIyNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
J00aBJICHBI y T€0S B IPY3bsX, O TOM, UTO T€OsI B3IOMAJIA U, BO3MOKHO, OT TBOET0 UMEHH Oy/IeT
pacchLIaThCsl CliaM U CChUIKM Ha (DUILIMHTOBBIE CalThI;

* YcranoBu HajexHblid napois (PIN) Ha MoOubHBIH TenedoH;

» OTKIIIOYM COXpAaHEHUE TapoJist B Opaysepe;

 He oTkpbIBaii (aiibl 1 Ipyrue BIOXKEHUS B MHCbMax Ja)ke €CIM OHM MPUILIN OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiisr;

Hudposas penyranus .

[{udposas penmyTtarus - 3T0 HETaTUBHAS WM TTO3UTUBHAS MHPOPMAIIHS B CETH O TeOe.
Kommnpomerupytomias uHpopmalus pasMenieHHas B MHTEpHETE MOXKET Cephe3HbIM 00pa3oM
OTPa3UThCS HA TBOEH peasibHOM ®u3HU. «[[udpoBas pemyranusi» - 3T0 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 uHbopMaIuu o Tebe B UHTEpHETE. TBOE MECTO KHUTEIbCTBA, YIeObI, TBOE
(dbuHAHCOBOE TOJIOKEHUE, OCOOEHHOCTH XapaKTepa U paccKa3bl O OJU3KHUX — BCE ATO
HaKaruIMBaeTCs B CETH.

MHorure noJIpoCTKU JETKOMBICIEHHO OTHOCSATCS K MyOHKAIIUU JIMYHOU HHPOpMAIUHU B
HuTepHere, He MOHUMasi BO3MOXHBIX MociecTBUN. Thl 1a)ke He CMOXKEIlb A0Ta/laThCsl O TOM,
yTto potorpadusi, pazmerieHHas 5 €T Ha3a/l, CTana MPUYNHON 0TKa3a MPUHATH Te0s HA padoTy.
KoMmmenTapuu, pazmenienrue TBoux ¢ororpaduii U Apyrue 1eHCTBUsI MOTYT HE HCUE3HYTh JIakKe
MOCJIe TOrO, KaK Thl UX yJanuilb. Thl HE 3Haelllb, KTO COXpaHII ATy HHPOpMaIUIo, Tomnana Jinu
OHA B MMOMCKOBBIC CUCTEMBI U COXPAHUJIACh JIU OHA, a TJIABHOE: YTO MOIyMalOT O Tebe
OKpY’Kalollee JII0I1, KOTOpbIe HAWAYT M YBUAAT 3T0. HaliTu nH(pOpManuio MHOTO JIET CITyCTS
CMOXeET JII000# — Kak 13 T0OPhIX TOOYXK/IEHUH, TaK U ¢ HAMEPEHUEM NPUYUHUTH Bpea. ITO
MOJKET OBITh KTO YTOIHO.



OCHOBHBIE COBETHI 110 3alTUTE ITU(POBOM peryTaIuu:

* [Tonymaii, mpexxe yem 4To-TO MyOJUKOBATh U MepeiaBaTh y ce0s B 0J10Te WK B COLUAIbHON
ceTH;

* B HacTpoiikax mpoduis yCTaHOBH OTpaHUYCHUS HA IPOCMOTP TBOETO MPOdUIIS U ero
COAEPKUMOTO, CAETIAN €0 TOJBKO IS APY3eh»;

* He pa3memnaii 1 He yka3biBail nH(OpMAIHIO, KOTOPask MOXKET KOT0-TH0O0 OCKOPOJIATh HIIH
00MXKaTh.

ABTOpCKOE PaBo.

CoBpeMeHHBIE ITKOJIFHUKH— aKTUBHBIE TI0JIH30BATENHN IIU(PPOBOTO MpocTpancTBa. OaHAKO
JTAJIEKO HE BCE 3HAIOT, UTO MOJIb30BAaHHE MHOTUMHU BO3MOXKHOCTSIMU IIHU(PPOBOTO MHUpa TpeOyeT
COOJIIO/ICHHS TIPaB HAa MHTEJUICKTYaIbHYIO0 COOCTBEHHOCTb.

TepMHUH «MHTEIJIEKTYyalbHasi COOCTBEHHOCTb» OTHOCHTCS K Pa3IMYHBIM TBOPEHHUSIM
YeJI0BEYECKOT0 yMa, HAYMHAs C HOBBIX U300pETEHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH , U 3aKaHYMBAasi KHUTaMH, GoTorpadusiMu, KHHOPHUIEMaMH U
MY3bIKQITBHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa — 3TO MPaBa Ha HHTEIUICKTYAIbHYIO COOCTBEHHOCTh Ha TIPOU3BEICHUS HAYKH,
JUTEPaTyphl U HCKYCCTBAa. ABTOPCKHE ITPaBa BHICTYIAIOT B KAYECTBE rapaHTHH TOTO, YTO
WHTEIJIEKTYaTbHBIH/TBOPUECKUIA TPY/ aBTOPa HE OYJET HAPaCHBIM, 1aCT €My CIIPABEATUBLIC
BO3MOXKHOCTH 3apa00TaTh Ha Pe3yJIbTaTaXx CBOErO TPYAQ, MOIYUYUTh U3BECTHOCTh M IIPU3HAHUE.
HuxkTo 6e3 pa3pernienust aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
MyOIHYHO IEMOHCTPUPOBATH, MPOIaBaTh, UMIIOPTUPOBATH, ITYCKATh B IPOKAT, MyOIMYHO
UCTIOJTHATH, IOKA3bIBATH/UCIIONHATE B dQHpe Wik pa3memaTs B IHTepHeTE.

Hcnonp30BaHne «IUPATCKOT0» MPOrpaMMHOT0 0OecTieueHusl MOKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEepU JaHHBIX K TBOUM aKKayHTaM 10 OJOKHPOBKU TBOETO YCTPONCTBA, Te
YCTaHOBJICHHBIN HE JierajpHas nporpamma. He ctout takke 3a0bIBaTh, 4TO CYIIECTBYET
nerajabHbIe U OECIUIaTHBIE MPOTPAMMBbI, KOTOPHIE MOYKHO HAWTH B CETH.



