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OIIPEAEJIEHHUA

B HacTosImieM JOKYMEHTE MCIOJIb3YIOTCS CIEAYIOIIUe TEPMHUHBI U HX
ompeneeHHs.

ABTOMATH3HPOBAHHAS CHCTEMa — CHUCTEMA, COCTOALLAA M3 IepCoHala U
KOMIDTEKCA CPEJCTB aBTOMATH3aLlMK ero AeATeNbHOCTH, peanusyromas HHpopMa-
LHOHHYIO TEXHOJIOTHIO BBIITOIHEHHS YCTAHOBIIEHHBIX (DYHKIIHH.

AyTtenTHHKANHS OTNPABUTENs JaHHBIX — IIOJTBEP)KIeHUE TOr0, YTO OT-
MPaBUTEIb MTOyYeHHBIX JAHHBIX COOTBETCTBYET 3asBIEHHOMY.

Be3zonacHOCTL mNepCcOHAJBbHBIX MaHHBIX — COCTOSHHE 3allUIIEHHOCTH
MEepCOHAJIbHBIX  JJAHHBIX, XapakTepH3yeMOe CIIOCOOHOCTHIO  IOJIb30BaTENIeH,
TEXHHUECKHX  CpeACTB M  HMHOOPMALMOHHBIX  TEXHOJOTHH  00ECHEeYHTh
KOH(HIGHI[HAIBHOCTb, 11€JIOCTHOCTh M JOCTYIHOCTh MEPCOHANBHBIX NaHHBIX IPH
X 00paboTke B MHPOPMALIMOHHBIX CUCTEMaX MePCOHATBHBIX JaHHEIX,

buomerpHyeckne TmNepcoOHAJbHbIe [JaHHbIe — CBEICHHS, KOTOpBIE
XapaKTepu3yroT (U3UO0JOrHUecKue 0COOEHHOCTH YesloBeKa U Ha OCHOBE KOTOPBIX
MOJKHO YCTaHOBHUTb €ro JIMYHOCTb, BKIIOuUas (oTorpacduu, OTHEYaTKU MalbLEB,
o0pa3 ceTyaTKH IJla3a, OCOOEHHOCTH CTPOEHHS Tela U JAPYTyl MOJ00HYIO
uH(bOpPMAIHIO.

b/iokHpOBaHHE NEepPCOHAJNBHBIX [JaHHBIX — BPEMEHHOE IpPEeKpalleHHe
00paboTKH MEepCOHANBHBIX JAAHHBIX (32 HCKIIIOUYEHHEM CiIydaeB, eclid 00paboTka
Heo0XouMa sl yTOUYHEHUs IEPCOHAIBHBIX JaHHBIX).

Bupye (xoMnproTepHbIH, IPOrpaMMHBIH) — UCIIOIHAEMBIA NPOrPaMMHbII
KOJl MJIM MHTEpHpeTUpyeMblii HaO0Op MHCTPYKILMHA, 00nalarouuil cBORCTBAaMU He-
CaHKIIMOHHUPOBAaHHOI'O PACIPOCTPaHEHUs U caMoBocnpomusBeneHus. Co3maHHbIC
QyOnuKaTsl KOMIIBIOTEPHOIO BUpYCa HE BCErJa COBIAJNAIOT ¢ OPUTHUHAIOM, HO CO-
XPaHAIOT CIIOCOOHOCTh K AajbHEHIIEMy pacIpOCTPaHEHHIO M CaMOBOCIIPOU3BE/IE-
HUIO.

Bpenonocnas nporpamma — nporpaMma, IpegHa3sHaueHHas! 1JIsl OCYIIEeCTB-
JIEHHS] HECAHKIMOHUPOBAHHOIO NOCTyNa W (MJIM) BO3ACUCTBUS HA MEPCOHANBHBIE
JIaHHBIE WM PECYPCHI HH(POPMALMOHHON CUCTEMBI IIEPCOHATIBHBIX JIaHHBIX.

BenomoraresibHble TeXHHYECKHE CPEACTBA M CHCTeMbl — TEXHHYECKHE
CpPENCTBA U CHCTEMBI, HE NPeJHa3HAuEHHbIE UL Nepeiaun, 00paboTKu U XpaHEeHHs
IIEPCOHAJILHBIX J@HHBIX, YCTaHABJIMBAaEMble COBMECTHO C TEXHHYECKHUMH CpPEJCT-
BaMHU M CUCTEMaMH, IIpeJHa3Ha4YeHHBIMU ISl 00pabOTKH MEepPCOHANBHBIX IaHHBIX
WIH B IOMEILEHMAX, B KOTOPBIX YCTAHOBJIEHBI MH(OPMALMOHHBIE CHCTEMBI IMEpCo-
HaJIBHBIX JIaHHBIX.

Jloctyn B oOnepauHOHHYI0 cpedy KomnbioTepa (HHGOPMANHOHHOM
CHCTEMbl MNEpPCOHAJbHBIX [JaHHBIX) — IIOTy4eHHE BO3MOXKHOCTH 3aIlyCKa Ha
BBIIIOJIHEHME IUTATHBIX KOMaHJ, (YHKUMHA, NpOIEIyp OIEPallMOHHOM CHCTEMBI
(VHHYTOXKEHMS], KONMPOBaHMA, IEPEMEICHHss W T.L), MCIONHAEMBIX (aiiioB
NPUKJIAIHBIX IIPOTPaMM.

Joctyn K MH(OPMALHH — BOSMOXXHOCTB TOJydeHHsT HUHGOPMALAM U ee HC-
10JIb30BAHHSL.



3aKI21049HOE YCTPOHCTBO — IEMEHT CPEIICTBA CheMa MHPOPMALIH, CKPBITHO
ssenpseMblil  (3aKIA/IbIBACMBIA I BHOCMMBI) B MecTa BO3MOXKHOIO CheMa
sEdopMaIH (B TOM HHCIe B OTPaXICHHE, KOHCTPYKIIHIO, o0opyIoBaHUE, IPEAMEThI
wHTEpEEpa, TPAHCIIOPTHBIE CPEJICTBA, & TAkKe B TEXHUYECKUE CPE/CTBA U CHCTEMBI
obpaboTku nH(OPMALIKK). _

Zamumaemasi mudopmanua — MHGOPMALKS, ABIIOIAACA IPEAMETOM cob-
CTREeHHOCTH M TOUISKAINas 3aldTe B COOTBETCTBUM C TPeOOBAHHMSAMU IIPABOBBIX
SOKYMEHTOB MM TPeGOBAHHSIMH, yCTAHABIHBAEMbIMA COOCTBCHHMKOM UH(OPMAaLIUH.

WnenTHdHKANMS — MPUCBOCHHUE CyOBEKTaM U OOBEKTAM JOCTYNa MICHTH-
dukaropa ¥ (WIM) CpaBHEHHE INpPEABABIAEMOro UIEHTAGHUKATOpPa C IEPEIHEM
NPHCBOCHHBIX UAECHTU(UKATOPOB.

WndpopMaTHBHBIH CHIHAJ — SIEKTPUYECKHE CUTHANIBI, aKyCTHUECKHE, SIICK-
TPOMArHWTHBIE U JpyTWe (QU3MYecKHe MO, IO IapaMeTpam KOTOPBIX MOXCT OBITH
pacKpbITa KOH(HEHIMaIbHas MHQOPMAITHS (TIEPCOHANIBHEIC TaHHBIC) o0pabatriBacMast
8 HH(OPMALIFIOHHOH CHCTEME IIEPCOHATBHBIX JAHHBIX.

WHpopManHOHHbIe TEXHOJIOIHH — TPOIECChI, METOMBI TIOMCKE, COOpa, Xpa-
menusi, OOpabOTKH, MpPEJOCTABICHWS, PACTIPOCTPAHEHHMs HMH(pOpMAIH 1 CI1I0c00bI
OCYLIECTBIIEHNS TAKUX IIPOLIECCOB U METOJI0B.

UndopManHOHHAA CHCTEMA MEPCOHAJBHBIX JAHHBIX (MCIldn) -
COBOKYITHOCTh COZEp)Kallkxcss B 0asax JaHHBIX TMEPCOHAIBHBIX JAAHHBIX U
obecreunBaOIINX UX 00paboTKy HHGOPMAIMOHHBIX TEXHOJIOTUH M TEXHHIECKHX
CpeICTB.

HMcnosib30BanHe MePCOHANbHBIX JaHHBIX — JelCTBUA (omepauuu) c
epPCOHATBHBIMA JaHHBLIMH, COBEpIIAEMbIE OINEPaTOPOM B LENAX IPHHATHA
pelleHyii WM COBEpLICHHs HHBIX [eHCTBHH, INOPOXKMAIOMIMUX FOPHANICCKHC
[OCJIEJICTBUS. B OTHOILLUCHHH CyObeKTa MEepPCOHAIBHBIX NaHHBIX WM APYTHX JIKI
1160 MHBIM 06Pa30M 3aTPardBAIOLIUX IIPaBa U CBOOOIB! CyOBEKTa MePCOHANBHBIX
JAHHEBIX WM JIPYTHX JIHIL.

McTOYHHK yrpo3bl 6e30nacHoCTH HHGOpMauuH — CyOBEKT JI0CTYIa, MaTe-
pHATBHBIA 00BEKT MM (DH3UYECKOE SIBICHHE, ABIIAIOIIMECH MPUYMHON BO3HUKHOBEHHSI
yIrpo3bl 6€30I1aCHOCTH HH(POPMALHH.

KoHTposiupyemasi 30Ha — IIPOCTPAHCTBO (TePpUTOPHSl, 30aHKE, YaCTh 3aHU,
fOMelleHHe), B KOTOPOM HCK/IOYEHO HEKOHTPOIMpyeMOe NpeObIBaHKEe NOCTOPOHHMX
JIHLL, @ TAKKE TPAHCIIOPTHBIX, TEXHUUECKHX ¥ HHBIX MaTePHAIBHBIX CPEZICTB.

KoH}pHAeHIHATLHOCTH NEPCOHANbHBIX MAAHHBIX — O0S3aTCNBHOS A
cOOITFONIeHHs] OTIEPATOPOM KT HHBIM MOJIYYMBILKMM JOCTYTI K MEPCOHAIBHBIM NaHHBIM
muioM TpeOOBaHME He JONyCKaTh MX pacnpocTpaHeHue Oe3 cornacus CyOBeKTa
NEPCOHABHBIX TaHHBIX MJIM HATMYHMS HHOTO 32KOHHOIO OCHOBAHMSL.

MeskceTeBOi 3KPaH —~ JIOKATbHOE (OJHOKOMIIOHEHTHOE) Wi (DyHKIMOHATBHO-
pacrpe/eieHHoe  IIPOrpaMMHOe (IIpOrpaMMHO-AIIIapaTHOE) CPEACTBO  (KOMILIEKC),
peau3yIolliee KOHTPOJIb 3 MH(opMallkeH, MocTyraroLel B HHOPMAIMOHHYIO CHCTEMY
TepCOHABHBIX JAHHBIX H (V) BEIXOAAIIEH U3 MHGOPMALMOHHOK CHCTEMBI.

Hapymureab 6e30NacHOCTH NePCOHAIBHBIX JAHHBIX — (hu3HYecKoe JIUIIO,
CITyHaifHO MM TIpeIHAMEPEHHO COBEpIIAIOLIee ISHCTBHS, CIIe/ICTBUEM KOTOPBIX SABILICTCA



sapymenvie 0€30MaCHOCTH TIePCOHAIBHBIX JAHHBIX NP MX 00paboTKe TeXHUYECKHMH
cpeacTsamMy B HHQOPMAIMOHHBIX CHCTEMAX MIEPCOHABHBIX JIAHHBIX.

HeasromaTH3npoBaHHass 00pa0oTKa MEPCOHAJBHBIX JAHHBIX —
06paboTKa TIepPCOHANBHBIX NaHHBIX, COAEPKAMUXCS B MH(YOPMALIIOHHON CHCTEME
NepCOHANbHBIX [JAHHBIX JHMOO W3BJIEYEHHBIX M3 TAaKOW CHUCTEMBI, CUHTAeTCs
OCYIIECTBIICHHOHN 0e3 UCIIOJIb30BaHUS CpeICTB aBTOMAaTU3aLUU
(HeaBTOMATH3UPOBAHHO), €CIIH TaKue ASHCTBHA C IIEPCOHATBHBIMHU TaHHBIMH, KaK
WCTIONS30BaHWe, YTOUHEHME, DPACIpOCTPAaHEHHE, YHMYTOXEHHE IIePCOHATBHBIX
SaEEEIX B OTHOIIEHMH KaXXIOTO U3 CYOBEKTOB IIEPCOHANBHBEIX [aHHBIX,
OCYIISCTBISIOTCS IIPH HEIOCPE/ICTBEHHOM Y4aCTHH YellOBeKa.

HenexiapupoBaHHbIE BO3MOMKHOCTH — (DYHKIMOHAIBHBIE BO3MOXKHOCTH
CpencTs  BRIUHCIIMTENBHONM TEXHHKHM, HE OIMCAHHBIE WM HE COOTBETCTBYIOLIHE
ommca=HLIM B JOKYMEHTAIUH, TPU UCIIOJIb30BaHUM KOTOPBIX BO3MOYKHO HapyllIEHHE
SOEOEISHIMAIBHOCTH, [OCTYIIHOCTH WM LENOCTHOCTH 00palaThiBaeMON — HH-
©OpMaIHH.

HecaHKIHOHUPOBAHHBIH J0CTYyN (HECAHKLMOHHPOBAHHbIE AeACTBHS) —
zocTyn K uHGOpMAIM WK IeHCTBUS ¢ MH(pOpMALMEH, Hapyllarolye NpaBmuia pas-
rpasWueHNsl JIOCTYNIAa C HCIOJIB30BAaHMEM IUTATHBIX CPEICTB, MPEIOCTABIISIEMbIX
#EOOPMAIIMOHHBIMY CUCTEMaMH [IEPCOHAIBHBIX JaHHbIX.

Hocurens uadopmanuun — GU3AYECKOE JIMLO WM MaTepHAIBHBIA OOBEKT, B
ToM gHCie (DU3UYECKOoe T10J1e, B KOTOPOM HH(OpMAIH] HAXOOUT CBOE OTPAKEHUE B BHIIE
CIMBOIIOB, 00Pa30B, CHTHAJIOB, TEXHUYECKHX PEILEHHH U MPOLECCOB, KOIMHYECTBEHHbBIX
XapaKTepUCTUK (PU3HYECKUX BEJTMYHH.

OGe3MUHBaHHE NEPCOHAJIBHBIX [JaHHBIX — [EHCTBHs, B pe3ylbTaTe
¥OTODBIX CT@HOBHUTCS HEBO3MOXKHBIM 0€3 HCIOJIb30BaHUS JOMOJHHUTEIBHOM
#EOOPMAIIHU OIPEIeNIUTh IPUHAJICKHOCTE IIEPCOHANBHEIX JaHHBIX KOHKPETHOMY
c¥OBEKTY NMEePCOHANILHBIX JIaHHBIX.

OGpadoTka MepcoHANBHBIX JaHHBIX — JI000e AeHcTBHE (Onepalys) Hiu
COBOKVITHOCTE JIecTBUI (oIlepanyii), COBEPIIAEMBIX C HCIIONB30BaHUEM CPEICTB
asToMaTH3alMu WIM 0e3 WCIONB30BaHUS TaKUX CpPEACTB C IEpPCOHAIBHBIMU
ZamHBIMH, BKIIOYas cOop, 3almch, CHCTEMAaTH3allMIO, HAKOIJIEHHE, XpaHEHUE,
vrousenue (OOHOBIEHME, U3MEHEHME), H3BJICYEHHE, MCIIOJIB30BaHHUE, Nepenavy
{ pacmpocTpaHeHue, IIPeJOCTaBlIeHHe, AOCTYI), 0o0e3In4YHuBaHMe, OJIOKHMpOBaHHE,
VaaneHHe, YHUYTO)XKEHHE [IePCOHANIBHBIX JaHHBIX.

OO0menocTynHble MEPCOHAJNBHBIE AaHHbIE — II€PCOHANIBHbIE JaHHEIE,
JOCTVII HEOTPaHWHYEHHOI'o Kpyra JIMIL K KOTOPBIM IPEJOCTaBI€H C COIVIACHs
CyOBeKTa [EePCOHANBHBIX [JAHHBIX MJIM Ha. KOTOpble B COOTBETCTBHH C
©eaepatbHBIMU  3aKOHAMM HE  paclpocTpaHsercs TpeOoBaHHWE COOMIONEHUA
E0E0ONISHIUAIBHOCTH. '

Onepatop (MepcoOHANBHBIX [aHHBIX) — TOCYIapCTBEHHBIH oOpra,
MYHHIIANAIBHBIN OpraH, IpUAUYecKOe MK (HU3UYECKOe JIUI0, CAMOCTOATENIBHO
¥7H COBMECTHO C APYTMMH JIMI[AMH OpPraHU3yIoLMe U (WIH) OCYILIECTBIISIOIINE
06p200TKy TMepCOHANbHBIX JAHHBIX, & TAKKe OIpPEeIIolMe Lead 00padoTKu



mepCOHANBHBIX JTAHHBIX, COCTAB [IEPCOHANPHBIX JAHHBIX, MOIKAIINX 00paboTKe,
meiicTsns (ONepalyi), CoBepIIaeMble ¢ IEPCOHAIbHBIMU AaHHBIMMU.

TexunveckHe cpeacrBa HH(POPMAUHOHHOH CHCTEMBbl MEPCOHAIBHBIX
JaHHLIX — CPEJCTBA BBHIUMCIHMTENBHOR TEXHUKH, HH(QOPMAIMOHHO-BBIMMCIMTENbHIE
SoMITISKCHI M CETH, CPEJICTBA M CHCTEMBbI TIepeiauH, Tprema i 00padoTKy I1/1x (cpencrsa
% CHCTEMBI 3BYKO3AIlMCH, 3BYKOYCHJIEHHMs, 3BYKOBOCIPOM3BE/CHNS, ICPETOBOPHAIC H
TeleBM3MOHHBIE YCTPOMCTBA, CPECTBA M3TOTOBNEHHS, THPOXUPOBAHUs JAOKYMEHTOB
SpyTHe TeXHUYECKHE Cpe/icTBa 00paboTKH pedeBol, Tpadueckol, BUIEo- 1 OyKBEHHO-
wmadhposoii HH(MOpPMAIIMK), POrPaMMHBIE CPE/ICTBA (orepaliOHHbIE CHCTEMBI, CHCTEMBI
yopasieHys 0asaMy JIAHHBIX M T.IL), CPEJICTBA 3AILUTEI MH(OPMALMH, IPMMEHSEMBIC B
#HOOPMALIMOHHBIX CUCTEMAX.

Mepexpar (MH(OPMANMH) — HENPABOMEPHOE TOTY9ICHUC pHbOpMalUH C
HCTIONB30BAHMEM TEXHUYECKOTO CpPEICTBA, OCYIIECTBIAIOIIEr0 OOHApyXkeHHe,
npueM 1 00paboTKy HH(POPMATUBHBIX CHTHAJIOB.

[lepcoHajbHbIE AaHHbIe — Mo0as WHQOpMAIKA, OTHOCAIIA’CS K MPAMO
@1H KOCBEHHO OIpEIeTeHHOMY WIM ONpEeJeNseMoMy (GHU3HIECKOMY JIHLLY
(cyBBEKTY T1epCOHANBHBIX TaHHbIX);

MoGouyHble  DJIEKTPOMArHMTHbIE  H3JIy4YeHHss H  HAaBOAKH  —
37eKTPOMATHUTHBIE M3JTy4E€HHS TeXHHYECKHMX CpEICTB 00paboTKU 3alUIIaeMOM
pEdOpMAllUM, BOSHHKAIOIME KaK I[000YHOe  sBJCHWE ¥  BBI3BAHHBIC
3IeKTPUYECKHMH CUIHAAMH, JeHCTBYIOIIMMHU B UX SIEKTPHIECKUX M MarHHTHBIX
HemnsX, a TAKXKe 3JIEKTPOMArHUTHbIE HABOJKH 3THX CHI'HAJIOB Ha TOKOIPOBOAIINE
JMHAH, KOHCTPYKLMHU U 1IeNH MTHTaHUS.

IMoMUTHKA  «YHCTOrO0  C€TOJAa» —  KOMIUIEKC  OpTraHM3alMOHHBIX
MEpONpHSATH, KOHTPOJHMPYIOIIMX OTCYTCTBHE 3allMCBIBAHMA Ha OyMa’KHBIE
socHTeNH KIodeld M aTpHOyTOB AOocTyna (mapoiedl) M XpaHeHWs WX BOJIHM3M
00BEKTOB 0CTyIIA. :

IMosib30BaTeb HH(GOPMALHOHHOH CHCTEMbI MEPCOHANBLHBIX NAHHBIX —
AWmo, ydacTByiomee B (QYHKIIHOHUPOBaHHH WH(QOPMALIUOHHON  CHCTEMBI
NepCOHABHBIX JAHHBIX WM UCIIOJB3YIOIIEE PE3YIIbTATEL e€ (bYHKIIHOHUPOBAHHS.

[IpaBu/a pasrpaHH4YeHHsi JOCTYNa — COBOKYITHOCTb NPABUII, perIaMeHTH-
DYIONIMX IIpaBa IOCTyIa CyOBEeKTOB AOCTYyIa K o0BeKTaM J0CTYIIA.

IIporpaMMHasi 3aKJaJKa — KOJ IIPOrpaMMBbl, IIPEHAMEPCHHO BHECEHHBI! B
HpOrpaMMy C LIEJBI0 OCYINECTBUTD YTEUKY, H3MEHHUTD, 0JIOKHPOBaTh, YHUUTOXHUTh
sEGOOPMAIMIO WM YHHUITOKUTE M MOAU(QHUIMPOBATE NPOrpaMMHOE obecrnieueHue
#eMOPMAIIMOHHON CHCTEMBI MEPCOHANBHBIX JAHHBIX U (vi) 6IOKMPOBATH arla-
paTHbIEC CPEJICTBA.

IlporpaMmHoe  (IPOrpaMMHO-MaTeMaTHYECKOe) BO3JeiicTBHE  —
HeCaHKIMOHUPOBAHHOE  BO3JEHCTBHE HA  PeCypChI aBTOMAaTH3UPOBAHHOM
sE(OPMAIIMOHHOM CHCTEMBI, OCYIIECTBISIEMOe C HCHO/L30BaHHEM BPEJAOHOCHBIX
IpPOrpaMM.

PackpbiTHE NEePCOHANbHBIX JAHHBIX — YMBIIUIEHHOE HIH clydaiiHoe
zapyllieHrie KOHQHUASHIHATBHOCTH IePCOHANBHBIX JaHHBIX.



PacnpocTpaHeHHe MepPCOHANbHBIX JAHHBIX — [EHCTBUA, HAIlpaBJICHHBIC
=2 DECKPEITHE NIePCOHANBHBIX JaHHBIX HEONPEAEICHHOMY KPYTY JIMII.
Pecypc uHdopMaLOHHOIH CHCTeMbI — IMEHOBAHHBIH 3JIEMEHT CHCTEMHOI0,

BPEXIATHOIO WIH arrapaTHOTO obecrieueHus (yHKLIMOHUPOBaHUA
E=O0PMAIHOHHOA CUCTEMBL
CneunajibHble KAaTeropHH MNepPCOHAJIbHBIX AAHHBIX — IIEpCOHAJIbHBIE

JasEBle, KAcarolIUecs pacoBOl, HALIMOHAIBHOM NPUHAMJIEKHOCTH, MOIUTHIECKUX
S3rIS710B, PEJIUTHO3HBIX MM (GUIOCOPCKUX yOEKACHUH, COCTOSHUS 310POBbI U
EETHMHOH XWU3HHA CyObeKTa epCOHaIbHBIX JaHHBIX.

CpencrBa BBIYHC/IUTE/ILHONH TEXHUKH — COBOKYITHOCTD ITPOTPaMMHBIX U TEX-
EMSECHEMX 37IEMEHTOB CHUCTEM 00pabOTKH JaHHBIX, CIIOCOOHBIX (hYHKIMOHMPOBATH
CEMOCTOSTE/IBHO WIH B COCTaBe IPYTUX CUCTEM.

CyoberT goctyna (cy0beKT) — JIMIO WK IpOLIeCC, JEHCTBHUS KOTOPOTo per-
JEMEHTHDYIOTCS IPaBUJIAMH pa3rpaHU4YeHus JOCTyMa.

TexnudeckHi KaHaJ yTedKH HHGOPMAaLHH — COBOKYITHOCTb HOCHUTENSI WH-
Sopmainn  (cpezrctBa 00paboTKM), (HU3MYECKOM Cpefpl paclpocTpaHeHHs HMHGpOp-
MaETHBHOIO CHTHAJIA U CPEJICTB, KOTOPBIMH JOOBIBAETCS 3alMiIaeMas HHQOpMallKs.

TpancrpanH4yHasi IQepeJaya MepPCOHAJBbHBIX [JaHHBIX — [epegavya
NEpCOHANBHEIX  JA@HHBIX  OllepaTopoM 4epe3 locynapCTBEHHYHO TpaHHILY
Poccuiickoi  Qezepanuu  oOpraHy  BIAaCTH  HMHOCTPaHHOTO  TIOCYJapcTBa,
OH3HYECKOMY WM FOPUAMYECKOMY JIMILy HHOCTPaHHOT'O IOCYy1apCTBa.

¥Vrpo3b! 0e30MaCHOCTH MEePCOHAJBHBIX JAHHBIX — COBOKYITHOCTD YCIIOBHH 1
DaKTOPOB, CO3/JAIOLIMX OIIACHOCTh HECAHKLMOHMPOBAHHOIO, B TOM UHMCIIE CIy4aiHOro,
J0CTYIIA K [IEPCOHATIBHBIM JJAHHBIM, PE3YJIBTATOM KOTOPOIrO MOKET CTaTh YHHUTOXKEHHE,
imsnveneHle, OJIOKMpOBaHKe, KOITMPOBaHUE, paclipOCTpaHeHKe MePCOHATbHBIX TaHHEIX, a
TAECKE MHBIX HEeCAHKIMOHWPOBAHHBIX JEWCTBHM IPH MX 00paboTke B MHPOPMALMOHHOM
CHCTEME [IEPCOHANIBHBIX JIaHHBIX.

YHHYTOKEHHE MepCOHANbHBIX [JAHHBIX — JCHCTBUSA, B pe3yJbTaTe
KOTODBIX CTAHOBHUTCS HEBO3MOXHBIM BOCCTAHOBUTBH COJEP)KaHHE IMEPCOHATbHBIX
J2HHBIX B HH(OPMALMOHHOM CHUCTEMe IEepCOHAJIBHBIX MaHHBIX H (WIH) B
DE3VALTATE KOTOPBIX YHHYTOXKAIOTCS MaTepHajbHble HOCHUTENH MEepCOHATBHBIX
Z3HHBIX.

YTeuka (Bammwaemoil) HHpoOpMAUHH I10- TEXHHYECKHM KaHaJaM —
HEXOHTPOJIMPYEMOE paclpOCTpaHeHHe HH(POPMAIMK OT HOCHUTEIS 3aIllUINaeMOi HH(Op-
MaIMK Yepe3 (PM3MYECKYIO Cpefly 0 TeXHHWYECKOTO CpE[CTBa, OCYILECTBIISIOLIErO
mepexBar uHpOpMalny.

Ysa3BuMocTh — ¢/1a00CTh B CpeICTBAaX 3aIIUTEI, KOTOPYIO MOYKHO KCIIOJIE30BATh
1% HAPYIIEHUs CHCTEMBI MITH COAEpkKaLIecs B Held HHOpMaliH.

IesrocTHOCTH HH(pOPMALHH — CIIOCOOHOCTH CPEJICTBA BBIUMCIIUTEILHOM TEX-
EMEH WM aBTOMAaTH3HPOBAHHOW CHCTEMBI 00eCIieuMBaTh HEM3MEHHOCTh HHMOPMAITUY B
VCIOBHAX CITy4JaiHOIO W/WIK NpeJHAMEPEHHOTO HCKaXKeHUs (pa3pyILeH s ).



OBO3HAYEHHS U COKPAILIEHUA
ABC — aHTUBHpYCHBIE CPEACTBA
APM — aBTOMAaTH3UPOBaHHOE paboyee MECTO
BTCC — BcrioMorareJibHble TEXHHYECKHUE CPelICTBA M CHCTEMBI
WCT /I — nabOpMaLMOHHAsA CUCTeMA IIEPCOHAIBHBIX JaHHBIX
K3 — KoHTpoIMpyeMast 30Ha
JIBC — nokaibHasi BHIYMCIIUTENbHAS CETh
MD — MexceTeBOM KpaH
HCJ1 — HecaHKIIMOHUPOBAHHBIH JOCTYII
OC — onepaliMoHHas cucTeMa
I'1/11 — nepconanbHbIe JaHHBIE
[TMB — nporpaMmMHO-MaTeMaTHUECKOE BO3JIEHCTBHIE
I1O — mporpaMMHOg obecrieueHne
ITOMIH — mo6GoYHbIe SIIeKTPOMarHUTHbIE U3Ty4eHHs] U HABOIKH
CA3 — cucTteMa aHajiM3a 3al{HIIeHHOCTH
C3MU — cpencTBa 3alIMThl HHQOPMAIUH
C3I1/Ix — cucTeMa (MOICHCTEMA) 3Tl IEPCOHAIBHBIX JaHHbIX
COB — cuctema 00HapyK€eHUsI BTOPKEHUH
TKY U — Texuudeckue KaHallbl yTeUKH HHPOpMALH
VBIT/IH — yrpo3b! 0€30aCHOCTH IEPCOHANIBHBIX JaHHBIX
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BBEJIEHUE

Hacrosuas  [lomutuka wuH(OpManMOHHOW 06e30MacHOCTH (mamee —
TlomwTesa) B MyHHUIMIAIBHOM OIOKETHOM 001e00pa30oBaTeNbHOM YUpexkKIeHUH
A SswcasEIpOBCKOM cpemHed oOmeoOpa3zoBareNnbHOM 1Ko A30BCKOrO paiioHa
‘mzmee - MBOY Anekcannposckas COILI ),  fABHseTCS O(UIHATBEHBIM
BOEVMSHTOM.

Ilonutuka pa3paboTaHa B COOTBETCTBHU C LEIAMH, 3aJavyaMd U
Spm=nnnavi obecriedeHUs 6€30MacHOCTH MEPCOHANBHBIX NAHHBIX U3JIOKEHHBIX B
Dlomomennn undopmanuonHoi 6esonacHocty UCITIn MBOY AnekcanapoBckoit
QOill

[oauTtnka paspaboTaHa B COOTBETCTBHU ¢ TpeOoBaHusMu DenepaabHOrO
seso=z2 or 27 wmrona 2006 r. Ne 152-@3 «O nepcoHaBHBIX JaHHBIX», Ha

— Ilpuxaz ®CTIK Poccuu ot 18 ¢eppans 2013 roma Ne 21 «O6
vreepkaeHHH CocTaBa M COAEpXaHUS OPTraHH3allMOHHBIX U
TEXHUYECKMX Mep 1o obecrieueHuto 6€30MacHOCTH MEPCOHAIBHBIX
JanHplX Ipd HX 00paboTke B HWHGOPMAIMOHHBIX CHCTEMax
NIEPCOHANIBHBIX JTaHHBIXY,

— «TunoBblX TpeOOBaHUKH 1O OpraHM3alid M O00eClNeYeHHIO
(QynKuMoHMpOBaHMS — LIM(POBANBHBIX  (KPUITOrpapUUECcKHX)
CPEJICTB, MpeJHAa3HaYeHHBIX Ui 3allUTBl UHQOpMalKH, He
COJIepIKalel CBENECHHUH, COCTABIISAIOIIMX I'OCYAapCTBEHHYIO TalHy
B Cllydae M3 HCIIONB30BaHUs s obecrniedeHus 0€30MAaCHOCTH
IIEPCOHANBHBIX JaHHBIX NpH X 00paboTke B WHOOPMAIMOHHBIX

CHCTEMAaxX MepCOHATBHBIX JNAHHBIX, YTBEpIKIEHHBIX
pyvronoactBoM 8 Llentpa ®Cb Poccum 21.02.2008 r. Ne 149/6/6-
662,

8 Tlomarrke onpenenensl TpeboBanus k mnepconHany MCIIH, creneHs
QISSTCTBEHHOCTH  TIepcOHaNia, CIPYKTypa HM  HEOOXOOUMBIA  YpOBEHB
SELMIICHHOCTH,  CTAaTyC W JO/DKHOCTHBIE  OOS3aHHOCTH  COTPYIHHUKOB,
@TESTCTBeHHBIX 32 obecriedeHre 0e30MacHOCTH MepcoHaNbHbIX AaHHbiX B UCTT/IH
MBOY Anexcarnnposckoit COILI
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1.001mue noJioKeHHs

Llenpto HacTosiued IlonuTHKw, ABJseTcs obecliedeHHe Oe30MacHOCTH
oosextoB 3aumTtel MBOY Anekcanaposckoid COIIL or Bcex BHIOOB YIrpos,
ssemENX M BHYTPEHHHX, YMBIIUICHHBIX M HENpeJHaMEPEHHBIX, MUHHMM3AINA
ymepOa 0T BO3MOXHOM peanusanuu yrpos 6esomacHoctu [1JTH (YBIIIH).

Be30MacHOCTh ITEPCOHANBHBIX JAHHBIX JOCTHIAeTCs MMyTeM HCKIIOYEHHA
S=CaEKIMOHMPOBAHHOIO, B TOM YHCJE CJIy4aiHOro, MOCTyINa K IePCOHAIbHBIM
Za=HRIM, pE3yJIbTATOM KOTOPOTO MOXET CTaTh YHHYTOXKEHHE, W3MEHEHHE,
S30KupOBaHKe, KOMMUPOBaHUE, PACIIPOCTPAHEHHE NEPCOHANBHBIX JIAHHBIX, a TAKKEe
w=5IX HECAHKIIMOHHUPOBAHHBIX JEHCTBUH.

MudopMalys ¥ CBA3aHHBIE C HeM pecypchl NOJDKHBI OBITh HOCTYIHBI AT
2STODH30BAaHHEIX IONb30BaTened. JIOKHO OCYIIECTBIATECS CBOEBPEMEHHOC
pb=apykeHHde U pearuposanue Ha Y BIIJIH.

JIOMXKHO  OCYIIECTBIATHCS — INIPENOTBpallleHHe  IMPEIHAMEPEHHBIX WU
cayHaifHBIX, YACTHYHBIX MM IOJIHBIX HECAHKIHOHMPOBAHHBIX MOAU(HUKALMEA HITH
VEHYTOXKEHHUS TaHHBIX.

CocrtaB 00BEKTOB 3aluThl mpenctaBieH B «llepedHe. mepcoHaNBHEBIX
ZaHHEBIX, TOUISKALUX 3aLHATEY.

Cocras MCII/la nomexaiux 3amure, npeacranies B «llepeane UCITIu».

2.006aacTh AelicTBHA
TpeGoBanust Hacrosmedl IlomMTHKM — pacnpOCTpaHSAIOTCS Ha  BCEX
corpyaurkos  MBOY  Anekcanpposckoit COILl  (wuraTHbIX, BPEMEHHBIX,
paBOTAONIMX 110 KOHTPAKTy H T.IL), 8 TAaKKe BCEX NPOYMX JHL (MOAPSAYHKH,
SYAMTOPE! U T.I1.).

3.CucreMa 3alHThl MEPCOHATbHBIX JAHHBIX
Cucrema 3amuTel nepcoHanbHBIX AaHHbIX (C3IL[JH), cTpouTcst Ha
OCHOBaHUU:
— MWrorosoro oryeta 06 obcnenosanuu UCII/IH;
— Ortyera 0 pe3yibTaTax IPOBENEHHs  BHYTPEHHEH IIPOBEPKH
samuThl [1/]H Ha OyMaXXHBIX HOCUTEISX. -
— Tlepeuns NepcOHANBHEIX AaHHbBIX, MOAJIEKAIINX 3ALIUTE,
— Axra knaccuuKanui HHOPMAIIMOHHON CHCTEMBl II€PCOHANTBHBIX

JAHHBIX;
— Mogenu yrpo3 6e30macHOCTH IePCOHANIBHBIX TaHHbIX;
— Martpuisl IOCTyIIa N0JIb30BaTENIEH K 3alHAIIaEMBIM

urpopmarosHbM pecypcam MCITIH,;
— Pykosoasumx gokymeHToB @CTOK u ®CB Poccun.

Ha OCHOBAaHMHU DTHX JOKYMEHTOB OINpeAeNseTcss HEOOXOAMMBIH YPOBEHb
semmmmiensoctd [1/[n kaxpoir MCIT[n MBOY Anexcannposckoin COILL. Ha
Sc=OBaHMU  aHANM3a AKTyalbHBIX yrpo3 OesomacHoctd IIJIH ommcaHHOro B
Mozenu yrpos, JIeaeTcsi 3aKiIOYeHHE O HeoOXOMMMOCTH —WCIIOJIB30BaHUs




L2

TEXHHYECKMX CpEJCTB W OPraHM3allMOHHBIX MEPOIPHATHH I obeclnedeHus
SesonacHoctd IT/[H. BriGpanHsle HEOOXOAMMEIE MEPONPUATHS OTPAXKAIOTCS B
wIliase MeponpuATHii 10 o0ecTieYeH o 3amuThl [1/{H».

st UCTLIH momxeH ObITh COCTABIIEH CIIMCOK HUCTIONB3YEMBIX TEXHUUECKHX
cpeacte 3ammTel (manee - CHHMCOK), a Tak JXe TPOrpaMMHOrO obecreyeHwus
y=actsyioulero B oopaborke I1/1H, Ha Bcex anementax UCIT/IH:

— APM none3oBareneii;

— Cepsepa NpUIOKEHHIA;

— CVYB];

— I'panuna JIBC;

— Kananos nepemayn B ceTw oOmiero mone3oBaHus u  (HIIH)
MEX/IyHapOIHOro 00MeHa, eClii 10 HUM repenarotes 11/1H.

B saBucumocty ot ypoBHs sammuienHoctd VICII[[H ¥ akTyaldbHBIX Yrpos,
C3I1/T5 MOXKeT BKIIOYATh CIEIYIOIIHE TEXHHIECKUE CPEICTBRA!

— A@HTUBHUPYCHBIE CPEJCTBa M pabo4yuX CTAHIUM I10JIb30BaTeNeH M
CepBEpOB;

— CpEeICTBa MEXCETEBOI0 SKPAaHUPOBAHKS;

— CpeicTBa  KpUOTOrpaQuyeckod 3amuTel wHGOPMALMM, NpH
nepeiaye 3amumaeMoi HHboOpMaIuK 110 KaHallaM CBS3H.

Tak e B CHOHCOK JODKHBI OBITH BKIIOYEHBl (GYHKIHM 34lUTHI,
ofecneyrBaeMble IITATHBIMU cpefcTBaMu o0paborku [IJIH  omeparoHHBIME
cucremamu (OC), npuxmagaeiv  [I0 M coeuMaJbHBIMH KOMILJIEKCaMH,
PEATH3YIOUIMMHU CpeaCcTBa 3aIuThl. CIMCOK (OYHKIIMIM 3alUTEl MOXKET BKITFOYATE:

— YUpaBJIeHHE M pasrpaHUYeHHE JOCTYIIA [10JIb30BaTeNeH;
— PETHUCTpalHIO U y4eT NEeHCTBUN ¢ nHDOpMaIHeii;

— obecneynBaTh LEIOCTHOCTE JAHHEIX;

— TIPOU3BOJAUTH OOHAPY)KEHHE BTOPKEHWH.

CIHCOK HCIONB3yEeMBIX TEXHHYECKHX CpENCTB oOTpaxaercs B «llmade
MEDOIPHATHH 110 OOECIEUeHUI0 3allUThl EPCOHATBHBIX JaHHBIXY». CIHCOK
SCHOAB3YEMBIX CPEICTB JODKCH IOJIEPXKUBATECS B aKTYalbHOM COCTOSTHUM. [1pu
SSMEHCHMM COCTaBa TEXHWYECKMX CPENCTB 3alquThl Wnu snemedTtoB WMCIL/IH,
SOOTBETCTBYIOIIME M3MEHEHHS JOJDKHBI ObITh BHeCEeHBI B CIIHCOK M yTBEPIK/IEHbI
sywosoanTeneM A30Bckoro PaitOO wiu uIioM, OTBETCTBEHHBIM 3a OGecreYeHme
samtsl [1)]H.

4. TpedoBanus k noacucremam C3ITIn
C3I1/1x BKTIOUaeT B ce0s ClieIyrolye OACHCTEMBL:
— YTPaBJICHHS HOCTYIIOM, PETUCTPALIAU H yUETa;
— obecnedeHus NEeIOCTHOCTU U JJOCTYITHOCTH;
— A@HTHUBHPYCHOH 3allUTHI;
— MEXXCETEBOI'0 IKpaHUPOBAHHS;
— aHaJIn3a 3alllUIIeHHOCTH,
— 00Hapy)XeHHUS BTOPXKEHHUIA;
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— KpunTorpaduyecKoH 3allKThI.
[ToncucreMbl C3ITJ/[H UMEIOT pa3mu4HbI (YHKIUOHAI B 3aBHCHMOCTH OT
xnacca MCIIJIH, ompeleleHHOro B «AKTe KIacCHOHUKALWUH WH(QOPMAIUOHHON
CHCTEMBl MEPCOHANBHBIX MaHHBIX». CIHMCOK COOTBETCTBHS (QYHKLMH IMOICHCTEM
C3[1/ln kiaccy 3allUIIEHHOCTH TIPEACTaBICH B TEXHHYECKOM 3aJaHuM IO
CO3MAHMIO CHUCTEMBI 3aIMUTBl MHGOpMaUMM HMHQOPMALMOHHONH  CHUCTEMBI
NepCOHAIbHBIX JaHHBIX.
[TosicHCTEeMEBI YITPABJIEHUS JOCTYIIOM, PErHCTPallii U y9eTa

[ToscucTema yrpaBieHHs JOCTYIIOM, PETUCTPALMK U y4eTa NpejHasHaYeHa
2T peanu3aliy CIELYIOMIX QyHKIMH:

— UAeHTH(GWKALKWKH M TpOBEepKa IMOATHHHOCTU CyOBEKTOB HOCTYIa
npu Bxozae B UCII/Ix;

— WAeHTUGUKAUMKA TEePMUHAJIOB, Y3JI0B CETH, KaHAajIOB CBSA3H,
BHEIIIHUX YCTPOMCTB 110 JIOTHYECKUM HUMEHAM,

— uaeHTU(UKAIIMK MIPOTPaMM, TOMOB, KaTalloros, (aiioB, 3alucel,
noJiel 3anuceit 1o UMeHam;

— pericTpalyy BXoda (BbIX0za) CyOBEKTOB JOCTyNa B CHCTeMy (M3
CHUCTEMBI), JHOO perucrpauusi 3arpy3skd M HHHUIIHAIA3ALUH
OTIepallMOHHOM CHCTEMBI U €€ OCTaHOBA.

— PErdcTpaiyy  TOIBITOK  JOCTyNa  IPOTPaMMHEIX  CPEICTB
(mporpamm, IpoLEecCOoB, 3a1ad, 3aJaHui) K 3alMIIaeMbIM (ainam;

— pEerucTpanyd TONBITOK JOCTyIa IIPOrPaMMHBIX CPEACTB K
TepMHWHATaM, KaHajaM CBS3M, IIporpamMmaM, TOMaMm, Karajoram,
daiinam, 3ammucsaM, MoJIsM 3alHCen.

[ToxacucTeMa YIIpaBIeHUs JOCTYIIOM MOXKET ObITh peajn30BaHa C IOMOIIBIO
mratsax cpencts obpaborku [1/IH (omepalMOHHBIX CHCTEM, INPHIOKEHHH H
CYE51). Tak e MOXeT ObITh BHEJPEHO CHEIHAIBHOE TEXHUYECKOE CPEICTBO HIIU
=% SOMIUIEKC OCYIIECTBIISIONINE JOMOMHUTEIbHBIE MEPBI 10 ayTeHTU(MUKALMA U
so=Tpoa0. HampuMmep, NpHMeHEHHE €OWHBIX XPaHMIIHMI YYETHBIX 3alucei
BOas30BaTelieh u PEeruCcTpalMOHHON nHbOpMaLUY, UCIOIb30BaHHE
SmoMeTDHYECKUX W TEeXHHUYECKHX (C MOMOUIBIO 3JIEKTPOHHBIX IPOITYCKOB) MeEp
S TeETHOHKALNY U IPYTUX.

[TojicucremMa obecneueHus IeINOCTHOCTH U JIOCTYITHOCTH

Toncucrema oOecrieueHHs IEIOCTHOCTH M JOCTYIIHOCTH IIpelHa3HavyeHa
Zws oOeccredeHHsl IENOCTHOCTH M goctynHoctd IIJ[H, OporpaMMHBIX U
smmaparanix cpenets UCITIn MBOY Anekcanaposckoit COILLL a Tak e cpencTs
SEmmwTel. TP CTYYaWHOW MU HaMepeHHOM MOAU(UKALUH.

lloacucreMa  peaqu3yeTcss C  I[IOMOINBIO  OPTraHHW3alldd  PE3EPBHOIO
sommposanns 00pabarhiBaeMbIX JAHHBIX, a TaK XK€ Pe3epPBHPOBAHHEM KIIFOUEBBIX
sm=secsimoB UCT /1.




14

Iloacucrema aHTUBHUPYCHOM 3aIIIUTHI

[MoacucTeMa aHTHBUPYCHOM 3aIUTHl IpeJHa3HadeHa A obecneyeHus
s=TuBHpYCHOU 3ammThl cepBepoB U APM momesosarened MCII[x MBOY
Asexcanaposckoit COILLL

CpefcTBa aHTHBUPYCHOM 3alllUTHl IIPEAHA3HAYEHbl JUIS peanu3aluu
caeayionux (QyHKIUMA:

pPE3UIEHTHBIM AHTUBAPYCHBIM MOHUTOPHHT,

AHTUBUPYCHOE CKaHUPOBAHHUE;

CKPHNT-0JOKHPOBaHHE;

LEHTPAIM30BaHHYI0/y JAJIEHHYIO YCTaHOBKY/IE€HCTAILIALIMIO
aHTUBUPYCHOTO TPOAYKTa, HACTPOWKY, aJIMHHHCTPHPOBAaHHUE,
IIPOCMOTP OTYETOB M CTATHCTHYECKOM HMH(OpMaunuu 1o padote
IPOAYKTa;.

aBTOMATH3UPOBAaHHOE OOHOBJIEHHE aHTUBUPYCHBIX Oa3;
OrpaHHYEeHHE TpaB I0JIb30BATENsl Ha OCTAHOBKY HCIIOJHIEMBIX
33J@ad M W3MEHEHHS HAaCcTPOeK AaHTUBHPYCHOIO IPOrPaMMHOTO
obecneueHus;

ABTOMATHYECKHH 3aIlyCK cpa3y Iocje 3arpy3Kd OINepaldOHHOM
CHUCTEMBL.

[ToxcrcTemMa peanu3yeTcsl MyTeM BHEAPEHHs CIIELHAIbHOIO0 aHTHBUPYCHOTO
mporpamMHoro obecredeHus Ha Bee aneMenTsl CT1TH.

[TocucTeMa MEXCETEBOI0O 3KpaHUPOBaHHUS

[oxcucTemMa MEXKCETEBOIO SKpaHUPOBaHUSA NpeiHa3HaueHa I pealn3aliu
caeayrommx QyHKIHA:

(GUIBTPALMK OTKPHITOrO ¥ 3amrdpoBaHHOrO (3akpeiToro) IP-
Tpaduka;

(GuKcanuy BO BHYTPEHHUX JKypHalaX HH(QOPMaIUK O MIPOXOAAILEM
OTKPBITOM H 3aKpbiToM [P-Tpaduxke;

MIeHTU(DUKALIMU 7 ayTeHTU(HUKALIUIO aJMHHHCTpaTOpa
MEKCETeBOTO SKpaHa MPH ero JOKaIbHBIX 3alpocax Ha JOCTYIL;
perucTpanudd  Bxoja (BBIXOJA) aJMHUHUCTPATOpa MEXCETEBOI0
5KpaHa B cHCTeMy (M3 CHCTEMBI) JIMOO 3arpy3Ki U HHHLHATH3AUH
CUCTEMBI U ee MPOrpaMMHOI'0 OCTaHOBA,;

KOHTPOJISI LIEJIOCTHOCTH CBOEW IPOrpaMMHON ¥ WH()OPMaIMOHHOM
4acTH;

QUILTPAlMK TTAKETOB CIIy’KeOHBIX IPOTOKOJIOB, CIY)XaIlHX IS
JIMATHOCTHKH ¥ YIIPaBlIeHUs PaOOTOMN CETEBBIX YCTPOUCTB;
(GUIBTpAllMM C YYE€TOM BXOJHOTO M BBIXOJHOIO CETEBOIO
unrepeiica Kak CpPEeICTBO IPOBEPKH IIOJUIMHHOCTH CETEBBIX
a/pecoB; '

PCTUCTPAI[AM M y4eTa 3alpallliBaeMbIX CEPBHUCOB IPUKIAJHOIO
YPOBHST;
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— OJIOKUpOBaHHUs [OCTyTa HEHIEHTHGHIMPOBAHHOTO OOBEKTa WM
CyObeKTa, MNOMIMHHOCTH KOTOPOrO IpHU ayTeHTH(HUKAUWU He
TIOTBEPIUIIACH, METOJaMH, YCTOMYMBBIMU K N1EPEXBATY;
— KOHTpOJIS 32 CETEeBOM aKTHBHOCTBIO MPHJIMKEHUH U 0OHapy X eHH
CEeTeBBIX aTak.
IToacucTemMa  peainu3yeTcs  BHEAPEHHMEM  IIPOrpaMMHO-allapaTHBIX
SOMILISKCOB MEJKCETEBOT0 3KpaHHupoBaHus Ha rpanule JIBC, knaccom He HUKe 4.
[ToncucTemMa aHaTHM3a 3aIIMIIIEHHOCTH
ITojicucTemMa aHaw3a 3allHAIIEHHOCTH, JOJDKHA OOecleuuBaTh BBISBIICHUS
vEIBEMOCTeH, CBA3aHHBIX ¢ omrOkamu B KoHGurypauuu [10 UCII/IH, koTopsle
MOTVT OBITH HCITOJIE30BaHBI HAPYIIUTENEM ISl pealTH3allii aTakh Ha CHCTEMY.
@DYHKIMOHAT TOACHCTEMEl MOXET OBITh peaJiu30BaH INPOrPaAMMHBEIMH U
SpOTPaMMHO-aNapaTHBIMU CPENCTBAMMU.
IToncucTeMa 0OHApYKEHMs BTOPKEHUH
[MoncucTemMa OOHApY)KeHHUsT BTOPIKEHHM, ITODKHA 00eCIeYnBaTh BBISIBICHUE
gereseix  atak Ha onemeHTel MCII[H noakmrodeHHBle K ceTsiM  0OIIero
DOIB30BaHUS U (MJIH) MEXKIYHApOIHOIro oOMeHa.
@YHKIIMOHAT TTOACHCTEMBI MOXET OBITh pealn30BaH MPOTPAaMMHBIMU U
EPOTPaMMHO-aNapaTHEIMU CPEICTBAMHU.
[HoxcucreMa KpunTorpaduyecKoi 3aIuThl
[Toncucrema kpunrorpadhuuecKoi 3alIMTh IpeAHa3HauYeHa IJIs HCKITIOUEHHUS
HCA x sammmaemoi uadopmauuu B UCIT[AH MBOY Anexcanzaposckoi COLL,
opE ee TiepelavM 10 KaHallaM CBA3M ceTedl oO0Iiero moib30BaHHWs M (MIIK)
MeE Iy HAPOIHOTO oOMeHa. | .
IToncucrema peanusyeTcsi BHEIPEHHEM KPUIITOrpapuuecKux MporpaMMHO-
SMNApAaTHBIX KOMITJIEKCOB.

S.IMoaw3oBaTean UCIIAH

B Tlonoxennn wHOpMAMOHHONW O€30MacHOCTH OIpejeieHbl OCHOBHBIE
s=Teropud Tonn3oBaTeneid. Ha OCHOBaHMM 3TUX KaTeropWHW JOJDKHA OBITh
spomssesiena  tunm3anus  mons3oBarened MCIL[IH, ompelneneH uX YpOBEHb
BOCTYTIa U BO3MOYKHOCTH.

B UCITIIn MBOYVY AnexcanapoBckoil COLLl MOXXHO BBIAEIUTD CIEAYIOIIHE
Ty TNkl 10J1630BaTeIel, y4acTBYIOIIKUX B 00paboTke ¥ xpanenuu [1]1H:

— Anmvunuctparopa UCIT/IH;
— AymuHucTpaTtopa 0e30MacHOCTH;
— Ounepartopa APM,;

ManHple 0 rpynmax IIONb30BaTeNsX, YPOBHE HX JOCTyna H
E=00PMIPOBAHHOCTH JIOJDKEH OBITH OTpaykeH B MaTpuiie JOCTYIIa MoJb30BaTelei
& samniaeMbiM HH(GOPMaLOHHBIM PEeCypCoOB.

Anmunuctparop UCI/IH

Anvunaucrtparop HCILIH, corpynuux MbBOY Anekcangposckoin COILL,
OTESTCTBEHHBIM 33 HAcTpOWKy, BHeapeHue U conpoBoxaenue WMCII/H.
O8ecneanBaeT (yHKUMOHUPOBAHUE MOJACUCTEMBI yrpaBieHus gqoctyrnom UCII/IxH
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¥ VIOJHOMOYEH OCYLIECTBIATH IPEeAOCTaBICHUEe M pasrpaHudYeHHe JIOCTyIa
womEegHOoro mounb3oBatens (Onepatopa APM) K 2leMeHTaM — XpaHsIIUM
mepCoHaIbHBIE JaHHEIE.
Anvunuctpatop MCIL[In obnamaer ciexyroliuM YpPOBHEM JOCTyNa U
SHAHWI: '
— oOsamaer moyHOM WHGQOpManueld O CHCTEMHOM H IPHKIaJHOM
nporpammvHoM obecnieuenus MCIT/IH;
— oOnagaer mojsHOM uWHGOpPMaIMEd O TEXHHYECKHX CpEINCTBaxX M
xoudurypanuu UCIT]H,
— MMEeT [JOCTyIH KO BCEeM TeXHHYEeCKHM CpeacTBaM o00paboTKH
wHbopManuu U ganaeM UCTTH;
— o0Jjanaer mpaBaMH KOH(GUIYDUPOBaHUS U aJIMHUHUCTPATHBHOM
nactpoiku texuuueckux cpeacts MCII/IH.
AMUHHCTpaTOp 0€301acHOCTH
Anmunucrparop Oe3omacHocTH, coTpyaHuk MbBOY AnexcannpoBckoii
COILL oteercTeennblil 3a @ynkiuonupoBanue C3I1/IH, Bkitodas obciryxuBaHue
¥ HaCTPOWKY aJIMITHUCTPATHBHOM, CEpBEpHON M KITHEHTCKOW KOMIIOHEHT.
AnvunucTpatop 6e3omacHOCTH 0671a4aeT CIenyoIIUM YPOBHEM JOCTyIA U
ESEL 130

— obnanaet npaBamu Anmunucrparopa MCIIn;

— obunajaer nonHo# uHopmanureit 06 UCIT/H;

— 1MEET JIOCTYN K CpeICcTBaM  3allUThl HMHQOpMAlUUUd H
11POTOKOJIHMPOBAaHUSA U K 4acTH Kito4eBbIX aieMeHToB UCII/IH;

— IC UMeeT MpaB JocTyna K KOH(QUIYPUPOBAaHUIO TEXHUYECKUX
CPCJICTB CETH 3a UCKIIFOUEHHEM KOHTPOJIBHBIX (MHCTIEKITHOHHBIX ).

AnmuHucTpaTop 6€30MacHOCTH YIOJIHOMOYEH:

— pCa/IM30BBIBATH TOJMTHKH 0€30MacHOCTH B 4YacTH HACTPOUKH
CIC3H, MexceTeBBIX JKpaHOB U CHCTeM OOHApy>XeHHsS arak, B
COOTBETCTBUM € KOTOpPBIMH Inosib3oBarens (Omnepatop APM)
1oJyvyaeT BO3MOXKHOCTh padoTats ¢ anementamu UCIT/IH;

— OCYLIECTBJIATh ayJIUT CPE/ICTB 3aLUTHI;

Onepatop APM
Onepatrop APM, corpymauk MBOY  Anexkcanpposckoit  COIlI,
ocymectsistow i oOpadorky I1JJn. OO6paborka I1/IH BkiIOYaeT: BO3MOKHOCTH
mpocvotpa [, pyanoi sBog IT/IH B cucremy UCIIIH, dopmupoBanue cipaBok
= otuetoB no undopmauuu, nomydenHod u3 KMCIIJ. Omnepatop He wuMeer
TOSHOMOYMI 119 VIIPABIeHHS NOACHCTeMaMK 00paboTky naHHbX 1 C3I1/IH.
Onepatop MCIT/IH obnajaeT caeayonUM YPOBHEM IOCTYIA U 3HAHHIA:

— olnajaer BceMM HeoOXOOuUMBIMM  aTtpubyTamu (HampuMmep,
noposieM),  ODECHEYMBAIOIMMH  JIOCTYNI K HEKOTOPOMY
noammoxecty I1/x;

— pacrioylaraeT KOHQUICHIMAIBHBIMA JAaHHBIMH, K KOTOPBIM HMEET
JIOCTYTL.
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6.TpeGoBanust K MePCOHAJY 110 00ecreueH IO 3alUThI JUDIL:

Bce corpyanuku MBOY  Anekcanmposckoit  COLL,  ABisrolmecs
moassosatenamu  VICITJIH, MJOMKHBI YEeTKO 3HATh M CTPOrO  BBINOJIHATEH
¥CTaHOBJIEHHbIE TIPABUJIA M 00A3aHHOCTH IO JIOCTYIY K 3aIAIIACMBIM o0BeKTaM U
S0 IEHNIO IPUHATOrO pexxiumMa 6ezonmacHoctd IT/1H.

[Ipy BCTYIUICHHMH B JOJDKHOCTb HOBOTO COTPYZIHMKa HEIOCPEeCTBEHHBIH
=auatbHIK 110/(pa3eleHus, B KOTOPOe OH MOCTyMaeT, 00s3aH OpraHM30BaTh ero
osHAKOMIICHHE C JO/DKHOCTHOM MHCTPYKIHMEH W HEeOOXOIUMBIMH JOKYMEHTaMH,
pernamenTupylomumy TpeGosanus mo samute I1/H, a Takke o0ydeHre HaBBIKaM
SEIMOJIHEHTIA IPOIIELYpP, HEOOXOIUMBIX JUIs CAHKLIIMOHUPOBAaHHOT'O UCTIONB30BAHMA
MCIIIH.

CoTpyZHHK [OJDKeH OBITh O3HAKOMIICH CO  CBEJICHUSIMH HacTOsIIeH
TloawTHKI, TPITHATHIX TIpoueyp padotsl ¢ snementamu UCITH u C3I1Jn.

Corpyyumkr ~ MBOY  Anexcanaposckoin  COIL,  HCrose3yroume
TeXHHYECKITC CPEICTBA AyTEHTH(UKAIMHK, MOJKHBI OOecHedrBaTh COXPAaHHOCTH
waeETH(NIKATOPOB (DIIEKTPOHHBIX KIIFOYEH) U He JOIYCKaTh HCJI x HEM, a TaK xe
S03MOKHOCTH X YTEPH MM MCIIONB30BAHHS TPeThbUMH Jmuamu. Ilonpsosarenu
HeCyT NepCOHATBHYIO OTBETCTBEHHOCTD 32 COXPaHHOCTh HIEeHTU(DUKATOPOB.

Corpyyimkn - MBOVY  Anekcanaposckodt  COLLL  pomxHBI  Cre/10BaTh
YCTAHOBIICHTLIM IPOLEAypaM [OJepKaHus pexrma Gesomacuocty I1[JH mpu
sEifope 11 WCIIONL30BAaHHM Taposiedl (eclM He MCHOJB3YIOTCS TeXHMHCCKUE
epecTBa ayTeHTH(VKALMH).

Corpymuku  MBOY  Anexcarzmposckoit COILL  RoIKHEL obecrieunBaTh
HamIeKalTyTo0 3aMHUTY 060py/I0BaHHs, OCTaBIIIeMOro 6e3 MpHCMOTpa, 0COOEHHO B
Tex cayuasy, Korja B TIOMEIIeHHe HMEIOT JOCTYIl IMOCTOPOHHHE JIHIA. Bcee
MOTB30BATETI JIOIDKHB! 3HATH Tpebosanust 1o GesomacHocTd [IJIH 1 mpoueaypel
3ammTHl  OBOPYIOBANHS, OCTaBleHHOro O3 NpHCMOTpa, a TakXke CBOH
0bs3aHHOCTIT 110 00CCTIEUeHUIO TAKOH 3aIMTHI.

CoTpy/IMKaM 3ampeliaeTcs yCTaHaBIUBaTh IMOCTOPOHHEE IPOTrpaMMHOC
obecmeuciiyie, TOKNIOYATE JIMYHBIE MOOHIIBHBIE YCTPOMCTBA U HOCHMTENH
wH(OpMAIII, @ TaK YKe 3aMMChIBaTh Ha HUX 3aIlMIIAeMYI0 nH(OpMALHIO.

CorpyiiniKay  3ampeliaercs pasriamarh 3alldilaeMylo  HH(QOpPMALHIO,
KOTOpAS CTAIA 1M 112BeCTHA TPU paboTe ¢ HHGYOPMANMOHHBIMY CHCTEMAMH MBOVY
Anekcaniposcroit COII |, TpeTbUM JIMLAM.

[Ipi pacore ¢ T1Jlu B UCILJH cotpymauku MBOY Anekcannposckoit
COILll  ofa3annl  ofecrednTh OTCYTCTBME BO3MOXHOCTH Tnpocmorpa II/IH
TPETBUM!1 JITITAMH ¢ MOHUTOPOB APM Hit TepMHHAIIOB.

TIpr 3anepmenun pabotsl ¢ UCITIH coTpyaHuKY 06s3aHb! 3aluTHTE APM
WJTH TEPMH AT C TTOMOII{BIO OJJOKMPOBKH KITFOYOM UITH SKBMBAJICHTHOTO CPE/CTEA
KOHTPOJI. 1ATprMeED, JOCTYTIOM IO I1apONIo, €CIHM HE HCIOJb3YTCA Bonee

CHIIBHBIC CPE/ICTRA 3QIIUTHI.

Corpvimmkn - MBOY  Anexcanaposckod  COLLL  OMKHEL OBITH
IPOMH(OPNMIIPORAHET 00 yrpo3ax HapyIIeHHs peXuMa 6e3omacaocty IIJIH H
OTBETCTRCTII0CTH 22 ero HapyuieHne. OHH JODKHBI OBITh O3HAKOMIICHBI C
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YTBEPXK/ICHHOH  (OpMambHOW MpOLEAypON  HaIOXKEHUS JUCUUIIITHHAPHBIX
B3BICKAHMII HA COTPYAHHUKOB, KOTOPBIE HApPYLIMIA TIPHHATHIE TONUTHKY W
npouexypsl Oezonacuocts ITJIH.
Corpynnuku o6s13aHbl 6e3 IpoMeUIeHrs coo0maTh 060 Beex HaGIIONaeMbIX
HIM TNOMO3PHUTENBHBIX ciy4asx paborel MCIT/IH, Morymux IoBieusb 3a coGoii
yrpo3el OeszomacHoctd IIJIH, a Tawke O BBISBIEHHBIX MMH COOBITHSX,
satparusaioniix OesomacHocts I1JIH, pyKOBOACTBY moOApasieneHus u JIALLY,
OTBEHAIONEMY 32 HCMEIVICHHOE peardpoBaHye Ha yrpo3sl 6e3onacHocty [1/1H.
Jlominocrupie 00a3aHHOCTH Nob30oBaTeneii MCIIIu
Hosoxnoctnple  obszanHOCTH — monb3oBarenedi  WVICIT[IH  ommcansl B
CHEAYIOIINX TOKYMEHTaX:
— Mucrpykuus anmunuctparopa MCIT/IH;
— HMucrpykuus aqMunucTparopa 6esonacHoct MCITTH;
— Hucrpykuus nonms3osarens UCIT/Ix;
— Mucrpykuus mone3oBaTeNns TPH BO3HHUKHOBEHHM BHEINTATHBIX
CHTYaLU;

OTteercreennocTs corpyannkos UCIIIn

MBOY Aunekcanaposckoii COLL

B coorsercrsint co cr. 24 @enepansHoro 3akoHa Poccuiickoii @eneparuu
ot 27 uiois 2066 r. No 152-03 «O nepcoHanbHBIX JaHHBIX» JIMLA, BHHOBHEIE B
sapymeniit tpeQosanuit JanHoro @enepansHOrO 3aKOHA, HECYT IpaXKJaHCKYIO,
¥TONIOBHYIO, a/IMHHUCTPATUBHYIO, NHCUHMIUIMHAPHYIO M HHYIO HPELyCMOTPEHHYIO
3aKoHoJaresLeTBOM Pocceriickol Denepalyiy 0OTBETCTBEHHOCTS.

JeiicTnyroee 3akoHOomarenscTBo P® mossosieT NIPEABABIATh TPeOOBaHMSI
mo obecneucinio  Ce3omacHOM paboTHI € 3aINUIAEMOM uHQopManueit wu

OPEAyCMaTPHBACT OTBETCTBEHHOCTh 34 HApYIUEHHME YCTAHOBJICHHBIX MPaBHII
scmIyataimi DBM it cHCTeM, HePaBOMEPHBIN TOCTYN K MH(BOPMALIUH, €CIH ITH
JSHCTBHUS! 11PHBCIIN K Y HHYTOKEHHIO, GJIOKAPOBAHMIO, MOTHbUKALIUN UH(pOpMaITUH
s Hapyicnino paborst O9BM wnu cetedt (crateu 272,273 u 274 YK PO).
Ampamerparop . UCTTE  ® agMuHMCTpatop  6e30macHOCTH HECYT
OTBETCTBCHIIOCTL 3a Cce IeHCTBHUs, COBEPLICHHBIE OT HMEHH MX YYETHBIX 3aIlhcei
HIM  CHCTCMHBIX  y9€THBIX  3allMCed, ecnd  He  JoKasaH  (akT

HECAHKIITOIIIPOBAITION0 UCMOIB30BAHUS YYETHBIX 3aIIHCeit.,
[pw mapymenuax  cotpymuukama MBOY  Anekcamaposckoit COILl —

none3zopatencii MCITH npaBui, ¢BA3aHHBIX ¢ 6€30MaCHOCTBIO IIIH, oHu HecyT
OTBETCTRCIIITOCTD, YCTaHOBJIEHHYIO JEHCTBYIOIIUM 3aKOHOaTeJIbCTBOM
Poccuiicroit Depeparnnu,

Ipurpenennie peimne TpeboBaHMS HOPMAaTHBHBIX JOKYMEHTOB II0 3alllUTe
HHQOPM AT J1077K1IET GRITH OTpakeHsl B [Tonoxkenusax o noxpasmenenusx MEOY

(V3

Anekcaniporckoii (“f)U_[ ocymecTBsroux obpadorky I1[la B UCIIJIH wu
AOIDKHOCTHLIN HICT) VKIIUSX coTpyAHuKoB MBOY Anekcannposckoit COIL
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Heobxommo  BHectm B IlomoskeHus o moapasiaeneHuax MBOY
Anexcanaponcroii COIL, ocymectBusrontux o6pabotky [1/1a B UCIT/IH cBeneHus
00 OTBETCTBCIIHNOCTH HMX PYKOBOAMTENEH H COTPYIHHUKOB 3a pasIjlallleHHe H
HECAHKIMOHIPOBANIYI0 MOJUQHKaLKIo (UcKaxeHHe, (anbcubukanmo) IT/IH, a
TaKXKE 38 HCIIPABOMCPHOE BMEIIATENBECTBO B MPOLECCHl MX aBTOMATH3MPOBAHHOM
00paboTKu.

7.CIIUCOK UCTIOJIb30BaHHBIX HCTOYHUKOB

Ocuornnivu HOPMaTHBHO-NIPABOBLIMH " MeTOAHYEeCKHMHU
AOKyMeHTaN 11, 112 KOTOPBIX 0asHpyercs HacTtosiman IloanTHKa, ABJISIOTCH:

Deyepanciptii 3akon ot 27.07.2006 . Ne 152-®3 «O mepcoHaIbHBIX
AaHHpIx» (jasee — @3 «O nNepcoOHANBHBIX JaHHBIX»), YCTAHABIUBAIOLIMIA
OCHOBHBIC TIDUHIMILI W yciaoBus obpaborku IT[In, mpasa, obg3aHHOCTH U
OTBETCTBCHIIOCThL YIACTHUKOB OTHOIICHHH, CBA3aHHBIX ¢ 00paboTkoii IT/TH.

«TpeConamis K 3alMTe NMEpCOHANBHBIX JAHHBIX MPH HX 00paboTke B
HH(OpMAIOiInX  CHCTeMaX — [EePCOHANBHBIX  JAHHBIX»,  yTBEP:KIECHHOE

ITocranosneiiem IpaButensctBa P® o1 01.11.2012 . Ne 1119.

«[Tomowcerme o6 0cobeHHOCTAX 00pabOTKM IEPCOHANBHBIX JAHHBIX,

o~

OCYILECTRIIACN 011 OC3 MCIOJIB30BaHUS CPENCTB aBTOMATU3aLIUNU», YTBEP)KIEHHOE
[TocTanornciien Hpasutensctsa PO or 15.09.2008 r. Ne 687.
«Tpebonarnmus K MaTepHaIbHbIM HOCHTEJISIM OroMeTpuYecKux

OepCoOHaNBIILIN,  TAaHHBIX MW TEXHOJOTHUAM XpaHCHHA TaKHUX JaHHBIX BHE
I/IH(bOp.\ [AITHOHHBIX CHCTEM MNEPCOHATIBHBIX JdaHHBIX», YTBEPXKJCHHEIC

Ioctanorncien IMpaBurensctBa PO ot 06.07.2008 . Ne 512.
Hopnatimio-veronqudeckue  TOKyMeHTel DejepalbHOd  cmykObl 110
TEXHUUECKO 1V 11 DKCIIEPTHOMY KOHTponro Poccuiickoit ®enepanuu (manee -

OCTIK Por*:'un) no obecneyennro GezomacHoctt I1J[H mpu ux 06paGoTke B
HUCTI

Basonai vonens yrpo3 Ge30macHOCTH [EPCOHANBHBIX JAHHBIX TPH KX
obpaborie 11 111)OPMAIMOHHBIX CHCTEeMaX IIePCOHAJBHBIX MAHHEIX, yTB. 3aM.
aupexropa OCTOK Pocenn 15.02.08 .

MeTto/ia onpejiesieHns akTyalbHbIX yrpo3 Ge30nacHOCTH MepCOHAIBHBIX
JaHHBIX 11pi 11X 00paboTke B MHGOPMAIHOHHBIX CHCTEMaX II€PCOHATBHBIX
HaHHBIX, VTe: Do, ipekropa @CTOK Poccnn 15.02.08 r.

Hpuges OCTOK Pocemn Ne 17 or 11 despans 2013 roma «O6
yTBepok)ictiiil - ‘peboBanMi o 3ammTe HMHGOPMAIMM, HE COCTABIISIOIINX
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roCynepCrBCHHYIO '[‘a'rIHy, coaepKalluxcsa B roCyJapCTBEHHBIX I/IH(I)OPM&HHOHHBIX
CHUCTCMAX».

IMpukas ®CTDOK Poccum Ne 21 or 18 despans 2013 roma «O6
ytBepr<aciiii CocraBa U CONEpKaHHUs OPraHU3allMOHHBIX M TEXHMUYECKHX Mep II0
obecnieueniiio  (e30M1aCHOCTH TEPCOHANBHBIX JAaHHBIX IpU HUX 00paboTke B
HHGOPMAIII011ILIX ClICTeMaX IepCOHAIbHBIX JaHHBIX).

Ilpuras DenepanbHOi ciyx0bl Oe3onacHocTr Poccuiickoin @enepanuu OT
10 mons 2014 r. N 378 "O6 yrBepxknaenuun CocraBa H COAEpXKAHHA
OpraHi3aliioniLxX M TEeXHHYECKHX Mep Mo obecledeHHr0 0e30MacHOCTH
HepcotanniiiiX JanibX Npu uX obpaboTke B HMHQOPMALMOHHBIX CHCTEMaXx

IIEPCOIANT 151 TAHHEIX C UCIIOJIB30BAaHUEM CPEJICTB KPUNTOrPaQUUeCKON 3aIHTh
aHbOpMAaIH, 11e00XOAUMBIX JUIsl BBIIIOJIHEHHS YCTaHOBJIEHHBIX IIpaBUTEIRCTBOM
Poccuiickoit eonepanuu TpeOOBaHMM K 3alldTe [EPCOHAIBHBIX MAHHBIX IS

KaXI0ro 13 vponieil 3alAIeHHOCTH .



