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OITPEJAEJIEHUA

B HacrosmieM JOKYMEHTE HCIONb3YIOTCA CIEAYIOIIUE TEPMUHBI U HUX
OIIPEIECIICHMUS.

ABTOMATH3MPOBAaHHAsI CHCTEMAa — CHCTEMa, COCTOsIIAas U3 MEepCOoHAIa U
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACITEIbHOCTH, peajau3yomas uHpopma-
LUOHHYIO TEXHOJIOTHIO BBIIIOJIHEHUS! YCTAHOBJIEHHBIX (DYHKIIUH.

AyTeHTH(HUKALUA OTIPABUTENS JAHHBIX — OATBEPKIAEHUE TOrO, 4TO OT-
IIPaBUTENb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX [JAHHBIX — COCTOSHHE 3allUIICHHOCTU
NEPCOHATBHBIX JAaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKMX  CpPEACTB M  HMH(OPMALMOHHBIX  TEXHOJOTMH  00ecreduTh
KOH()UIEHIMATBHOCTh, LEIOCTHOCTh U JAOCTYIHOCTh NMEPCOHANBHBIX JAaHHBIX MpU
ux 00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JTaHHBIX.

buomerpuyeckne mnepcOHAJbHbIC JdaHHbIE — CBEJCHUSA, KOTOpbIE
XapaKTEPU3YIOT (PHU3UOJIOTHUECKHE OCOOEHHOCTH YE€IOBEKa U HA OCHOBE KOTOPBIX
MOKHO YCTaHOBUThH €r0 JIMYHOCTb, BKJIOYass (oTorpaduu, OTHEUaTKU MAaJbIEB,
o0pa3 ceTyaTKH TJla3a, OCOOEHHOCTHM CTPOCHHUS Tela M APYryl MOJ00HYIO
uHdOpMaITHIO.

biokupoBaHne NEpPCOHAIBHBIX MJAHHBIX — BPEMEHHOE IPEKpALIECHUE
00pabOTKK MEpPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, €ciii 00paboTka
HeoO0XouMa JIJIsl yTOUHEHUS IEPCOHANIBHBIX IaHHBIX).

Bupyc (kOMIbOTEPHbINA, IPOrPAMMHBIN) — UCIOJHIEMBIN POrPAMMHBIN
KOJI WJIM UHTEPIPETUPYEMbI HAOOp MHCTPYKIIMM, 00Ja1atonuii CBOMCTBaAMU He-
CaHKLIMOHUPOBAHHOI'O PAaCIpOCTpaHEHUs] U camoBocrpous3BeneHus. Co31aHHbIE
NyOIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/la COBNAAAIOT C OPUTHHAJIOM, HO CO-
XPaHAOT CIIOCOOHOCTh K JajbHEHUIIEMY PacHpOCTPAHEHHIO U CaMOBOCIPOU3BEIE-
HUIO.

BpenonocHasi nporpamMmma — nporpaMmma, npeHa3HaueHHast 17151 OCYIECTB-
JIEHUS] HECAHKLIMOHMPOBAHHOI'O JIOCTYIA U (WMJIM) BO3JEWCTBHS HAa NEPCOHAIbHBIC

JTAHHBIE WK PeCypChl UHPOPMAIIMOHHOM CUCTEMBI ITEPCOHATBHBIX JaHHBIX.



BcnomoraresibHble TeXHUYECKHE CPeICTBA M CHCTEMbl — TEXHUYECKHE
CpEIICTBA U CHUCTEMBI, HE MpeHA3HAYCHHbIE JIJIs Mepeaayu, 00pabOTKU M XpaHEeHUs
MEPCOHANBHBIX JIAHHBIX, YCTAHABIMBAEMbIC COBMECTHO C TEXHUYECKUMH CPEHCT-
BaMM U CHUCTEMaMH, MPETHA3ZHAUYECHHBIMU JJIsi 00paOOTKU MEPCOHANBHBIX JaHHBIX
WIM B TIOMEIICHUSAX, B KOTOPBHIX YCTAHOBJICHBI MH(MOPMAIMIOHHBIC CHCTEMBI TIEPCO-
HaJIBHBIX JaHHBIX.

JocTtynm B oOnepanyMoHHYI0 cpeay KommbioTepa (MHGOPMALMOHHOM
CHCTEMbl NEPCOHAJBLHBIX JAHHBIX) — TIOJYYCHHE BO3MOXKHOCTH 3allyCKa Ha
BBINOJIHEHUE IITATHBIX KOMaHA, (YHKUWH, NpOUETyp OIEpPalMOHHON CHUCTEMBI
(YHUYTOXKEHUSI, KOIUPOBAHUS, TIEPEMEIICHUs M T.1.), UCIOMHIEMbIX (aiilioB
MIPUKJIAHBIX IPOTrPaMM.

Joctyn k mH(OPpMAIMN — BO3MOXKHOCTh MOIy4YeHUs] MH(OpMALUM U €€ HC-
M0JIb30BAHUS.

3akJiaiouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMAIMHU, CKPBITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMbII  WJIM BHOCHMBI) B MECTa BO3MOXKHOTO CheMa
uH(popMalru (B TOM YHCIE B OTPaXKACHUE, KOHCTPYKIIMIO, 000PYJI0BaHUE, MPEIMETHI
MHTEPbEPA, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B TEXHUYECKUE CPEICTBA U CHUCTEMBI
00paboTku uHpoOpMaIUn).

3ammnmaemass uHpopmanusa — uHGoOpMAaIUs, SBISIOMIASICS TPEIMETOM CO0-
CTBEHHOCTHM M TOJICKAINAs 3alUTe B COOTBETCTBUM C TPEOOBAHHMSAMH IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBaHUSIMU, YCTAaHABIMBAEMBIMUA COOCTBEHHUKOM MH(OPMAITUH.

Nnentudukanusa — TNpUCBOCHUE CYOBEKTaM U OOBEKTaM JOCTyIa WIACHTU-
¢dbukaropa u (WIM) CpaBHEHHE TPEIBSBIAEMOrO HICHTU(PHUKATOpA C TEpeUHEM
MIPUCBOCHHBIX UJECHTU(PUKATOPOB.

HNudopMaTUBHBIA CUIHAJ — JJIEKTPUUYECKUAE CUTHAJIBI, aKyCTUYECKHE, DJIECK-
TPOMAarHuTHbIE W Jpyrue (PU3MUECKUe IOJisl, MO TMapaMerpaM KOTOPBIX MOXKET ObITh
packphbiTa KOHpUICHIIMaTbHas HH(opMaIms (TIepCcoHATLHBIE JaHHBIE) 00pabaThiBacMast

B MH(OPMAITMOHHOM CUCTEME MEPCOHATHHBIX TAHHBIX.



NndopMmanuoHHble TEXHOJOTHN — IPOLIECCHl, METOBI MOMCKa, cOopa, Xpa-
HEHUsl, 00pabOTKH, TNPEIOCTABJICHHUS, PACIPOCTpaHEHUSI WHQPOPMAIMA M CIOCOOBI
OCYUIECTBJIEHUS TAKUX IPOLECCOB U METOJIOB.

Nudopmanuonnasi cucremMa mnepcoHadbHbiX AaHHbIXx (UCIIIn) -
COBOKYITHOCTh COJEpKAIIUXCS B 0a3ax JaHHBIX MEPCOHAIBHBIX JaHHBIX W
o0ecIeunBaIMX UX 00pad0TKy MH(GOPMAIMOHHBIX TEXHOJIOTHH U TEXHUYCCKUX
CPEIICTB.

Hcnosb30BaHue TEPCOHANBHBIX JAaHHBIX — JeWcTBHs (omepanuu) ¢
NEPCOHANILHBIMU JTAHHBIMH, COBEpILIAEMbIE OMNEPATOPOM B LEIAX PUHITHUSL
peleHuil WM COBEPIICHUS HMHBIX JICUCTBHUM, MOPOXKIAIOUIUX IOPUTAYECKUE
TIOCJICJICTBHASI B OTHOIICHWH CYOBEKTa TEPCOHATBHBIX JMAHHBIX WUIA JPYTHUX JIUI]
a160 MHBIM 00pa30M 3aTparuBalolIUX MpaBa U CBOOOBI CYOBhEKTa MEPCOHATBHBIX
JTAHHBIX WM IPYTUX JIAII.

HcTouyHuk yrpo3sl 6e3onacHocT HHpopManmu — cyObeKT JOCTYIIa, MaTe-
PHUATBHBIA OOBEKT WM (PU3NUECKOE SIBIICHUE, SIBIISFOIIMECS] MPUYUHON BO3HUKHOBEHMUS
yrpo3bl 0€30MaCHOCTU UH(OPMAIUH.

Kontpoaupyemasi 30Ha — MpOCTpaHCTBO (TEPPUTOPUS, 37aHKE, YaCTh 3/IaHM,
MIOMELIECHUE), B KOTOPOM HCKJIIOUEHO HEKOHTPOJIMpPYEMOE NpeObIBAHUE MOCTOPOHHUX
JIII, & TAKXKE TPAHCTIOPTHBIX, TEXHMUECKUX M MHBIX MaTEPUATIBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNBbHOE IS
COOJTFOZICHUST ONIEPaTOPOM HMJIA WHBIM TTOTYYHBIIAM JOCTYI K TIEPCOHAIBHBIM JTAHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHhe Oe3 coracusi CyObeKTa
TIEPCOHATBHBIX JJAHHBIX WJIM HAJIMYKS MHOTO 3aKOHHOTO OCHOBAHHUSI.

MexceTeBOM 3KPaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKITMOHATIHLHO-
pacnpeiefieHHoe TMPOrpaMMHOE  (TIPOTPpaMMHO-AIMApaTHOE) CPEACTBO  (KOMILIEKC),
peanu3yrolee KOHTPOJIb 3a MH(POpMaIeH, MoCTynatouel B UHQOPMAIMOHHYIO CUCTEMY
MIEPCOHATBHBIX JJAHHBIX U (WJIM) BBIXOASIICH 13 UHOPMAIIMOHHONW CUCTEMBI.

Hapymuresb 6€30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — (DU3HMUYECKOE JIUIIO,

CquaﬁHO WM IIpSIHAMEPEHHO COBCPIIAIOIICC I[CP'ICTBPISI, CIICACTBHEM KOTOPBIX ABJIACTCA



HapyllleHue 0e30MacHOCTU MEPCOHATBHBIX JaHHBIX MPU UX 00pabOTKE TEXHUYECKUMHU
CpelICTBaMU B MH(POPMALTMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX.

HeaBTomMaTu3upoBanHasi o00padoTka NEePCOHAIBHBIX [JAAHHBIX —
00paboTKa MEepCOHANBHBIX JIAHHBIX, COACPKAIIMXCSI B MHPOPMALIMOHHOMN crCcTeMe
MEPCOHATBHBIX JAHHBIX JIMOO W3BICUECHHBIX W3 TaKOW CHUCTEMbI, CUHMTAETCS
OCYIIIECTBICHHON 0e3 UCIIOJIb30BaHUs CpPEACTB ABTOMATHU3ALINU
(HeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHUCTBUA C MEPCOHAIBHBIMU TAHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHUE, PACHPOCTPAHECHHE, YHUUYTOXKECHHUE MEPCOHATBHBIX
JAHHBIX B OTHOILIEHWU KaXKJIOTO M3 CYOBEKTOB IMEPCOHAIBHBIX JAHHBIX,
OCYILIECTBIISIFOTCS] IPU HEMOCPEICTBEHHOM YYaCTHU YEJIOBEKA.

HenexnapupoBaHHble BO3MOMKHOCTH — (DYHKIMOHAIBLHBIE BO3MOKHOCTU
CPEIICTB BBIUMCIIUTEIILHON TEXHWKHA, HE ONKMCAaHHbIE WIM HE COOTBETCTBYIOIIUE
OIMCAHHBIM B JIOKYMEHTAIIUH, TIPU WCIHOIB30BAHUUA KOTOPHIX BO3MOKHO HapYIIICHHUE
KOH(UIICHIIMATBHOCTH, JOCTYIIHOCTH WM IIEJIOCTHOCTH 0OpabaThiBaeMON  WH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKUMOHUPOBAHHBIEC JCHCTBUSA) —
JOCTYIl K MH(OPMAIMKM WM JICUCTBUSL C MHQOpMAIIMEH, HapyIIAIoNHe MpaBia pas-
rpaHUYCHUsT JOCTylla C WCIOJB30BAHUEM IITATHBIX CPENCTB, MPEIOCTABIISEMbBIX
MH(POPMAITMOHHBIMU CUCTEMAMU NIEPCOHATBHBIX JTAHHBIX.

Hocurtenb ungopmanum — Gu3nyuecKkoe JUIO WM MaTepUaIbHBIA 00BEKT, B
TOM 4HcIIe (PU3NUECKOE MOoJIe, B KOTOPOM MH(GOPMAITUS HAXOIUT CBOE OTPayKEHUE B BUJIC
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PELICHUI 1 TPOIECCOB, KOIMYECTBEHHBIX
XapAKTEPUCTHUK (PU3NUECKUX BEITMUMH.

O0e3MuYnBaHue NEPCOHAJBHBIX [JAHHBIX — JEHUCTBUS, B pe3yJbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJB30BAHUS JIOMOJHUTEIbHON
nH(pOopMaIU ONPEIeIUTh MPUHAIIIC)KHOCTD MIEPCOHANIBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHAIBHBIX JAHHBIX.

OO0paboTka MepCOHAJBHBIX JAHHBIX — JI000E JeHCTBUE (OTeparus) uiu
COBOKYITHOCTH JCHCTBUI (omepaliuii), COBEpIlIaeMbIX C UCIIOIb30BaHUEM CPEICTB

aBTOMAaTu3almym HJIN 0e3 HCIIOJIb30BAaHUSA TaKHUX CpCACTB C IICPCOHAJIBHBIMHU



JAHHBIMH, BKJItOYas cOOp, 3aluCh, CHUCTEMATHU3AIMIO, HAKOIUIEHWE, XpaHEHHE,
yTOuHEeHHEe (OOHOBJIEHHE, U3MEHEHHE), M3BICUCHHUE, MCIIOJIb30BaHUE, Ieperady
(pactipocTpaHeHune, MPEAOCTABICHHUE, JOCTYIM), O0e3NMWYMBaHUEe, OJOKHWPOBAHHE,
yIaJieHue, YHUUTOKEHUE MePCOHATBHBIX JaHHBIX.

OO0meocTynHble MEePCOHAJIbHbIE JaHHbIE — TEPCOHAIBHBIC JIaHHEIE,
JIOCTYIl HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPBIM NPEJOCTaBJICH C COrjacus
CyOBbEKTa TMEepCOHAIbHBIX JAHHBIX WJIA Ha KOTOpPble B COOTBETCTBUU C
dbenepalbHBIMU  3aKOHAMU HE PacHpoCTpaHseTCs TpeOoBaHWE COOIOACHUS
KOH(HIEHIIMATHOCTH.

Oneparop (MepCcOHANBHBIX JTAHHBIX) — TOCYIapCTBEHHBIM OpraH,
MYHHUITUTIATBHBIA OpTaH, IOPUANIECKOES WM (PU3NIECKOE JIUIIO, CaMOCTOSATEIHHO
WM COBMECTHO C JPYTHMH JIMIIAMH OpPraHU3yIolue U (WJIu) OCYIIECTBISIONINE
00paboTKy TEepCOHATBHBIX JaHHBIX, a TaKXKE OINpEICISAIONIe 1eau 00paboTKu
MIEPCOHANILHBIX TAHHBIX, COCTAB MEPCOHAIBHBIX JaHHBIX, MOICKAIINX 00padoTKe,
JercTBUS (OTepalliu), COBEPILIaeMble C TIEPCOHATBHBIMU JIAHHBIMHU.

Texnnueckue cpeacTBa HHPOPMANMOHHON CHCTEMBbI TMEPCOHAIbHBIX
JAHHBIX — CPEJICTBA BBIYMCIUTEIBHON TEXHHKH, WH(POPMAIMOHHO-BBIYUCIUTEILHBIE
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tiepeniauu, ipuema v oopadotku [1/1H (cpenctra
U CHCTEMbI 3BYKO3AllMCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOM3BE/ICHUS, TEPETOBOPHBIC U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA M3TOTOBJICHUS], TUPAKUPOBAHUS JTOKYMEHTOB U
Jpyrre TEXHUYECKUE CPe/ICTBa 00pabOTKU peueBo, rpadudeckoi, BUIeo- U OYKBEHHO-
¢ poBoi MHPOPMAIHH), TIPOTPAMMHbBIC CPEJICTBA (OIEPAITMOHHBIC CUCTEMbI, CHCTEMBI
yIpaBjieHus 06azamMu JaHHBIX U T.I1.), CPEICTBA 3aIUTHI HH(POPMAIH, TIPUMEHSIEMbIC B
MH()OPMALMOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HEMpPaBOMEPHOE MOJIy4eHHE WHGOPMAIUU C
WCIIOJB30BaHUEM TEXHUUYECKOTO CPEACTBA, OCYILECTBIISIONIETO OOHApyXKeHUe,
npueM 1 00paboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble TaHHBbIE — JF00ass MHPOpPMAIUS, OTHOCAIIAACS K TPSIMO
WM KOCBEHHO OMPEICIICHHOMY WIM OmnpeAensieMoMy (Qu3nueckoMy JUIy

(cyOBeKTYy mepCOHATbHBIX JaHHBIX);



ITo0o4HBbIE  JJIEKTPOMATHMTHBIE  HM3JIy4YeHMH M HABOAKH  —
AJIEKTPOMArHUTHbIE HM3IY4YEHHUsS TEXHUUYECKHUX CPEACTB OOpaOOTKHM 3alMIacMon
uHbOpMaIK, BO3HUKAIOIIME Kak MMOOOYHOE SIBJICHHE W  BBI3BAaHHBIC
IEKTPUYECKUMU CUTHAJIAMU, IECHCTBYIOIIMMH B UX JIEKTPUYECKUX U MATHUTHBIX
LEISX, a TAKKE IEKTPOMATrHUTHBIE HABOJKU ITHX CUTHAJIOB HA TOKOMPOBOJISIINE
JIMHUM, KOHCTPYKIUU U LIENH TUTAHUSL.

ITotuTHKAa  «YUCTOIO  CTOJIA» —  KOMIUIEKC  OpPraHU3alMOHHBIX
MEPOMPHUITHIA, KOHTPOJMUPYIOIIUX OTCYTCTBHE 3alMCHIBaHUS Ha OyMakKHbIE
HOCUTEIM KItoued M aTpuOyToB AocTyna (maposied) M XpaHEHUus MX BOIM3H
00BEKTOB JIOCTYIIA.

IMoab30Baresb MHPOPMALMOHHONH CHCTEMbI NMEPCOHAJBHBIX JAHHBIX —
JUIO, YydacTByiollee B (YHKIMOHUPOBAHMM HH(POPMALMOHHOM  CHCTEMBI
NEPCOHAJBHBIX JAHHBIX WJIA UCIIONB3YIOUIEE PE3YIbTAThl €€ (PYHKIMOHUPOBAHMS.

IIpaBuwia pasrpaHMYeHusi 10CTYNa — COBOKYITHOCTb MPaBUJI, PErJIAMEHTHU -
PYIOILKX MpaBa A0CTyINa CyObEKTOB AOCTYIA K 00bEKTaM JOCTYTIA.

IIporpamMmmHas 3aKJiaKka — KOJ IPOrpaMMBbl, IPeIHAMEPEHHO BHECEHHBIN B
IporpamMmy € II€JIbI0 OCYIIECTBUTh YTE€UKY, U3MEHUTh, OJIOKUPOBATh, YHUUTOXUTD
MH(OPMAIMIO WIH YHUYTOXUTh U MOJIU(DUIMPOBATH MPOrpaMMHOE OOecrieyeHue
MH(OPMAIMOHHOW CUCTEMbI MEPCOHAIBHBIX JAHHBIX M (WiIH) OJOKMpOBaTh arra-
paTHBIE CPEACTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTH4ecKoe)  BO3JaelicTBHE  —
HECAaHKIIMOHUPOBAHHOE  BO3JIEWCTBHE HA  PECypChl  aBTOMAaTU3UPOBAHHOMN
UH(POPMAIIMOHHON CUCTEMBI, OCYILECTBISIEMOE C HCIOJIb30BAaHUEM BPEIOHOCHBIX
IPOrPaAMM.

PackpbiTHEe NEPCOHAJBHBIX JAHHBIX — YMBIIUICHHOE WM CIydaiiHOE
HapyleHne KOH()HUIEHIUATbHOCTH NePCOHATBHBIX JaHHBIX.

PacnpocTpaHenne mepcoHAJBHBIX JAHHBIX — JCHCTBUSA, HaNpaBIICHHbIE

Ha PACKPBITHE NEPCOHAIBHBIX JAHHBIX HEOIIPEICICHHOMY KPYTY JIULI.



Pecypc uH(popManmoOHHON CUCTEMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO W anrapaTHOIo oOecredeHus (GyHKIMOHUPOBAHUS
UH(GOPMAIIMOHHOM CUCTEMBI.

CneunmnajibHble KAaTEerOPMH MNEPCOHAJIBHBIX [JAHHBIX — TIEPCOHAJBHBIC
JTaHHBIE, KACAIOIIMECS PACOBOW, HAIMOHAIIBHON MPUHAJIEKHOCTH, MOJIUTUYECKUX
B3[JIS1/10B, PETUTUO3HBIX WIH (HUIOCOPCKUX YOKIEHUM, COCTOSHUS 30POBBS U
WHTUMHOM >KM3HU CyOBEKTa MePCOHANbHBIX TaHHbIX.

Cpeacrea BbIYMCIUTEIbHON TEXHUKHU — COBOKYITHOCTB ITPOTPAaMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKU JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOATEIIBHO WX B COCTaBE JPYIMX CUCTEM.

CyObekT nocryna (cy0ObeKT) — JUIO WIH MPOLECC, ACUCTBUS KOTOPOTO per-
JTAMEHTHPYIOTCS TPaBUWJIaMH Pa3rpaHUYCHUS JOCTYTIA.

TexHuveckuil KaHAJA yTe4YKH MH(OPMALMH — COBOKYITHOCTb HOCUTENS WUH-
dbopmatmu  (cpeactBa 00paOOTKU), (DU3UYECKOWM Cpebl pacnpocTpaHeHus HHOOp-
MaTUBHOI'O CUTHAJIA U CPE/ICTB, KOTOPHIMH JOOBIBAETCS 3allMIaeMasi ”HpopMalus.

TpancrpanuyHasi mnepegadya NEPCOHAJBHBIX JAHHBIX — IIepenaya
IIEPCOHANIBHBIX  JIAaHHBIX OIllepaTopoM uyepe3 ['ocygapcTBEHHYHO TI'paHHILY
Poccniickoit ~ ®denepanmu  Oprady  BJACTH  MHOCTPAHHOTO  TOCYAAapCTBa,
(bU3MYECKOMY MU IOPUANYECKOMY JIMIY MHOCTPAHHOTO TOCYJapCTBa.

Yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(aKkTOpOB, CO3AIOIIMX OMACHOCTh HECAHKLIMOHUPOBAHHOIO, B TOM YHUCJIE CIIy4allHOTO,
JIOCTYTIA K MEPCOHAIIBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOI'O MOYKET CTaTh YHUUTOKEHHE,
U3MEHEHNe, OJIOKMPOBaHKE, KOITMPOBAHUE, PAaCIIPOCTPAHEHUE NIEPCOHANIBHBIX JIAHHBIX, a
TaK)Ke UHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUIA MPHU UX 00pabOTKe B MHPOPMAITMOHHOMN
CHCTEME NIEPCOHAIBHBIX JTAHHBIX.

YHUYTOKEHHE TNEePCOHAJbHBIX JAAHHBIX — JICWCTBHS, B pe3yJibTare
KOTOPBIX CTAHOBHUTCS HEBO3MO>KHBIM BOCCTAHOBUTH COJIEP)KAHHE MEPCOHAIBHBIX
JAHHBIX B WHGOPMAIIMOHHON CHUCTEME TIEPCOHANBHBIX JaHHBIX W (WIH) B
pe3yibTaTe KOTOPBIX YHHMUTOXKAIOTCS MaTepUalbHbIE HOCHUTENIM MEPCOHAIbHBIX

JTAHHBIX.
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VYr1euka (BamuiaemMoi) MHEOPMALMHM MO TEXHHUYECKMM KaHAJIaM —
HEKOHTPOJIMPYEMOE pacnpoCcTpaHeHue MH(GOPMAIMK OT HOCUTENIS 3allluIaeMoi HHQOp-
Malu Yepe3 (PU3MYECKYI0 Cpedy IO TEXHMYECKOTO CpEICTBA, OCYIIECTBIISIOIIETO
nepexBaT UHPOPMAIIUU.

Ya3BUMOCTD — Cl1a00CTh B CPEACTBAX 3aIUTHI, KOTOPYIO MOXKHO HUCHOJIb30BATH
JUTsl HApyLIEHHs CUCTEMBI WM COZIep KaIieiicsl B Heil MH(pOpMAaIiH.

HenocTHocTh MHGOPMAIUM — CIIOCOOHOCTH CPEJICTBA BBHIYMCIUTEIILHON TeX-
HUKY WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00ECIeUMBATh HEM3MEHHOCTh HH(OPMAIIH B

YCIOBHSX CITY4altHOTO W/WJIM MPEAHAMEPEHHOTO UCKKEHUS (Pa3pyILCHHUS).



OBO3HAYEHUA N COKPALIEHU A

ABC — anTHBUpYCHBIE Cpe/ICTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHE CPEICTBA U CUCTEMBI
NCI1/IH — undopMaIioHHasi CUCTEMA MEPCOHAIBHBIX TaHHBIX
K3 — koHTpompyemas 30Ha

JIBC — nokasnbHasi BBIYMCIIUTEIbHAS CETh

MD — MexceTeBoil FKpaH

HC/1 — HecaHKIIMOHMPOBAHHBIN J1OCTYII

OC — onepanmoHHas cuctema

[T/IH — nepcoHaIbHbIE TaHHBIE

[IMB — nporpaMMHO-MaTEMATUYECKOE BO3IEHCTBHE

[1O — nporpamMmmHOe obecrieueHue

[ITOMHH — no6o4HbIe 371€KTPOMAarHUTHBIE N3TyYEHUsI K1 HABOJKH
CA3 — cucrema aHanm3sa 3alMIIEHHOCTH

C3U — cpeacTna 3amuThl UHPOPMAILIUU

C3IIdH — cucreMa (oACUCTEMA) 3AILUTHI IEPCOHATBHBIX JTAHHBIX
COB - cucrtema oOHapyKeHUSI BTOP>KEHUM

TKY U — Texauueckre KaHalbl YTEUKH HHpOpMaIm

VYBIIIH — yrpo3bl 6€30MacHOCTH NEPCOHATBHBIX JAHHBIX

11
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BBEJAEHHUE

Hactosimass TlonuTtuka wuHopMannoHHOW O€30MacHOCTH (mamee —
[Monutuka) B MBJIOY Nel6 «Anenka» (manee - JIOY), sBusercs oduiinaibHbIM
JTIOKYMEHTOM.

[lonutrka pa3paboTaHa B COOTBETCTBMM C LEIsAMH, 3aJadyaMu |
NpUHIIMIAMU o0ecriedeHus: 0e30MacHOCTU MEPCOHANBHBIX JaHHBIX U3JI0KEHHBIX B
[Tomoxenun nabopmanronnoi 6e3onacHoctu UCIIa JIOY.

[Tonutuka pa3paboTaHa B COOTBETCTBUM ¢ TpeOoBaHUsAMH DenepanbHOTO
3akoHa oT 27 wmtonst 2006 1. Ne 152-®3 «O mnepcoHaNbHBIX [@HHBIX», Ha
OCHOBaHUMU:

— Tlpukaz ®CTIK Poccun ot 18 deBpans 2013 roma Ne 21 «O6
yrBepxkaeHnn CoctaBa H COJAEP)KAHUA OPTaHW3AIMOHHBIX H
TEXHUYECKUX MEp MO 0OECIEUYECHUI0 OE30MacHOCTH MEePCOHATBHBIX
JAHHBIX TpU HX 00paboTke B HHPOPMAIMOHHBIX CHUCTEMAaX
MIePCOHAIIBHBIX TAHHBIXY,

— «TunoBeIX TpeOOBaHUU MO OpraHU3alMM U O0OECHEUYECHHIO
GYHKIUOHUPOBAHUS  MHUQPPOBAIBHBIX  (KpUNTOrpadUueCcKux)
CPEICTB, TMpeIHa3HAYEHHBIX JUIS 3alUThl HWHQOpMammu, He
coZepKallel CBEJACHUN, COCTABIISIIOIIMX TOCYIAPCTBEHHYIO TalHY
B Cllydae W3 HCIIOJNb30BaHUA Mg oOecrieueHuss 0e30macHOCTH

NEPCOHANIBHBIX JAaHHBIX NPH UX 00paboTKe B MH(POPMALMOHHBIX

cucTemMax NEepCOHAJIbHBIX JAHHBIXY, YTBEPKACHHBIX
pykxoBoactBoM 8 Llentpa ®CB Poccun 21.02.2008 r. No 149/6/6-
662.

B Tlonutuke ompenenenbl TpeboBanus k mnepconany WCIIIH, cTeneHb

OTBETCTBEHHOCTH  NIE€PCOHANa,  CTPYKTypa U  HEOOXOJMMBI  YpOBEHb
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3allUIICHHOCTH, CTaTycC 141 JOJIZKHOCTHBIC 00513aHHOCTH COTPYAHHUKOB,

OTBETCTBCHHBIX 3a 0OecreueHrue 0S30IaCHOCTH INNEPCOHATIbHBIX JAHHBIX B I/ICHI[H

TIOY.
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1.00mue mojoKeHus
Lenpto wactosmein IlomuTuku, sBISCTCS oOOCCICYeHHE O€30IacHOCTH

00bekTOoB 3amuThl JIOY oOT BceX BHJIOB yIpo3, BHEIIHMX W BHYTPEHHUX,
YMBIIUICHHBIX W HENpeIHAMEPEHHBIX, MUHUMM3ALMS yiiepda OT BO3MOKHOM
peanuzaiuu yrpo3 6ezomnacHoctu [1{n (YBITIH).

be3onacHOCTh NEPCOHANBHBIX MAHHBIX JOCTUTAETCS IMYTEM HCKIIOUYEHUS
HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJI€ CIYyYalHOTO, JIOCTYyINAa K IMEPCOHAIbHBIM
JIAaHHBIM, PE3YJbTaTOM KOTOPOTO MOXET CTaTh YHHYTOXXEHHUE, W3MEHECHHUE,
0JIOKMpOBaHUE, KOMTUPOBAHKE, PACIIPOCTPAHECHHE TTIEPCOHAIIBHBIX JIAHHBIX, a TAKKe
VMHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUM.

Nudopmarus 1 cBsi3aHHBIE C HEH PEeCypChl JAOJKHBI OBITH JTOCTYIHBI IS
ABTOPU30BAHHBIX IOJB30BaTeNel. JIOMKHO OCYIIECTBISITECSI CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIT/]H.

JIOJDKHO ~ OCYIIECTBIIATHCS — MPEAOTBPAIICHUE MPEAHAMEPEHHBIX MU
CITy4yalHbIX, YACTUYHBIX WJIM TMOJIHBIX HECAHKIMOHUPOBAHHBIX MOJU(PUKAIIUN WU
YHUYTOXKCHUSA TaHHBIX.

CoctaB 00BEKTOB 3alllUThl MpenacTtaBieH B «llepeyHe mnepcoHaIbHBIX
JIAaHHBIX, MOJIJICKAIUX 3aIUTE.

Cocras UCITIH noanexamux 3amure, npeacrasieH B «llepeune UCITIH».
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2.00/1aCcTh IeCTBUSA
TpeboBanus Hacrosmed [lodUTHKM  pacnpoCTpaHsIOTCS Ha  BceX

corpyaHUKOB JIOY (IITaTHBIX, Bp€MEHHBIX, PAOOTAIOIIMX 110 KOHTPAKTY U T.II.), @

TaK)Ke BCeX MPOYUX JIUILL (OAPSTUUKH, Ay TUTOPHI U T.I1.).
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3.CucreMa 3alIUTHI NEPCOHATBHBIX JTAaHHBIX
Cuctema 3amuthl mepcoHalbHbIX JaHHbIX (C3II1JIH), cTpouTcs Ha

OCHOBAHUU:

— MHWrorosoro otuera 06 oo6ciaemoBannu UCII/H;

— Oryera o0 pe3ynbTaTax MOPOBEACHUS  BHYTPEHHEW MPOBEPKHU
3amuThl [1/IH Ha OyMaKHBIX HOCUTEIISX.

— IlepeuHs nepcoHaIbHBIX TAHHBIX, OAJICHKAIINX 3AIIUTE;

— Axra xnaccupukanuu HHGOPMAITMOHHON CUCTEMBI MIEPCOHATBHBIX
JNAHHBIX;

— Mogenu yrpo3 06e30MacHOCTH IEPCOHATBHBIX JAHHBIX;

— Martpuupbt JOCTyTIa M0JIb30BATENEH K 3aIIHIIAEMbIM
uHpopmarmonasiM pecypcam UCITIH;

— PykoBogsmmx nokyMmeHToB ®CTIOK u ®Cb Poccun.

Ha ocHOBaHuM 3THX JOKYMEHTOB OIpEIEsieTcsl HEOOXOIUMBIM ypOBEHB
samquiieHHocTy [1/1n xaxaon MCIIn JOY. Ha ocHoBaHuHU aHalnu3a aKTyaJlbHBIX
yrpo3 6e3onacHoctu [1/IH onucannoro B Mojenu yrpos, Jefaercs 3aKiro4eHue O
HEOOXOJIMMOCTH HCIOJIb30BAHUSI TEXHUUYECKUX CPEICTB M OpPraHU3allMOHHBIX
MepornpuaTuil s obecniedeHus: 6e3omnacuoctu [1J{n. BeiOpanubsie HeoOX0aUMbIe
MeponpusiTus oTpaxarorcsi B «llmaHe mepornpuaruii mo 0OECIEeUEeHUIO 3allUThI
1§011: 0%

Jns UCIT/IH momxeH ObITh COCTABJICH CITUCOK MCIIOIb3YEMBIX TEXHUUECKUX
cpenctB 3auuThl (najgee - CHOHMCOK), a Tak K€ MPOrpaMMHOI0 OOECHeYeHHs
y4dactBymomiero B oopabotke [1]/[x, Ha Bcex anmementax UCII/H:

— APM nonp30BaTenei;

— CepBepa NpuIIOKEHUH;

— CVYb/;

— I'panuna JIBC;

— KananoB mnepemaun B ceTd OOIIEro MOJb30BaHUA W (WJIK)

MEXAYHapOIHOro 0OMeHa, eciu 1o HuM nepegatorcs [1/1n.
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B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIJIH u akTyalabHBIX yIpo3,

C3I1/IH MOXeT BKJIIOUYATh CJICIYIOIINE TEXHUUYECKHUE CPEJICTBRA:

AHTUBUPYCHBIC CPEACTBA JUIsl pabOYMX CTAHIMM MOJb30BaTeNiel U
CEPBEPOB;

CpEelICTBAa MEKCETEBOI0 SKPAHUPOBAHUS;

cpenctBa  Kpunrorpaduyuecko 3amuThl  MHPOpMALUU, TMpU

nepenaye 3amuiaeMon HHGOpMaIuu Mo KaHajaM CBSI3H.

Tak e B CIHCOK JOJIDKHBI OBITH  BKJIIOYCHBI (b}’HKHI/II/I 3alIUTHI,

o0ecrieurBaeMble IMTATHBIMU cpeacTBamMu o0pabotku [I/lH omepanmoHHBIMU

CuCTCMaMu

(OC), mnpuknagueiM [0 wu cHoenuadbHBIMU — KOMILJIEKCAMU,

PCAIU3YIOIMUMHA CPCACTBA 3alIUTEI. Crmcok (bYHKI_[I/Iﬁ 3aIlIUThI MOXKCT BKJIHOYAaTb.

Crcok

MEpOIPUATHN

YIIPABJICHUE U pa3rpaHUUYCHUE JOCTYIA M10JIb30BaTEIICH;
PETUCTPALIMIO U YUET IeUCTBUM ¢ uHPOpMaIuen;

obecrieunBaTh 11€JIOCTHOCTD JJAHHBIX;

MIPOU3BOJIUTH OOHAPYKEHUE BTOPIKEHUM.

WCIIOJIB3YEMBIX TEXHHUYECKHX CpeacTB oTpaxaercs B «llimane

M0 00ECIICYCHHUIO 3alllUThl TICPCOHAJIBHBIX JaHHBIX). Cnucok

HCIIOJIB3YCMBIX CPCACTB JOJIKCH ITOAACPIKHNBATLCA B dKTYaJIbHOM COCTOSHHMH. HpI/I

M3MEHEHUH COCTaBa TEXHUYECKHUX CpeAcTB 3amuTbl wind siemeHtoB WCII/IH,

COOTBCTCTBYIOIIIMC M3MCHCHHA JOJIKHBI ObITh BHeCeHBI B CIIMCOK U YTBCPKIACHBI

pykoBoauteneM JIOY wiu Tuiom, OTBETCTBEHHBIM 3a oOecriedeHue 3anuTsl [1/1H.
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4. TpeooBanus k noacucremam C3I1/n
C3I1/Ix BxIItOYAET B ceOsl CIASAYIONTUE TTOACUCTEMBI:

— YNpaBJIEHUsS JOCTYNOM, PETUCTPALIMU U YUETA;
— o0ecrneyeHus UEIOCTHOCTH U IOCTYITHOCTH;
— AHTUBHPYCHOMW 3aILINTHI;
— MEXKCETEBOI0 DKPAaHUPOBAHMS;
— aHaju3a 3allUIICHHOCTH;
— OoOHapy»XeHHUs BTOPKECHHU;
— KpunTorpaduyecKom 3aiuThl.

[Toacuctemsr C3II/IH UMEIOT pa3nuyHbIM (QYHKIIMOHAT B 3aBUCUMOCTH OT
kinacca UCIIIH, onpeneneHHoro B «AkTe Kiaccuukaumv WHOOPMAMOHHOU
CUCTEMBI NEPCOHAIBHBIX JaHHBIX». CHUCOK COOTBETCTBUSA (PYHKUUN IMOJCUCTEM
C3II[Ix knaccy 3alMILEHHOCTH IIPEACTABICH B TEXHUYECKOM 3aJaHHH I10
CO3MaHHMIO CHCTEMbl 3alUThl HMHGOpPMAMM  HHPOPMALKUOHHON  CHUCTEMBI
IIEPCOHAIBHBIX TAHHBIX.

[loacucTeMbl yIIpaBACHUS JOCTYIOM, PETUCTPALIMU U yUeTa

[loncucrema ynpaBieHHs TOCTYIIOM, PETHCTPALMKA U y4eTa MpeJHa3HayeHa
JUISL pean3aliy caenayommx QyHKIIHI:

— WJSHTU(PHUKAIUU ¥ MPOBEpKa MOJIMHHOCTH CYOBEKTOB JOCTyNa
npu Bxoxae B UCII/H;

— WACHTU(QUKAUUM TEPMHUHAJIOB, Y3JIOB CETH, KaHAJIOB CBS3H,
BHEIIHUX YCTPOMCTB I10 JOTUYECKUM UMEHAM;

— uAeHTU(HUKAIMK TTporpaMM, TOMOB, KaTajloroB, (aijioB, 3aIlrcei,
MOJICH 3aMKCel 110 UMEHaM;

— perucTpanuu Bxoja (BbIX0/Aa) CyOBEKTOB JOCTyNa B CUCTEMY (M3
CUCTEMBbI), JMOO0 perucrpanusi 3arpy3kd W HWHULUAIU3alUuU
OMEepallMOHHON CUCTEMBI U €€ OCTAHOBA.

— PpEruCTpallii  TOMBITOK  JIOCTyNa  MPOTPAMMHBIX  CPEACTB

(mporpamm, IIPOIIECCOB, 3a/1a4, 3aIaHUI) K 3alUIIacMbIM (aitiam;
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— PpErucTpalMH MONBITOK JOCTyNa MPOrpaMMHBIX CpPEACTB K
TEpMHUHAJIaM, KaHaJlaM CBsI3U, IporpaMmaM, TOMaM, Karajorawm,
daiinam, 3auUCIM, TIOJISIM 3aITUCEH.

[ToncucreMa ynpaBieHus JOCTYIIOM MOXET OBbITh PEaIM30BaHa C MOMOILBIO
IITaTHBIX cpeacTB oOpabotku [I/[H (omepanMOHHBIX CHUCTEM, NPUIOKEHUH U
CVYB/). Tak e MOXeT ObITh BHEAPEHO CHEHAIBHOE TEXHUYECKOE CPENCTBO WM
UX KOMIUIEKC OCYIIECTBIISIONINE JONOJHUTENBHbIE MEPBI M0 AyTEHTU(UKALNUU U
KOHTpoato. Hampumep, npumMeHeHHE €IUHBIX XPAHWIMI] YYETHBIX 3amuceil
10JIb30BaTENe U PErHCTPallMOHHOM uHbopMaIui, HCITIOJIb30BAHUE
OMOMETPUYECKUX M TEXHUUYECKHX (C TMOMOILBIO 3IEKTPOHHBIX MPOIYCKOB) MEp

ayTeHTU(UKALMHA U JPYTHX.

[loacucrema o0ecreueHus OCJIOCTHOCTHU M JOCTVIIHOCTH

[Toncucrtema obOecnedyeHUs IEIOCTHOCTA W JOCTYIMHOCTH MpeaHa3HauYeHa
I oOecredeHus IEJIOCTHOCTH M AocTynmHocTd II/[H, mporpaMMHBIX U
anmaparsabix cpeacts UCIIn JIOVY, a Ttak ke cpelcTB 3aluThl, IPU CIy4alHOU
WJIM HAMEPEHHOU MOoJu(UKAIIUHN.

[Tomcucrema peamu3yeTcss € IIOMOIIBIO  OpPraHW3alldd  PE3€PBHOTO
KOMTUPOBaHUs 00padaThIBAEMbIX JTAHHBIX, a TAK )K€ PE3ECPBUPOBAHUEM KITHOUEBBIX
anemenToB UCII/IH.

HOI[CI/ICTeMa aHTHBHDVCHOﬁ 3aI1IUThI

[lTogcucTeMa aHTUBHUPYCHOM 3alllUThl MpeAHA3HAuYeHa [Jisg OOeCleueHUs
aHTUBUPYCHOM 3a1uThl cepBepoB U1 APM nonw3oBareneid UCIT/Iu JOVY.
CpencrtBa aHTMBHPYCHOM 3alIUThl IPEAHA3HAYEHBI Ui pealv3alun
CIEYIOIMMX (PYHKITHHN:
— PE3UIACHTHBIM aHTUBUPYCHBIA MOHUTOPUHT;
— AHTUBUPYCHOE CKaHWPOBAHUE;
— CKpHUNT-OJIOKUPOBAHUE;
— [EHTPaJTU30BAHHYIO/YJATICHHYIO YCTaHOBKY/JE€UHCTAIIIALIUIO

AHTUBUPYCHOTO TMPOAYKTA, HACTPOWKY, aJIMUHUCTPUPOBAHUE,
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IIPOCMOTP OTYETOB M CTATUCTUYECKOW HMH(OpManuu mo paboTe
IPOYKTa;

— aBTOMaTH3WPOBAaHHOE OOHOBJICHHE aHTHUBUPYCHBIX 0a3;

— OrpaHWYCHHE IIpaB IIOJIB30BATEIISI Ha OCTAHOBKY HCIOJIHSICMBIX
3aJlady ¥ M3MCHCHHMS HACTPOCK AHTUBHPYCHOTO IPOTPAMMHOIO
oOecIieueHus,

— aBTOMATHYECKUH 3aIlyCK Cpa3y IIOCje 3arpy3kKH OIEparlMOHHON
CHCTEMEL.

[Toncuctema peanm3yeTcs MyTeM BHEIPEHUS CTICIMATBHOTO aHTUBUPYCHOTO

nporpaMMHoro ooecneuenust Ha Bce anemenTsl UCIIH.

HOI[CI/ICTeMa MCKCETCBOI'O DKPAHUPOBAHUA

[ToncrucreMa MEXCETEBOIO 3KPAHUPOBAHUS MPEAHA3HAYCHA ISl peaIn3auu
CIEIYIOMMX (PYHKITHMN:

— (QuabTpalluu OTKPHITOr0 H 3amudpoBaHHOrO (3akpeiToro) IP-
Tpaduka;

— (Qukcanuu BO BHyTPEHHUX KypHaIaxX HH()OpMAUU O MPOXOIAIIEM
OTKpPBITOM U 3aKkpbIToM IP-Tpaduke;

— UAeHTUPUKAIUU 51 ayTeHTHU(PUKALMIO aMUHHCTpATOpa
MEXKCETEBOT0 IKpaHa MPH €ro JIOKAJIBHBIX 3alpocax Ha JOCTYII;

— peructpanuu Bxoja (BbIXOJa) aJMHUHUCTpATOpa MEXKCETEBOTO
JKpaHa B CUCTEMY (M3 CUCTEMBI) JIUOO 3arpy3Ku U MHUIIUATIA3AIUN
CUCTEMBI U €€ MPOrPaMMHOI0 OCTAHOBA;

— KOHTPOJIS IEJIOCTHOCTH CBOEH MPOTpaMMHON M MHGOPMAIIMOHHON
YacTH;

— (UIbTpallUM TAKETOB CIYKEOHBIX MPOTOKOJIOB, CIIYXAIIUX s

JMATHOCTUKH | YIIPaBJICHUS pabOTOM CETEBBIX YCTPOMCTB;
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— (QuupTpauMu € y4eTOM BXOAHOTO U BBIXOJHOTO CETEBOTO
uHTEepdeiica Kak CpeACTBO TNPOBEPKU TMOMJIMHHOCTH CETEeBBIX
a/IpecoB;

— perucTpalMy M ydera 3alpamidBacMbIX CEPBUCOB IPHKIATHOTO
YPOBHS;

— OJIOKMpOBaHMS JOCTYyNa HEUIAECHTH(PHIUPOBAHHOIO OOBEKTa MU
CyOBbeKTa, MOJIMHHOCTh KOTOPOTO TpHU ayTeHTU(UKAIMH He
HOJTBEpAUIIACH, METOAAMHU, YCTOWUUBBIMHU K ITEPEXBATY;

— KOHTPOJIS 32 CETEBOM aKTUBHOCTBHIO MPUIOKEHUN M 0OHAPYKEHUS
CETEBBIX aTaK.

[Toncucrema  peanusyercss  BHEIPEHHEM  MPOTPAMMHO-ANNapaTHBIX
KOMILJIEKCOB MEXCETEBOI0 3KpaHupoBaHus Ha rpanuile JIBC, knaccom He Huxe 4.

IloacucreMa aHangm3a 3alUIICHHOCTH

[Toncucrema anHanM3a 3alUIIEHHOCTH, JOJDKHA O00ECIEUMBATh BBISBICHUS
ySI3BUMOCTEM, CBsI3aHHbIX ¢ ommOkamu B KoH(urypamuu 11O UCIIAH, koTopsie
MOTYT OBITh UCIIOJIb30BAaHbl HAPYLIUTENEM /JIs PeaIU3allii aTaku Ha CUCTEMY.

OyHKIMOHAI MOJACUCTEMBl MOXET OBITh pealn30BaH IPOrPaMMHBIMH U
IIPOTPaMMHO-ANNAPATHBIMHU CPEACTBAMH.

[loacucrema 06H3DV)KGHI/I$I BTOPKCHUM

[ToacucrteMa oOHApYKEHUSI BTOPKEHUM, TOHKHA OOECIIEUUBATH BBISIBIICHUE
cereBeIXx arak Ha oiaemMeHTel MCIIIH nDoakiIrodeHHBIE K CETSIM  OO0IIero
MOJIB30BAHMS U (UJTH) MEXTYHAPOAHOTO OOMEHA.

OYHKIMOHANI TOJCUCTEMbl MOXKET OBbITh peaiu30BaH MPOTPAaMMHBIMU U

IIporpaMMHO-aIllapaTHbIMU CPCACTBAMMU.
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Iloacucrema KDHHTOFDad)H‘IGCKOﬁ 34T ThI

[Toncucrema kpunTorpadguueckoil 3aUThI IPeTHA3HAYCHA TSI HCKITFOUCHHSI
HC/ x 3ammumaemoit uadopmaruu 8 UCIT/n 1OV, npu ee nepenauu mo kaHaiam
CBSI3U CETEH OOIIEro MoJIb30BaHUS M (MJIM) MEKTyHAPOIHOTO OOMEHa.

[Toncuctema peanusyercs BHEAPEHHWEM KPUNTOrpaduyecKux MPOrpaMMHO-

alraparHbIX KOMIIJICKCOB.
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5.Iloan3oBaTean UCIIn
B Tlonoxennn MHPOPMAIMOHHOW OE30MaCHOCTH ONPE/EICHBl OCHOBHBIE

KaTeropuu Tmojb3oBaTeneii. Ha ocHOBaHMM STHUX KaTeropuu JOJDKHA OBITh
npousBeneHa Tunmsauus nosb3oBatened MCIIIH, omnpeneneH HX ypOBEHb
JOCTYIIa X BOBMOYHOCTH.
B UCIIIx AOY MOXHO BBIAEIHUTH CIEAYIOIIHAE TPYHIbl MOJb30BATENEH,
y4acTBYIOIIMX B 00paboTke u xpanenuu [1/11:
— Anmunuctparopa UCI/H;
— AMuHUCTpaTopa 6€30MacHOCTH;
— Onmeparopa APM;
JlanHple O Trpylmax [OJb30BaTeNAX, YpPOBHE HX JOoCTyna H
MH()OPMUPOBAHHOCTHU JOJIKEH OBITH OTpaXkeH B Marpuue aoctyna noJjib3oBaTesen
K 3alUIIaeMbIM HHPOPMAIIMOHHBIM PECYPCOB.

Anpmunuctparop UCI

Anmvunuctparop UCII/H, cotpyanauk JJOY, OTBETCTBEHHBIN 32 HACTPOUKY,
BHenpenue u compoBoxkaeHue WCII[AH. O6GecneunBaeT (YyHKIIMOHUPOBAHUE
noacucteMbl ynpasiaeHuss poctynom HMCIIJIH u ymoJHOMOYEH OCYyHIECTBISTH
MIPEIOCTaBIEHUE U Pa3rpaHUYECHUE TOCTYINAa KOHEYHOr o nojb3oBarens (OnepaTopa
APM) K 31eMeHTaM XpaHsIIUM NEPCOHAIBHBIC TaHHBIE.

Anvmunuctpatop HCII[IH obnagaeT cleayromuM YpoOBHEM JOCTyNa U
3HAHUM:

— o0namaer moyiHOM HWHGpOpPMAIMEH O CUCTEMHOM U TMPUKIATHOM
nporpamMmmaom obecnieueHuu UCIIx;

— oOnagaer mojgHOM WHQOpMAIMEed O TEXHUYECKUX CPEICTBaX M
koHpurypanuu UCIIH;

— WMEEeT JOCTYyIl KO BCEM TEXHHUYECKHM CpeIcTBaM 00pabOTKu
uHpopmaruu u nanaeiM UCITH;

— oOmamaer mpaBaMu KOH(MDUTYPUPOBAHUS U AIMUHHCTPATUBHOMN
HacTpoilku Texuuueckux cpeacts UCIIx.

A nMuHUCTPATOP 0E30ITACHOCTH
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AnmunuctpaTop Oe3onacHoctd, coTpyaHuk  JIOY, OTBeTCTBEHHBIN 3a

¢bynkunonupoBanue  C3I1[n, Bximoyas  oOCIy)XKMBaHME W HACTPOMKY

aMUHHACTPATUBHOM, CEPBEPHOU U KIMEHTCKON KOMIIOHEHT.

AnMuHHCTpaTOp 0€30MacCHOCTH 00JIaJIaeT CIEAYIOUUM YPOBHEM JOCTYyNa U

3HAHWI;

obnagaet npaBamu Anmunuctparopa UCIIH;

obnanaet noaHou nHpopmanueit 06 UCII1H;

MMEeT JIOCTym K CpEICTBaM 3amuThl  WHpOpMAIuu |
MPOTOKOJIMPOBAHUS U K 4acTH KitoueBbix anemenToB UCII/IH;

HE HMMEET IMpaB JO0CTyna K KOH(GUTYPUPOBAHHIO TEXHUYECKHUX

CPCACTB CCTHU 3a UCKIIIOYCHHUCM KOHTPOJIBHBIX (I/IHCHGKHI/IOHHBIX).

AJIMUHHCTpPATOP OE30MACHOCTH YIIOJIHOMOYEH:

peann30BbIBAaTh TMOJUTUKA O€30MacHOCTH B YacTU HACTPOUKH
CK3H, MexceTeBbIX HKpaHOB M CHUCTEM OOHApY>KEHUs aTak, B
COOTBETCTBHUM C KOTOPHIMH Tosib3oBaTenb (Onepatop APM)
MoJIy4YaeT BO3MOXKHOCTh padortats ¢ anementamu UCII/IH;

OCYIICCTBIIATL ayAUT CPCACTB 3alIUThI;

Oneparop APM

Omneparop APM, corpyanuk OV, ocymectBiustonmii oopadotky I1JIH.

Oo6padoTtka I[1/1a BKIHOYaeT: BO3MOKHOCTH TipocMmotpa [1JIH, pyuHoit BBox I1/1H B

cuctemy HWCII[AH, QopMupoBaHue CHpaBOK M OTYETOB MO HH(OpMaLuH,

nonydeHHon u3 HCII. OnepaTtop HE HMMEET NOJHOMOYMH ISl YIIPaBJICHUA

noacucreMamu o0padotku nqanubeix U C3I1/1H.

Omneparop UCII/IH o61agaeT cieayomuM ypoBHEM AOCTYIIA U 3HAHUM:

oOnmagaeT BCEeMHU HEOOXOAMMBIMU aTpuOyTaMu (Hampumep,
naposiieM),  OOECHEeYMBAIOIIMMU  JOCTyl K  HEKOTOPOMY
noaMHoxecTBy [1/1H;

pacnoyiaraeT KOHQUIACHIUATbHBIMA JAHHBIMH, K KOTOPHIM HMEET

JOCTYII.
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6. TpeboBanus Kk mepcoHay nmo odvecrnevyeHuo 3amuThbl I1{H
Bce corpynnuku OV, sBusawomuecss nonbzoBatenamu WMCIIIH, q0mKHBI

YETKO 3HAThb U CTPOrO BBINOJHATH YCTAHOBJIEHHBIE MPABWIA M OOA3aHHOCTH IO
JOCTYIy K 3alllMIIAeMbIM OOBEKTaM M COONIOACHUIO MPHUHSATOTO pPeKHUMa
oe3omacHoctu 11/1H.

[Ipn BcTymieHMM B JIOJDKHOCTH HOBOTO COTPYJHMKA HENOCPEICTBEHHBIN
HAaYaJIbHUK MOJPa3/eJICHHs], B KOTOPOE OH MOCTYMHaeT, 00s13aH OPraHU30BaTh €ro
O3HAKOMJIEHHE C JIOJDKHOCTHOM WHCTPYKLHEH M HEOOXOAMMBIMU TOKYMEHTaMH,
periiaMeHTupyrommMu TpedoBanus o 3amure [1/IH, a Takke 00yueHne HaBbIKaM
BBITIOJIHEHUS TIPOLEAYD, HEOOXOAUMBIX JJII CAHKIIMOHUPOBAHHOT'O MCTIOIb30BAHMS
NCII .

CoTpyHUK JIOJKEH OBITh O3HAKOMJIEH CO CBEACHHUSAMM HACTOSILIEH
[Tonmutuku, npuHATHIX npoueayp padots ¢ anementamu UCII/In u C3I11H.

CoTtpynHuku J0Y, UCIOJIb3YIOIINE TEXHUYECKUE cpencrsa
ayTeHTU(PUKalUKU, JOJDKHBI 00€CIeurnBaTh COXPAaHHOCTh HWACHTHU(PUKATOPOB
(anekTpoHHBIX Kitodei) u He gomyckaTh HCJI k HUM, a Tak k€ BO3MOXHOCTb UX
yTeEPU WM  HCHOJb30BAHMUS TPETbUMHM JunaMu. llonmb3oBarenu  HeECyT
NEPCOHATIbHYIO0 OTBETCTBEHHOCTD 32 COXPAHHOCTh UICHTHU(PUKATOPOB.

Corpynaukn JIOY [OJDKHBI ClIeIOBAaTh YCTAHOBJICHHBIM IPOLEAYpPaAM
noajepxanusi pexuma OeszornacHoctd [IJIlH mpu BbIOOpE MW HMCHOJIB30BAaHUU
napoJiei (eciid He UCIOJIb3YIOTCSl TEXHUUECKUE CPENICTBA ayTEHTU(UKAIIIH).

Corpynauku  JIOY  nmopkHBI — oOecrieurMBaTh — HaJJICXKAIyl0 — 3alluTy
00Opy10BaHUsl, OCTaBIsIEeMOro 6e3 MpUCcMOTpa, OCOOCHHO B TEX Cllydasx, KOorja B
MOMEIICHHE UMEIOT JOCTYI MOCTOPOHHUE Jula. Bee monbp3oBaTenu JOMHKHBI 3HATh
TpeboBanust 1o Oe3zomacHocTy [I/IH u mpomeaypsl 3amuThl 000PYIOBAHUS,
OCTaBJIEHHOT'O 0€3 MPUCMOTPa, a TAKKE CBOU 00S3aHHOCTH 0 00ECTICUCHUIO TaKOMN
3aIUTHI.

CoTpyIHMKaM 3ampeliaeTcss yCTaHaBIMBATh MOCTOPOHHEE MPOTrpaMMHOE
oOecrieyeHue, TMOAKIOYaTh JIMYHbIE MOOWIIbHBIE YCTPOWCTBA W HOCHUTENHU

I/IH(I)OpMaI_II/II/I, da TakK K¢ 3allMChIBATh Ha HUX 3alUIIACMYTO I/IH(l)OpMaI_[I/IIO.
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CoTpyaHukaMm 3ampeliaercs pasriiamarh 3alyiaeMyro  MHGOpMaIuIo,
KOTOpas cTaja UM H3BeCTHa Mpu padote ¢ uHpopmMaunoHHbiMU cucteMamu JJOY,
TPETHUM JIUIIaM.

[Tpu padore ¢ I[1JIn B UCIIAH cotpyanuku JIOY o0si3aHbl oOecrneunThb
OTCYTCTBHE BO3MOXXHOCTU npocmotpa [1/IH TpeTbumu uuamu ¢ MoHuTOpOoB APM
WJIN TEPMUHAJIOB.

[Tpu 3aBepienun padbotsl ¢ UCII/IH cotpynHuku o6s3anbl 3auTtuth APM
WJIM TEPMHUHAJIBI C TOMOILBIO OJIOKUPOBKH KIHOYOM WJIM 3KBUBAJIEHTHOT'O CPEACTBA
KOHTpOJIsl, HalpuMep, AOCTYIOM IO MapoJi0, €CIM HE HCHOJB3YIOTCS OoJiee
CUJIbHBIE CPEACTBA 3aIUTHI.

Corpynauku JIOY pomxHbl ObITH TPOUHGOPMHUPOBAHBI 00 yrposax
HapylleHus pexuma oe3ornacHocTd [IJIH U OTBETCTBEHHOCTH 3a €r0 HapyllEeHUE.
OHU JOKHBI OBITH O3HAKOMJIEHBI C YTBEPXKACHHOUW (GopManibHON mpoleaypoi
HaJIO)KEHUSl JUCHUIUIMHAPHBIX B3bICKAHUW HA COTPYJIHUKOB, KOTOpBIE HAPYILIWIU
MPUHSATHIC MOIUTUKY U MPOIeAyphl Oe3onacHocTu [1]1H.

CotpynHuku 00s3aHbI 0€3 TPOMEICHUSI CO00IaTh 000 BCEX HAOII01aeMBbIX
WIN TOJO3pUTENbHBIX ciydasx pabotel UCIIJIH, mMorymux mnoBiedb 3a coOoi
yrpo3bl Oe3omacHoctd IIJIH, a Takke O BBISIBIEHHBIX HMH COOBITHSIX,
3aTparuBaroimiux Oe3onacHocTh I[IJ[H, pyKOBOACTBY NOApAa3ACiCHUs U JIUILY,

OTBEYAIOIIEMY 32 HEMEIJIEHHOE pearupoBaHue Ha yrpo3bl 6e3omacHoctu [1/1H.

Jo/xHOCTHBIE 00s13aHHOCTH NoJb3oBaTesneit UCIIIn
HomkHocTHBRIe  o0Osi3aHHOCTH — moib3oBareneid  MCII[In  ommcanbl B

CIIEAYIOIIUX TOKYMEHTaX:
— MHucrpykuus agmuanctparopa UCIIH;
— HWucTpykuus anmuauctparopa 6ezonacHocta UCII/IH;
— MHucrpykums nonb3oarens UCI/IH;
— MHcTpykums noJib30BaTeNss NPU BO3HMKHOBEHHWHM BHEIITATHBIX

CUTYaLUH;
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OtBercTBeHHOCTH coTpyaHukoB UCIIIn 10Y

B cootBerctBHM co cT. 24 DenepanbHoro 3akona Poccuiickoin denepanumn
ot 27 ntona 2006 1. Ne 152-®3 «O nepcoHaIbHbIX JTaHHBIX» JIMIIA, BUHOBHBIC B
HapylieHuu TpeOoBaHMi JaHHOrOo DenepanbHOTO 3aKOHA, HECYT TPa)KJaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCHUILUIMHAPHYIO U MUHYIO MPEIYCMOTPEHHYIO
3aKOHOJIaTeNnbCTBOM Poccuiickoit denepaun OTBETCTBEHHOCTb.

JleficTByto1Iee 3aKOHOAATENBCTBO PD MO3BOJIAET MPEABSBIATh TPEOOBAHUS
no oO0ecrnedyeHuo Oe30MacHoOM paboThl ¢ 3amuminaemMor wuHbpopmaluen u
MpEAyCMaTPUBAET OTBETCTBEHHOCTh 32 HAPYLIEHHWE YCTAHOBJECHHBIX MPAaBUII
skcrutyaranu OBM u cucteM, HEMpaBOMEPHBIM TOCTYN K HHPOPMALIUU, €CITU 3TH
JIEUCTBUS TMPUBEIIM K YHUUYTOXKEHUIO, OJIOKUPOBAHUIO, MOAU(PUKALIUYA UHPOPMAITUN
WM HapyleHuto padbotel DBM umm cereil (ctatbu 272,273 u 274 YK PO).

Anvunuctpatop WCIIJIH u  agMuHHCTpatop 0€30MacHOCTH  HECYT
OTBETCTBEHHOCTH 32 BCE JACHCTBHS, COBEPILICHHBIE OT UIMEHU MX YUETHBIX 3alHCEN
WIM  CHUCTEMHBIX  Y4YeTHBIX  3amuceil, ecau  He  JokazaH  (akr
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3AIUCEN.

[Ipn Hapymenusx corpynaukamu JIOY — nons3oarenen UCIIIH npasun,
CBSI3aHHBIX C Oe30macHOCThIO [1/]H, OHM HECYT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO
JEUCTBYIOIIUM 3aKoHOAAaTeNnbCTBOM Pocculickon denepanumu.

[IpuBeneHHbIC BBINIE TPEOOBAHWS HOPMATHUBHBIX JOKYMEHTOB IO 3aIllUTE
uHdopMaIuu J0HKHBI ObITh OTpakeHsl B [lonoxkenusax o JIOY, ocymiecTBIsIOMMX
ob6pabotky [11n B UCII/IH 1 10KHOCTHBIX HHCTPYKIHSIX cOTpyAHUKOB JIOVY.

Heobxoaumo BHectn B Ilonmoxenue o JOY, mnpu ocyuiecTBieHUun
oopabotku [1/In B UCII[IH cBenmeHus 00 OTBETCTBEHHOCTH COTPYAHHKOB 3a
pasriamieHue W HECAaHKIMOHUPOBAaHHYIO  Moaudukanuioo  (MCKaKEHHE,
danscudukamnuio) [1/1H, a Takke 3a HEMPAaBOMEPHOE BMENIATEILCTBO B MPOIIECCHI

UX aBTOMATH3WPOBAHHOU 00paOOTKH.
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7.CIIMCOK HCNO0JIb30BAHHBIX HCTOYHHKOB
OCHOBHBIMH HOPMAaTUBHO-IIPAaBOBBIMHA H METOANIECCKUMHU

JOKYMEHTAMH, HA KOTOPbIX 0a3upyercs HacTrosmas [louruka, siBasilores:
O®enepanbHpiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcOHAIBHBIX

naHHbeIX» (manee — D3 «O mnepcoHAIbHBIX JAaHHBIX»), YCTAHABIMBAIOIIWN

OCHOBHBIC TNPUHIMUMBI U ycioBus oO0pabotku I1J[H, mpaBa, O0OS3aHHOCTH W

OTBCTCTBCHHOCTDb Y44CTHHUKOB OTHOMGHHﬁ, CBJ3aHHBIX C O6pa6OTKOﬁ HI[H

«TpeboBanusi K 3alIUTe MEPCOHAIBHBIX JTAHHBIX NpU UX 00paboTke B
WHOOPMAIIMOHHBIX ~ CHCTEeMaxX  MEPCOHANBHBIX  JaHHBIX»,  YTBEPKICHHOE

[TocranosnenueM IIpasurensctBa PO ot 01.11.2012 1. No 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX OOpabOTKH MEPCOHAIBHBIX JIaHHBIX,
OCYILECTBIsIEMOM 0€3 MCIOIb30BaHUS CPEICTB aBTOMATH3ALUN», YTBEPKIACHHOE

[Toctanosnennem IIpaBurenbcta PO ot 15.09.2008 r. Ne 687.

«Tp€6OBaHH}I K MaTCpHUaJIbHBIM HOCUTCIISIM 6I/IOM€TpI/I‘-ICCKHX
NEPCOHAJIBHBIX JAaHHBIX MW TCXHOJOTHAM XpPAaHCHHUA TAKHWX JaHHBIX BHC
I/IH(l)OpMaI_[I/IOHHBIX CHUCTCM INEPpCOHATBbHBIX JaHHBIX», YTBCPIKICHHLIC

[Toctanosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHo-metoquueckue nokymeHThl DenmepanbHOW  CIyKObI IO
TEXHUYECKOMY U DSKCIEPTHOMY KOHTpoiito Poccuiickoit ®Dexpepauuu (naiee -
OCTOK Poccun) nmo obecneuenuto o6eszonacHoctu IIJIlH mpu ux oOpaboTke B

WUCITx:

bazoBas momens yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX TPHU UX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX, yTB. 3aMm.

nupekropa @CTIK Pocenn 15.02.08 r.
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Mertoauka onpeneneHus aKTyaJbHBIX yrpo3 0€30MacHOCTH MEPCOHATBHBIX
JaHHBIX TpH HUX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMax MEpPCOHATbHBIX

JNaHHbIX, YTB. 3aM. nupektopa @CTIK Poccun 15.02.08 r.

[Ipukaz ®CTOK Poccum Ne 17 ot 11 despans 2013 roma «O06
yTBepKIeHH TpeOoBanuii o 3ammre HWHOOpPMAIUK, HE COCTaBJISIOIINX
TOCY/IApCTBEHHYIO TalHY, COJEPKAIIMXCSA B TOCYJapCTBEHHBIX MH(OPMAITMOHHBIX

CHCTCMax».

[Ipukaz D®CTOK Poccum Ne 21 ot 18 deBpans 2013 roma  «OO6
yrBepxaeHun CocTaBa U COAECpkKaHUS OPraHU3alMOHHBIX U TEXHUYECKUX MEp IO
oOecrieyeHn0 0e30MaCHOCTH IEPCOHANbHBIX JAaHHBIX IPU HMX 00paboTKe B

I/IHCI)OpMaI_[I/IOHHBIX CUCTCMaX MCPCOHATIbHBIX TAHHBIX)>.

[Ipuka3 denepanbHOi cityxk0b1 0e3omacHocTH Poccuiickoit denepanuu ot
10 wuronms 2014 r. N 378 "OO yrBepxaenun CocTtaBa U COJEpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHX Mep IO O0O0EeCHeuYeHHI0 Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MpU HX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX C UCHOJIb30BAHUEM CPENICTB KPUNTOIpahUIECKON 3alUThI
uH(popMauu, He0OOXOIUMBIX JIJIsl BBIIIOJIHEHHS YCTaHOBJIEHHBIX [IpaBUTEIHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIllUTE IMEPCOHAIBHBIX JAHHBIX JIJIs

KaXXJI0r0 M3 YPOBHEH 3allIUILIEHHOCTH".

3aBenyrouuii JJIOY T.A. MbUILHUKOBaA



